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Abstract

This dissertation is concerned with how security functions can be integrated into
a personal computer to provide a subsystem that cannot be easily compromised
by untrusted applications executing on that computer. The dissertation presents
an overall system architecture for secure user-controlled execution of electronic
transactions. The proposed system architecture is particularly suitable for personal
computers hosting applications with conflicting security requirements.

In current open-networks transaction systems, cryptographic functions and pro-
tocols are used to protect the integrity of the data exchange. However, the ways
in which the transaction services with security requirements are presented to the
human users are often unprotected. In particular, many systems lack functionality
to protect the integrity of the user interface. Since human users constitute the true
ends of electronic-commerce transactions, the security risk is that human users may
be lured into authorising dubious transactions.

This dissertation argues that the security of end systems hosting electronic-
commerce applications depends crucially on the presence of a trusted path between
the human user of the system and the signing keys used to authorise statements
on behalf of the user. One way to achieve this, as is argued in the dissertation,
is to embed the input and output devices of the human-visible computer interface
into the trusted computing base of the system and protect the integrity of the
user-interface elements presented to the user.
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_1_
Introduction

Over the past few years, the use of personal computers and public networks has
experienced exponential growth, and this growth has created a market for electronic
commerce. Using technologies such as the Internet and World Wide Web (WWW),
users are now in a position to engage in transactions and contract negotiations with
merchants electronically.

The use of personal computers as end systems for electronic-commerce appli-
cations is not entirely without risks. The problem is that many personal computers
host applications with different security requirements. However, existing systems
do not provide adequate security mechanisms to distinguish between applications
with explicit security requirements and applications with no security requirements.

A particular threat is that a compromised end system can be used by an at-
tacker to obtain authorisation statements from users without their consent. Such
attacks can be launched by either fraudulent service providers or malicious users
with access to the public networks.

In a security context, however, a personal computer can be viewed as an im-
portant resource. If such a computer is designed with security mechanisms built
into its architecture in such way that it can detect attacks of the kind mentioned
above, it becomes a powerful tool in realizing secure electronic commerce.

This dissertation is concerned with the design of a system that can be used for
secure electronic-commerce applications. In this dissertation, an architecture of an
end system for secure user-controlled electronic transactions is described together
with a set of supporting applications.

This chapter is structured as follows. First, an overview with relevant back-
ground information on issues in electronic commerce is presented. The next section
discusses human errors and factors in human-computer interface design. The third
section states the hypothesis of the dissertation. Following the hypothesis is an
overview of the research presented in this dissertation together with related work
and a note on secure systems engineering. In the last section, an outline of the
remaining chapters of this dissertation is presented.

1.1. Background

In the near future it will be common to own and use more than one personal
computer. These will range from conventional personal computers (PCs) to minia-
ture models, such as electronic purses and personal digital assistants. Ubiquitous

1



2 1. INTRODUCTION

wireless computer networks will provide infrastructure for global communication in
a similar way that telephone networks do for cellular telephones today.

One consequence is that more personal information will be stored and ex-
changed electronically, and that computers will be used to perform more tasks
in everyday life. In addition, computers will be used to perform tasks on behalf
of their owners at new locations, e.g., in banks and railway stations, and for new
types of applications, e.g., electronic commerce.

In electronic-commerce settings, users and merchants will use transaction proto-
cols to exchange information and contracts, e.g, representing payments or contracts
in the usual legal sense. Personal computers will, to a larger extent, host commerce
applications and be used as end systems of these transactions.

Computer security is complex, and most users have a poor understanding of
the issues involved, and particularly poor understanding of the underlying security
issues. Users react to information presented to them through the visible human-
computer interface. If information presented through this interface is wrong, or if
it has been tampered with, users may take actions that compromise their security.
In a compromised system, the attacker may operate the user interface the way the
user expects it to, leaving the user unaware of the actual actions performed by the
compromised system. In this dissertation this problem, which is a fundamental one,
will be denoted the user-interface integrity problem.

New technologies designed to make life easier are not entirely without problems.
Since these technologies, e.g., personal computers, are used to carry out tasks of
everyday life, information about daily tasks are automatically recorded by these
devices. Much of this information is of a personal nature. Private information may
be recorded and used without the consent of the owner—simply because it is not
clear that this information is recorded and used in the first place.

Electronic commerce is an arena in which personal computers will be used by
their owners to conduct transactions of a financial nature. Currently there is a
growing market for electronic commerce, and most large players are more than
willing to promote new technologies for their customers at low introductory fees.
The introduction of smart cards by financial institutions in the Netherlands is a
specific example of how this is done. The Internet is also a promising for electronic
commerce purposes. The larger credit card companies have already devised system
architectures for electronic payments in Internet environments.

Individual users may participate in electronic commerce using their home com-
puters, interactive televisions sets, or by presenting electronic tokens issued by
financial institutions. When conducting an electronic transaction, users respond to
the information presented via the human-computer interface of the system. These
user interfaces are typically operated by client-system applications of electronic
commerce systems.

Although the way in which security mechanisms are used to preserve the in-
tegrity of the actual electronic transaction is usually quite sound, the way in which
services with security requirements are presented to humans can be criticized. In
particular, many systems lack functionality to preserve the integrity of the user
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interface, and in the case of errors, provide users with little, if anything, to prove
the events that took place. Since human users constitute the real end-points of elec-
tronic commerce, the security risk is that human user may be lured into authorising
dubious transactions.

1.2. Issues in electronic commerce

Electronic systems whose security is based on cryptographic techniques are
becoming common in many applications. Automatic Teller Machine (ATM) use
cryptography for authentication and cellular phones use smart cards to authenticate
callers for charging purposes. Global computer networks are used for electronic
commerce. The integrity of these systems is preserved by cryptographic techniques.

Most people today carry out ATM transactions. In these transactions, the
ATM card, together with a secret Personal Identification Number (PIN), is used
as a mechanism for authenticating the user to the system. Many of these systems
have been criticized severely as not being secure [Anderson, 1994b].

An important aspect of the problem is that most ATM cards use a magnetic
stripe to carry the authenticating information intended for the bank’s system. This
allows cards being copied very easily. One of the most important technical problems
with ATM cards and credit cards is that unauthorized third parties can easily obtain
access to the card’s information.

A solution proposed earlier was that smart cards should have a private display
and a key pad [Abadi et al., 1990]. The smart card would show on its private
display the amount to be authorized and the user would type the PIN on the smart
card’s private key pad. Given its small display, such smart cards cannot be used
for anything but simple payments.

In current open-networks transaction systems, cryptographic functions and pro-
tocols are used to protect the integrity of the data exchange. However, the ways
in which the transaction services with security requirements are presented to the
human users are often unprotected. For example, a particular weakness is that
the user of an ATM card or a smart card depends, for the correct execution of a
transaction, on the party with whom the transaction takes place. This asymmetric
level of trust serves only the protection of the merchant. In addition, the PIN used
by the owner of the card to authorize a transaction must often be issued via an
untrusted channel under control of the remote party. If a personal (networked)
computer is being used, the transaction software may have been provided (on-line)
by the remote party. There is a risk that a remote party can obtain an authorised
statement from the user, and that the user has no way to deny this statement.

Cryptographic techniques can be used to establish secure channels, bind keys
to principals, or verify that a piece of information was signed by a specific principal.
This, however, is not sufficient to establish secure communication between a user
and a remote service. When the ends of a communication channel are not properly
defined, e.g., when a user executes uncertified third party software on a personal
computer while at the same time carrying out electronic transactions with a remote
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service, this is becoming a problem. The problem is that it is not possible to guar-
antee the integrity of the electronic transaction system. The application program
or the operating system can be compromised, and thereby also compromise the
electronic transaction system.

Consider the attack on distributed file systems using IP spoofing reported
in [Brewer et al., 1995]. A client machine downloads executable files from a file
server. Unless there is a trusted path from the client machine to the executable, it
can be compromised during download. The reported attack is used to patch files on
the fly while these are in transfer from the file server to the memory on the client
machine. The attack works by forging a reply from the file server to the client
machine. If the forged reply reaches the client machine before the legitimate reply,
it will be accepted by the client machine instead of the legitimate reply. The attack
has been used to patch the executable of the Netscape WWW browser to disable its
security features, and to defeat Kerberos [Steiner et al., 1988] by attacking the kinit
program. It highlights the importance of identifying the ends of communication.
The trusted path to a file may extend well beyond the file server as in this example.

Even with correctly functioning applications, attacks can be launched against
the human user. Consider the WWW spoofing attack reported in [Felten et al.,
1996]. With existing WWW browsers, an attacker can mislead a victim to make
inappropriate security-relevant decisions. These kinds of attacks are based on that
with the existing infrastructures it is relatively easy for attackers to create a false
but convincing world around the victim, and then trick the victim into doing some-
thing that would be appropriate if the false world were real. Electronic-commerce
applications are particularly attractive to attack in this way.

Human users often rely on a context before they make a decision, e.g., that an
ATM machine is bolted to the wall of their bank, or that a WWW page contain
some recognisable information, e.g., a company logo. At some point during the
communication, the victim authorises, e.g., a payment, or types a password which
is transmitted to the service provider.

The attack described in [Felten et al., 1996] is exploiting users by masquerading
as the service provider. It works as follows: The attacker creates a convincing but
false copy of the WWW, and tricks the user to access this WWW and not the
real WWW. This is far easier than it sounds. All the attacker has to do, is to
sit between the victim and the real WWW. Whenever the victim requests some
information (e.g., a hypertext page) from the real WWW, the attacker requests it
for him, monitors or modifies it, and forwards it to the victim. Thus, all it takes
is to trick the victim to request pages via the attackers machine instead of from
the real WWW. This can easily be achieved by having a reference to the spoofed
WWW linked to a popular site on the real WWW.

The fact that an attacker can monitor information requested or sent by a vic-
tim can have serious consequences. However, in [Felten et al., 1996] it is being
argued there are far more serious concerns. Some WWW browsers are capable of
executing software downloaded from remote sites, e.g., applet programs and other
helper applications. Since the attacker is capable of providing the victim with just
anything, code to change the appearance of the victim’s user interface can also
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be provided by the attacker. The practical implication is that the human-visible
user-interface that is rendered on the victim’s display can be modified to suit the
attacker’s goal of tricking the victim to issue authorisations. In addition, all traces
of spoofed operations, e.g., the current page’s location address can be hidden.

Note that if the victim has already been tricked into the spoofed WWW, the
built-in security functions may not have any effect. The reason is simply that when
the victim believes he has established a secure end-to-end connection with a service
on the real WWW, the reality is that a connection is established between the
victim’s machine and the attacker’s machine instead. Consequently, the symbols
representing secure mode of operation that are presented to the victim, are not
reliable as indicators of the current security policy.

Current WWW browsers are not capable of handling the types of attacks pre-
viously mentioned and no long-term solutions currently exist. Short-term solutions,
e.g., to disable all applet functionality in WWW browsers, and to pay careful atten-
tion to the page locations, will reduce the risk of such attacks. The issues previously
described can be considered user-interface integrity problems. The question is, thus,
how to ensure that the human user only authorises intended operations.

1.3. The human factor

“Human error” is often cited as the cause of accidents in safety-critical systems.
Since the human and technology are working together to control the system, it is
more appropriate to view this as caused in part by the breakdown in the com-
munication between the human user and the computer system [Modugno et al.,
1996].

Today’s personal computers respond not only to commands issued by the hu-
man user, but also to commands originating from other computers via computer
networks. Malicious intruders or programs may compromise the security of personal
computers and thereby contribute to the breakdown in communication between the
user and system by providing the user with erroneous information.

Existing electronic-commerce systems do not properly place human authority in
the control path of the electronic transaction process. An intriguing problem is that
a user can be asked to issue an authorisation statement on the wrong premises. This
problem is particularly present in systems where users are required to insert their
cards into systems not under their control. For instance, when making payments
in shops, or when using ATM machines.

The problem would also exist in systems where users employ personal comput-
ers on which they run an electronic transaction application. The personal computer
could be running compromised software, or reveal the user’s secrets unintention-
ally. Consequently, the system image presented on the display is not guaranteed to
reflect the current state of the electronic transaction system correctly.

When a computer is executing electronic-commerce applications on behalf of
a human user, the system can be considered a joint human-computer controlled
system. Joint human-computer controllers are composed of three different compo-
nents: the human user, the computer, and the interface between them [Modugno
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et al., 1996]. The correct functioning of the controller depends on the correct func-
tioning of each of these three parts independently and together.

In electronic-commerce systems, a human user is using a computer to request
services. The computer responds to commands originating from the user, but also
to commands (messages) received from remote computers acting on behalf of mer-
chants. The human-visible interface provides the human user with indications about
the current state of the transaction process.

Studies of real world accidents have shown that there are three main factors
that contribute to the breakdown of communication between the human user and
the computer [Leveson, 1995, Modugno et al., 1996]:

(1) the user had incomplete knowledge about the task the computer carried
out,

(2) the user-interface lacked the robustness to face an imperfect human user,
or

(3) there were ambiguities in the human-computer interface.

While education and experience are the only factors to increase the level of
knowledge among users, the level of robustness and non-ambiguity in user-interfaces
can be increased through good engineering practice.

Two necessary properties of a joint human-computer controlled system are that
it lacks ambiguity, and that it is robust. Lack of ambiguity ensures that the human
user can correctly determine the state of the system. The robustness property
ensures that the system responds appropriately even when the human user makes
errors.

In [Neumann, 1995], a wide range of accidents related to the use of computers
are described. Many of these cases indicate that most security and safety related
problems are introduced at the human-computer interface. To reduce the risks
of using computer systems, more care needs to be devoted to the human-visible
machine interfaces.

Interface design should be considered a fundamental part of the overall system
design. Superficially, explicit prompting and confirmation indicators can be help-
ful, with insistence on self-defining inputs and outputs where ambiguities might
otherwise arise.

User interfaces should also be developed using “good” engineering techniques
such as consistent use of abstractions, information hiding, and parametrisation.
In [Neumann, 1995], the following observations related to human-machine interfaces
are offered:

e Although systems, languages, and user interfaces have changed dramati-
cally, and we have learned much from experience, similar problems con-
tinue to arise—often in new guises.

e Designers of human interfaces should spend much more time anticipating
human foibles.

e Manual confirmations of unusual commands, cross checking, and making
backups are ancient techniques, but still helpful.
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In a window-system environment, a command can have totally different effects
in the different windows. Unless the user pays careful attention to the window
contents, a password, for example, can be typed in an insecure window, or in
a window executing on a remote machine. The result is that the authorisation
statement is exposed to anyone monitoring the network traffic.

From using a system and observing its behaviour, users form a mental model
based on the system image [Norman, 1983, Newman and Lamming, 1995] presented
by the system. This mental model is not based on knowledge of the internal struc-
ture of the system, but on observations of the system’s external behaviour (e.g.,
audible and visible output). The system image is presented to the human user
through the human-computer interface, and it is this system image that guides
human users in understanding the current state of the system.

A system, on the other hand, must also model the user’s behaviour. In [Finin,
1989], it is being argued that a user model is the knowledge about a user that
either explicitly or implicitly, is used by the system to improve the interaction. The
knowledge is instantiated in the system’s user model, e.g., the representation of the
user.

In [Williges, 1987], user models are split into two groups: conceptual models
(cognitive process models, cognitive structure models, cognitive strategy models)
which mainly focus on representation of cognitive processes, and quantitative models
(behaviour models, ergonomic models, computer-based simulation models, static
models) which deal with numerical representation of the user’s execution.

Most users of personal computers will often do “what the system tells them to
do”. They rarely ask themselves if whether the system image presented to them
makes sense. A personal computer system has a certain “authority” that lay users
accept unquestioned.

In electronic-commerce systems, the system image presented to the users de-
scribes the current state of an electronic transaction. To minimize the risk that a
user authorizes a transaction unintentionally, the system should guarantee that the
image presented to the user actually reflects the state of the current transaction in
progress.

1.4. Problem statement

This dissertation is concerned with how secure end systems that are used for
electronic-commerce should be designed. The main focus is on the specification of
a system architecture and the security functions needed to ensure the security of
personal computers when these are used as end systems for electronic-commerce
applications.

Safety is an important goal to achieve: A solution should keep the human
user in the control loop of authorisation decisions, and prevent authorisations from
taking place unless these are provided by the user explicitly.

1.4.1. Hypothesis. In this dissertation, the following two hypothesises are
made:
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(1) Security in electronic-commerce applications can be achieved by incorpo-
rating security functions in the human-visible computer interface interface.
More specifically, the integrity of information exchanged between a user’s
personal computer and a remote party’s computer cannot be determined
fully by the user’s computer only. The process must be carried out with
the consent of the human user. Therefore, the user must be able to observe
and verify transaction information as authentic before authorisations are
given.

(2) Security strong enough to support substantial financial and legal electronic
transactions on behalf of people cannot be supported by software mecha-
nisms alone. Hardware support secure logging are essential components—
in fact, no modifiable software components should be part of a user’s
trusted computing base.

1.4.2. Research activities. The problems investigated in this dissertation
require insight into the aspects of cryptography, computer security, network secu-
rity, application security, and methods for presenting security-related information
to human users.

The main activity is to design a system for secure user-controlled execution of
electronic transactions and conduct an analysis of its properties.

1.5. The Trust architecture

In this dissertation, the main focus is on redefining the ends in end-to-end
secure communication and on devising a new system architecture for end systems
hosting electronic-commerce applications.

Central to the research is the concept of personal computers that are trusted
by their human users (their owner) to act on their behalf in conducting electronic
transactions. A human user trusts his personal computer to act on his behalf when
he operates it, and not when somebody else does. It has input and output devices
directly attached to it, and the users can interact with it without communicating
with other devices (public terminals, for example).

Figure 1.1 illustrates the proposed system architecture. In the architecture, a
distinction is made between trusted and untrusted components. The Trusted Com-
puting Base (TCB) is a certified and unmodifiable subcomponent of the system
that is trusted by the human user to execute operations with security require-
ments. The untrusted subcomponents include the Operating System (OS) and
Applications. The Human User is presented with information through the Human-
visible Interface. This interface is under control by the TCB during critical opera-
tions such as authorisation and access control. Communication with the “Outside
World” (including computer networks and remote computer systems) is performed
by the untrusted system components. The Security Perimeter is drawn between
the trusted and untrusted components and is where the trusted path is located.
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FIGURE 1.1. System architecture of a secure personal computer

Clearly, and in contrast to the communication channel that can be established
between the two machines, the trusted path between a user and his Trusted Com-
puting Base (TCB), cannot be based on the use of cryptographic functions. How-
ever, cryptographic functions can be used to provide underlying services to the
mechanisms providing the communication channel.

User-interface integrity is essential for secure electronic commerce. Hardware
support can be used to provide an integrity check of the display contents of the
personal computer. In addition, by providing explicit signalling to the user via
a trusted path that cannot be controlled by malicious software running on that
computer, more confidence can be built in the integrity of the rendered information.
Also, in use with a electronic transaction system, the display contents can be tied
to the protocol and verified by the involved parties as what they agreed upon.

Secure and tamper-proof hardware plays an important role in electronic com-
merce, and in particular in the design of a secure user interface. In this dissertation,
the purpose of secure hardware is to protect against online attacks via computer
networks. A secure personal computer will contain some hardware security mecha-
nisms that cannot be overridden by any malicious software running on that system.

Transaction protocols and logging functions are essential in electronic-commerce
applications. Logging is essential when either system failures occur, or when dis-
putes over transactions occur. Straightforward logging may not always be useful as
evidence in a court of law. However, by associating logging with transactions, and
by structuring transactions protocols with logging in mind, more confidence can be
built in the contents of the logged information.
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Authorisation and access control mechanisms are needed to prevent unautho-
rised access to system resources in general. A user may need to express that some
system resources should be accessible to other users one or several times. Flexible
authorisation mechanisms enable user to express complex access control patterns
and delegations of authority between users.

Communication between computers is conducted via computer networks, and
traditional methods such as cryptographic protocols are used to protect the com-
munication. Network security is mainly concerned with mutual authentication of
hosts (personal computers), and protection against man-in-the-middle attacks by
providing secure communication channels at the network level. The provision of
pairwise secure communication channels enable these hosts to exchange information
issued by higher level applications securely between these computers.

The research described in this dissertation is mainly conducted as part of the
Trust! project at the University of Twente. The main goal of this project is to
study practical solutions to existing security problems in computer networks and
electronic commerce systems. The central theme of this project has been personal
computing and personal computers. It has been studied what impact this “person-
alisation” aspect has on the use of computers in networks. More specifically, it has
been studied how remote services in electronic commerce systems can be accessed
from personal computers and what implications this has for security.

The Trust approach is taken further in the Moby Dick project [Mullender et al.,
1995], a joint European project (Esprit Long Term Research 20422) targeted at
developing and defining the architecture of a new generation of mobile handheld
computers. The project is a collaboration between Universities of Pisa in Italy,
Twente in the Netherlands, and Tromsg in Norway.

In the Moby Dick project, a portable hand-held device with wireless communi-
cation facilities called the personal digital companion is used as the research vehicle,
and the focus of the security activity is on a security model for sharing informa-
tion between several personal computers belonging to one user, or between different
users. The challenge is increased by the fact that the target environment constitutes
low-bandwidth networks, and that some personal machines may often be off-line
and unreachable.

1.6. Related work

The growing popularity of global information networks, such as the Internet,
and information systems such as the WWW, has spawned much interest and re-
search in computer security in general. Currently there is a broad consensus that
the existing infrastructure is not very secure.

Security in computer networks is a widely researched topic (for an overview,
see, e.g., [Voydock and Kent, 1983]. New network protocols (e.g., IP Next Genera-
tion [Hinden, 1996]) for global internet-working with security features included are
being devised, and expected to be in use before the turn of the century.

LThe Trust project is primarily sponsored by Rank Xerox EuropArc, Cambridge.
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End-to-end security in applications is subject to a growing interest. Many appli-
cations (e.g., WWW clients) already contain some security functions to authenticate
registered services and establish secure communication channels with them. These
efforts have resulted in several standards, e.g., Secure Socket Layer (SSL) [Freier
et al., 1996]. During the last couple of years the computer industry has been one
of the major driving forces behind these new standards.

Methods for authentication and delegation in distributed systems, as described
in [Abadi et al., 1990, Lampson et al., 1992a], are also of interest since such tech-
niques allow reasoning about trust and knowledge in the target environment. Logics
of authentication and calculus for access control are fundamental for the establish-
ment of trust in complex security systems.

Several designs of secure processors have been proposed. Dyad [Yee, 1994] is an
example of a secure processor developed at Carnegie-Mellon University. The system
runs the Mach [Accetta et al., 1986] operating system and uses special drivers to
communicate with an insecure host computer via the system bus. The hardware is
based on a Citadel coprocessor board [Palmer, 1992]

Legal aspects of computer crimes have been studied extensively in the context of
ATM machine frauds [Anderson, 1994b, Anderson, 1994a, Anderson and Needham,
1995a], and the context of computer crimes (see, e.g., [Cheswick, 1992, Sterling,
1992]). The legal situation of using cryptography in civilian appliances are also
extensively studied (see, e.g., [Anderson, 1995, Koops, 1996]). A summary of the
U.S. crypto policy situation can be found in [Landau et al., 1994].

To guide the development of secure systems, secure systems evaluation crite-
ria have been created. The Trusted Computer System Evaluation Criteria (TC-
SEC) [Department of Defense, 1985] (commonly referred to as the “Orange Book”)
and Canadian Trusted Computer Product Evaluation Criteria (CTCPEC) [Cana-
dian System Security Centre, 1993] are two of the best known such criteria. The
Information Technology Security Evaluation Criteria (ITSEC) [ITSEC, 1991], a
FEuropean-developed criteria filling a réle roughly equivalent to the TCSEC has
been defined. The Common Criteria for Information Technology Security Evalua-
tion (CCITSE) [TPEP, 1996] is a multinational effort to write a successor to the
TCSEC and ITSEC that combines the best aspects of both.

1.7. Secure System Engineering

Although the advent of global information networks, such as the WWW, has
spawned much interest into the fields of computer and network security, most efforts
still go into the development of new features (e.g., as illustrated by the “battle”
between the Netscape and Microsoft corporations over WWW browsers [Ramo,
1996]). As long as market forces rule, this scenario is not likely to change.

Ideally, the development of a new application with security requirements should
follow a System Security Engineering (SSE) process iteratively (see e.g., [Weiss,
1991, Amoroso, 1994]) until the risks of its use is considered acceptably low by (in
some cases, external) review.
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FIGURE 1.2. The System Security Engineering process (adapted
from [Amoroso, 1994])

Figure 1.2 illustrates the SSE process. Initially, a system specification phase is
conducted, and the architecture of the system is specified. Following the specifica-
tion is a phase where threats, vulnerabilities and attacks on the specified architec-
ture are identified.

Threats are identified using a threat tree approach where high-level potential
threats are used as a starting point and further decomposed into lower level threats.

The next step is estimate component risks, and if these are found to be accept-
ably low the SSE process is terminated. Otherwise the vulnerabilities of the system
are prioritised, and new safeguards are identified and installed. This, again, results
in another iteration of the SSE process, and new risk estimates.

The goal of the research described in this dissertation is not to develop a new
product or to devise a completely secure and foolproof system. In fact, completely
secure and foolproof systems do not exist. Therefore, no such claims are made in
this dissertation either.

The main activity of the research is focused on a subset of the SSE activities
with focus on end-system security and the use of personal computers. However, the
observations should be viewed as information that can be used as input to SSE-
based design processes and development of secure electronic-commerce systems.

1.8. Thesis outline

Some of the chapters in this dissertation survey methods and define terms used
throughout the rest of the dissertation. Other chapters describe design, implemen-
tation and analysis of the proposed architecture.

Chapter 2 surveys the field of cryptography. The survey does not aim at being
a complete presentation of the field, but is instead focused on issues of relevance to
the discussion in other chapters of the dissertation.
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Chapter 3 is concerned with fundamentals of computer and network security.
The focus is on security models and design methodologies underlying most secure
computer systems. The chapter introduces the basics of computer security and
defines the terms that are used in the remainder of this dissertation. It also serves
the purpose of providing an understanding of computer security in general.

Chapter 4 outlines the architecture of an end system for electronic transaction
processing that protects its users under the threat model described above. The ar-
chitecture is called Trust, and describes a computer system that provides a trusted
path between a user and his signing keys, and incorporates security functions into
the human-visible computer interface. The architecture supports interaction be-
tween the user and a device that enables a transaction to be conducted securely
between that device and another system. The transaction is not conducted by the
device unless it is explicitly authorized by the user to do so.

Chapter 5 discusses the use of transaction protocols and logging facilities in
electronic-commerce applications. The main focus is on protocol requirements and
specification. An example protocol for contract signing is also presented.

Chapter 6 describes how authorisation and access control is achieved in u-
CAP. The p-CAP architecture is designed to enable its users to define their own
access control policies and have them enforced by remote servers. In u-CAP, access
rights can be propagated between users and exercised by the server without any
communication with the object server prior to access requests.

Chapter 7 describes the design and implementation of a network-level security
system, and how this solution protects communicating pairs of machines against
active and passive attacks from a third party. The system is implemented as an
extension to the Unix-like system, and integrated into the TCP/IP protocol suite.

Chapter 8 summarises the results of this dissertation and presents its conclu-
sions. An overview of future work is also presented.






_2_
Applied Cryptography

This chapter surveys the field of cryptography and the use of cryptographic
methods to increase the level of security in computer systems. The survey does not
aim at being a complete presentation of the field, but is instead focused on issues
relevant to the discussion in the remaining chapters of this dissertation.

The field of cryptography has a long history and cryptographic methods have
been used since ancient times. Cryptographic research has been mainly conducted
by military intelligence agencies, but during the last two decades academic insti-
tutions have also contributed largely to the field. Recent developments in network
computing and electronic-commerce applications have spawned much interest into
the field of cryptographic research.

Cryptography is the foundation of security in computer and network systems,
and it is expected to play a significant réle in the realization of electronic com-
merce. Modern cryptography is based on advances in mathematical number theory
and complexity theory. Using mathematical transformation, such as permutations,
substitutions and nonlinearity, information can be made diffuse and unreadable to
anyone who does not have knowledge of the procedure of transformations being
used.

In some countries, governments seek to limit individual privacy in electronic
communication and disallow export and import of products that employ crypto-
graphic methods. The legal situation of cryptography has implications for the re-
alization of cryptographic products and integration of cryptographic methods into
new application areas.

This chapter is structured as follows. First, an overview of cryptography and
its goals are presented an the most fundamental concepts are described. Following
the overview is a presentation of cryptographic methods including examples from
the literature. The last section of the chapter is devoted to legal aspects of applying
cryptographic methods in civilian applications.

2.1. The goals of cryptography

With the development of new application areas, the goals of cryptography also
change. In general, cryptography provides methods that enable communicating
parties to develop trust that their communication have the desired properties even
in the presence of untrusted parties and adversaries. These properties include, but
are probably not limited to the following [Rivest, 1990]:

15



16 2. APPLIED CRYPTOGRAPHY

Privacy: An adversary learns nothing useful about the messages being ex-
changed.

Authentication: The recipient of a message can convince himself that the
message as received originated with the alleged sender.

Signatures: The recipient of a message can convince a third party that the
message as received originated with the alleged signer.

Minimality: Nothing is communicated to other parties except that which
is specifically desired to be communicated.

Simultaneous exchange: Something of value (for example a signature on
a contract) is not released until something else of value (for example, the
other party’s signature) is received.

Coordination: In a multi-party situation, the parties are able to coordinate
their activities toward a common goal even in the presence of adversaries.

Collaboration threshold: In a multi-party situation, the desired proper-
ties hold as long as the number of adversaries does not exceed a given
threshold

2.2. Cryptographic methods

In this section, an introduction to the field of cryptography is presented. The
field of cryptography is concerned with methods for communication in the presence
of adversaries. Its history can be traced back to ancient times.

Much has been written about cryptography. In [Kahn, 1967], the history of
cryptography and events of importance to the evolvement of the field and history
in general are presented in great detail. Many excellent text books have been
written about cryptographic methods and their applications in the field of secure
communication and data security (see for example [Denning, 1982, Rivest, 1990,
Simmons, 1992, Schneier, 1996]).

A general cryptographic method is to take an original (plaintext) message and
transform it into an encoded version of the message (the ciphertext). A cryptosys-
tem consisting of an encryption function and a decrypt function is used to transform
the plaintext message into ciphertext and the ciphertext into plaintext again. Both
the encryption and the decryption functions can be parametrised to facilitate the
use of a key.

More specifically, the classical secret-key cryptosystem can be defined as fol-
lows [Rivest, 1990]:

e A message space M: a set of strings (plaintext messages) over some al-
phabet.

A ciphertext space C: a set of strings (ciphertexts) over some alphabet.
A key space K: a set of strings (keys) over some alphabet.

An encryption function E mapping K x M into C.

A decryption function D mapping K x C into M.

The functions E and D must have the property that D(K, E(K,M)) = M for all
KekK,MeM.
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Two parties who wish to use the cryptosystem agree on a key K which they
will keep secret. Secure communication is achieved by transmitting the ciphertext
C = E(K,M). Since M = D(K,C), the recipient can obtain the plaintext message
by decrypting the ciphertext message using the key K.

If an adversary has knowledge of only the cryptographic method being used and
a ciphertext message created with that method, he should not be able to reveal the
plaintext message. The key with which a ciphertext message was created should
be required to reveal the plaintext message again.

Public-key (asymmetric) cryptography [Diffie and Hellmann, 1976] is designed
so that pairs of keys are used. Each user of a public-key cryptosystem creates two
keys called the public key and the private key with the following properties:

e it is computationally infeasible to deduce the private key from the public
key,

e anyone with knowledge of the public key can use it to encrypt a message,
but not decrypt it,

e anyone (in most settings, only the owner) can use the private key to
decrypt messages encrypted with the public key.

The public key K is made publicly available (for example, by printing in it a cata-
logue) and the private key K~ is kept secret by the creator (owner). A plaintext
message is encrypted using the function E(z) and the public key, and decrypted
again using the function D(z) and the associated private key.

When someone signs a message M with a private key, anyone can verify the
result with K and derive, from the assumptions that K is associated with a par-
ticular user and that this user keeps K ! secret, and the properties of public-key
cryptosystems mentioned above, that the user must have signed M. Anyone with
this knowledge of K can verify that the private key belonging to the user in question
once signed M. This use of sign and verify operations is the underlying principle
of digital signatures.

Public-key systems are usually based on the use of trapdoor one-way functions.
A trapdoor one-way function is a family of invertible functions f, and indexed
by z. Given z, it is easy to find two algorithms E, and D, that compute f,(z) and
f. '(y) for all z and y in the domain and range of f, respectively. However, it is
computationally infeasible to compute f, !(y) with the knowledge of E, only.

Many secret-key and public-key algorithms have been proposed in literature.
Some of these are resistant to cryptanalysis while others are not. In the following,
two of the more successful algorithms, the Data Encryption Standard (DES) secret
key algorithms and the Rivest-Shamir-Adleman (RSA) public-key algorithm are
described in more detail. Following the description of these two algorithms is also
a discussion of adequate key-lengths for secret-key and public-key cryptosystems,
and hash functions that are used to create message digests.

2.2.1. Data Encryption Standard. The Data Encryption Standard (DES)
[National Bureau of Standards, 1978] secret-key algorithm has for almost 20 years
been the standard against which other algorithms are compared. DES uses 56



18 2. APPLIED CRYPTOGRAPHY

bits keys and operates on 64-bit blocks of plaintext messages. Encryption and
decryption is performed using the same algorithm (although the key is initiated
different for encryption and decryption).

For each block of plaintext, the DES algorithm is constructed to carry of 16
rounds of substitutions and a permutations called the internal S-boxes of DES. A
detailed description of the internal S-boxes used in DES are found in most textbooks
on cryptography (e.g., [Schneier, 1996]).

DES can be operated in the following modes [National Bureau of Standards,
1980]: Electronic Codebook (ECB), Cipher Block Chaining (CBC), Output Feed-
back (OFB), and Cipher Feedback (CFB). These modes specify different ways to
to combine the results of applying DES to blocks of plaintext messages. The ANSI
standard specify ECB and CBC for encryption and CBC and CFB for authentica-
tion [ANSI X3.106, 1983].

The security of DES has been widely discussed and it is still a controversial
topic. The controversy is primarily over the 56-bit key length, and the construction
of the internal S-boxes of the DES algorithm.

When DES was first published, it was noted that a 56-bit would probably not
be adequately large and that a cryptosystem that uses a 56-bit key-space would be
vulnerable to brute-force attacks by searching the entire key-space (see, e.g., [Diffie
and Hellmann, 1977]).

Much of the design criteria behind the internal S-boxes of DES have been kept
secret, and the secrecy surrounding their design has raised concerns about whether
hidden vulnerabilities were designed into the algorithm. Few weaknesses have been
found, although it has been reported that certain structures have been found that
appears to weaken the system [Hellman et al., 1976].

In addition to the concerns mentioned above, many attacks against DES have
been reported. Using differential cryptanalysis [Biham and Shamir, 1991], a chosen-
plaintext attack against the algorithm that is more efficient than a brute force
attack. Linear cryptanalysis is another technique that has been used to attack
DES [Matsui, 1994]. A more comprehensive list of attacks can be found in [Schneier,
1996].

The DES algorithm can be implemented relatively efficiently in hardware.
In [Eberle, 1992], an implementation of a DES chip that can encrypt at a rate
of 1 gigabit (16.8 million blocks) per second is presented. Software implementa-
tions of DES are orders of magnitudes slower, but modern personal computers can
still encrypt at a data rate of several megabits per second.

In addition to DES, many other secret-key cryptosystems and attacks on them
are described in literature, for example, the IDEA [Lai, 1991], RC5 [Rivest, 1995]
and WAKE [Wheeler, 1993] algorithms.

2.2.2. Rivest-Shamir-Adleman. A well-known and widely used public-key
cryptosystem is RSA [Rivest et al., 1978]. RSA is a block cipher in which both the
plaintext, ciphertext and key alphabets are integers. Encryption and decryption are
both achieved using modular exponentiation operations. The RSA cryptosystem is
currently widely in use in cryptographic applications and products.
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In order to use the RSA cryptosystem, each user creates two randomly chosen
large prime numbers p and ¢g. Using these two prime numbers the product n = px*gq
and a randomly chosen encryption key e, are computed in such way that the latter
is relative prime to ¢(n) = (p—1)(¢—1). The decryption key d is then computed by
finding the multiplicative inverse of e modulo ¢(n). A user of the RSA cryptosystem
publishes the components n and e as the public key, and keeps the components d, p, g
and ¢(n) secret since these resemble the private key. After the public and private
keys have been created, the components p and ¢ can be discarded.

When using RSA, encryption of a plaintext message m into the ciphertext
message ¢ is achieved by computing ¢ = m®(mod n). Similarly, decryption of a
ciphertext message ¢ to a plaintext message m is achieved by computing m =
c?(mod n).

The strength of the RSA cryptosystem depends on the difficulty of the factor-
ization of large prime numbers, and breaking RSA is estimated to be as hard as to
factor n into its two prime number components p and ¢. This conjecture has never
been mathematically proven.

Advances in factorization techniques is a concern for the security of RSA. The
initial challenge put forward by RSA’s inventors was 129-digit number (RSA-129).
Using a large numbers of networked computers world-wide, a factorization of RSA-
129 was achieved in 1994 [Atkins et al., 1995] using the quadratic sieve factoring
method [Lenstra and Lenstra, 1993]. The next challenge, RSA-130 was factored in
1996 using an improved version of the method that was used for the factorization
RSA-129 [Lenstra, 1996]. The latter required only a fraction of the computing
resources used to factor RSA-129.

2.2.3. Key lengths. In addition to the strength of a cryptographic algorithm,
the length of the keys used to encrypt information also plays an essential role as
to what level of security that can be achieved. Obviously, if a key is too short, for
example, then it is vulnerable to a brute-force attack from adversaries that search
the entire key-space.

In a recent statement, a number of cryptographers and computer scientists gave
their advice concerning the minimal key lengths to use for symmetric cryptosystems
in order to provide an adequate level of commercial security [Blaze et al., 1996a].
Their advice is based on the fact that a modest increase in computational cost can
produce a vast increase in security, and can be summarized as follows:

“Tt is simplest, most prudent, and thus fundamentally most eco-
nomical, to employ a uniformly high level of encryption: the
strongest encryption required for any information that might be
stored or transmitted by a secure system.”

Further, they advocate that encryption keys employed in symmetric-key crypto-
graphic systems should be at least 90 bits long, and that this will suffice for most
applications for the next 20 years, even when the predicted advances in computing
power are taken into account.
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Adequate key lengths for public-key cryptosystems is a different story. RSA,
for example, currently requires key lengths in the range of 768-1024 bits to be
considered secure for applications with non-military security requirements.

It should be noted that the discussion on sufficient key-lengths is primarily of
a political nature. There are no technological reasons why a cryptographic system
should be “crippled” by the use of short encryption keys.

2.2.4. Hash functions. Hash functions are commonly used in conjunction
with public-key cryptosystems to create digital signatures of plaintext messages.
Since it is not cost effective to sign whole plaintext messages using public key
encryption, the plaintext message is instead hashed to a short digest, and that
digest is signed instead.

The usefulness of hashing messages to digests are two-fold. First, it is more
efficient to sign a hash of a message instead of the message itself. Secondly, if it is
hard to find two messages with the same message digest, the digest itself can be
looked upon as a “fingerprint” of the message, and thus, a unique identifier.

Most hash functions view the input as a sequence of n-bit blocks. Each block is
processed one at at time to produce an n-bit message digest typically in the range
of 128-256 bits.

One recognized property a hash function should have is that of a one-way
function [Diffie and Hellmann, 1976]. Thus, it should be computationally infeasible
to invert a hash function and compute a message with a given digest. More formally,
given a hash function h and a message digest Y, it should be computationally
infeasible to find any message X such that Y = h(X).

Hash functions need other security properties than just being one-way func-
tions. One important property is collision freedom: a hash function h is considered
collision free if it is computationally infeasible to find any two input messages X
and Y such that h(X) = h(Y"). This property is of importance for digital signature
schemes since, if h is not a collision free algorithm, it would be feasible to find
a different message and substitute it for the original (authentic) message. Colli-
sion freedom is therefore considered an important property of hash functions, and
hash functions that are collision free are stronger than those that are only one-way
functions.

Another property that is related to collision freedom is correlation freedom.
This property has been proven to be strictly stronger than collision freedom [An-
derson, 1993].

Furthermore, correlation freedom is not the only property a good hash function
should have. The properties of a good hash function depends heavily on the context
in which it is employed and their real requirements can be summarized as follows:

o It is often assumed implicitly that a hash function has information hiding
properties. In the situations where this is of importance, it is not sufficient
that the hash function is collision free. A hash function should possess
both local and global one-way properties. Otherwise it may leak bits
unintentionally.
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e A hash function should not interact with a given signature or authenti-
cation scheme in a way that can compromise its security. Since signature
and authentication schemes are based on many different mathematical
constructs, there are also many ways in which hashing may interact with
them. For example, a good hash function can be used to break up the
homomorphism property of RSA by passing the data through it first.

e Hash functions should be complementation, addition, and multiplication
free. That is, it should not be feasible to find any input values X and
Y such that A(X) = ~h(Y), where ~ X is the binary complement of
X. Further, it should be feasible to find inputs X, Y and Z such that
hX) + h(Y) = h(Z), or h(X)h(Y) = h(Z)(mod N). In the latter case
the hash function A is multiplication-free mod .

The use of a hash function for security purposes requires a good understanding
of the properties of the hash function itself, but also a of the properties of the
system in which it will be used.

One commonly used hash function is the MD5 message-digest algorithm [Rivest,
1992]. MD5 produces a fixed-length 128 bits message digest of arbitrary-length mes-
sages. MD5 is an extension of the MD4 [Rivest, 1991] message-digest algorithm.
MD)5 is currently used in many cryptographic applications, in particular, in combi-
nation with RSA.

A relatively new hash function is Tiger [Anderson and Biham, 1995]. The
Tiger hash function outputs 192 bits message digests, but can also produce 128 bits
output, and therefore be used as a drop-in replacement for existing implementations
of other hash functions.

2.3. Cryptography and the law

An overview of applied cryptography would not be complete without a discus-
sion of the legal situation of applying cryptographic techniques in civilian applica-
tions. In this section, the réle of nonrepudiation, digital signatures, personal use of
cryptography, and export control restrictions are discussed.

The current crypto policy situation in Europe is rather diverse [Anderson,
1995, Koops, 1996]. Few of the countries enforce the same policies on the use of
cryptography, and the legal status of cryptographic evidence varies between coun-
tries. Some countries have laws against personal use of cryptography, and enforce
export restrictions on cryptographic products to prevent dissemination of these
technologies to other nations.

The majority of fielded crypto applications are not concerned with message
secrecy but with authenticity and integrity. Their goal is to assure that commu-
nicating parties can be ascertain their mutual identities, and that the integrity of
messages transmitted over insecure networks can be guaranteed. These services are
fundamental for electronic commerce in global networks.

2.3.1. Digital signatures. The use of digital signatures is a concern for elec-
tronic commerce. When someone denies having sent a message (nonrepudiation),
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information about the events that took place is essential for an arbitration to take
place.

Authorities, certificates and digital signatures are central to the use of cryp-
tography in electronic commerce, and in particular, to nonrepudiation. Indeed,
public-key cryptography is considered one of the cornerstones of electronic com-
merce and much of the promise of electronic commerce is based on the assumption
that public-key crypto systems are hard to break.

Certificates are issued by authorities to provide bindings between proper names
of principals and their public keys. Digital signatures are used to create signed
statements in such way that the private key vouches for the contents of the signed
message. This service is also used to for nonrepudiation purposes. A digital signa-
ture is typically valid inside a domain where an authority has issued a certificate
for the associated public key.

Currently public-key certification infrastructures are slowly emerging. How-
ever, they are not emerging as one certification hierarchy. Many large corporations,
e.g., the major credit card companies, build their own certification domains. The
consequences are that users must maintain keys registered with multiple organisa-
tions, and that each signing key will authorise different actions in different domains,
or be valid in one domain only.

In [Kent, 1996], it is being argued that companies that operate generic certi-
fication services must balance liability concerns, acceptable cost models, levels of
authentication assurance, and name space issues. This is also the main reason why
certificates are expected to be valid, mainly, in their issued domain only.

The legal status of digital signatures is in most places still uncertain. Few
countries, if any, have given the same legal status to digital signatures as to ordinary
handwritten signatures. However, the acceptance of digital signatures as evidence
in court is a prerequisite for the success of electronic commerce. Without such
acceptance, the liability aspect of electronic transactions is also uncertain. Since
public-key signatures are deemed to degrade over time, it is also important to have
legal legislations governing the time frames in which electronic signatures should
be deemed valid.

2.3.2. Personal use of crypto. In some countries, governments seek to limit
individual privacy in electronic communication (see, e.g., [Federal Bureau of Inves-
tigation, 1992] and the discussions in [Denning, 1993] and [Anderson, 1995]). This
is done through legal legislations restricting how products employing strong cryp-
tography can be used, and by providing cryptographic products with built-in law
enforcement wiretapping functions.

Key escrow encryption systems [Denning and Branstad, 1996] are being advo-
cated as a solution to the problem of conflicting interests between an individual
user’s need for privacy, and the right of law enforcement agencies to wiretap (with
an appropriate court order, one hopes). However, such approaches are not entirely
without any risks [Abelson et al., 1997], and the design and implementation of se-
cure cryptographic devices with wiretapping functions are prone to errors (see, for
example, [Blaze, 1994b]).
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When key escrow is used to provide law enforcement with wiretap capabilities
of encrypted communication, the question that arises is how the key management of
these systems is done. An interesting topic is the decision of who should have access
to the keys and under what conditions keys should be disclosed to law enforcement
agencies.

In some countries, it has been argued that a court order should be obtained
and presented by law enforcement agencies before a particular key is disclosed. It
has also been claimed that this would be sufficient for most democratic countries.
However, policies tend to change with the politicians.

In Norway, for example, a recent investigation revealed that during the last
40 years, law enforcement agencies were used extensively by politicians for po-
litically motivated purposes to monitor the activities of both individuals and or-
ganisations with different political views [Lund, 1996]. Sometimes wiretaps were
conducted by law enforcement agencies without even applying for a court order.
In many cases where a court order was applied for, an approval was given with no
questions asked about the relevance of the wiretap. Norwegian law enforcement
and military intelligence agencies are currently under strong public scrutiny.

Note that if users must disclose their private keys to a central authority before
this authority signs a certificate for their public counterpart, it also creates a liability
problem with implications for electronic commerce. In these situations the authority
in question can, at any time, sign statements on behalf of the key-owner, and the
owner has no way to deny these statements. Thus, such use of central authorities
will weaken the effect of applying cryptography in electronic commerce systems.

A more serious implication is that evidence can be constructed, and used
against the key owner. In systems where the use of trusted third parties (TTP) is
involved, the underlying assumption about their trustworthiness, does not remove
the inherent risk that such events could occur.

2.3.3. Export control. Some countries disallow export and import of prod-
ucts that employ cryptography. In the United States, for example, cryptographic
products are currently subject to the same import and export regulations as arms
and munitions. Export licences can be obtained for signature-only products, and
for products that employ symmetric-key encryption with reduced key lengths.

One of the goals of restricting the export of cryptographic products is to limit
the availability of cryptography to (hostile) foreign nations. It is, however, ques-
tionable whether export restrictions serve any purpose in preventing these foreign
nations from acquiring knowledge about strong cryptography. In addition, export
restrictions, at least as enforced by the United States, have spawned much research
activity within the areas of security and cryptography in other countries.

With the growing awareness of global networking, export restrictions are also
quite ineffective. Most export restricted cryptographic software developed in the
United States can also be found on many anonymous ftp sites in Europe. Again, it
is the process of export and import which is limited; other users (not living in the
United States) can legally obtain the software from these non-U.S. sites (provided
their own country allows personal use of strong cryptography).
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2.4. Summary

In this chapter the field of cryptography and the use of cryptographic methods
was surveyed. The survey included a description of secret-key and public-key cryp-
tosystems and hash functions. In addition, a large part of the chapter discussed
some of the more important legal aspects of applying cryptographic methods in
civilian applications.

In all foreseeable future designers will be faced with restrictions on how crypto-
graphic techniques will be allowed used in civilian applications. Designers may have
to build wiretapping functions into their systems in such way that law enforcement
agencies can perform wiretapping.



_3_
Computer and Network Security

This chapter is concerned with the fundamentals of computer and network
security. The focus is on security models and design methodologies underlying
most secure computer systems. The chapter introduces the basics of computer
security and defines the terms that are used in the remainder of this dissertation.
It also serves the purpose of providing an understanding of computer security in
general.

A computer system may be vulnerable to certain attacks and thereby make
some threats to the system possible. Security services implemented by components
of the computer system serve the purpose of preventing these threats from occuring.

Generally, security models define overall and general policies that are used to
describe the circumstances when access to resources in a computer system should
be granted. Protection of resources and access control policies are implemented
using security mechanisms.

Computer security can be discussed in the context of objects, subjects and the
relations between them. An object denotes a resource in the system. It is typically
a machine, file, or any other resource that may be accessed. A subject denotes an
entity that requests access to a resource. The term principal is often used to denote
the entity that is held accountable for accessing resources, e.g., a computer system,
a user, or an organisational unit.

This chapter is structured as follows. First, the concept of threats to computer
systems is introduced and the most common security services are described. Follow-
ing the introduction is a presentation of the most commonly used security models
and implementation techniques for secure systems design. The remainder of the
chapter describes security in computer networks and techniques for specification
and analysis of authentication and key distribution protocols.

3.1. Threats to computer systems

A computer system may be vulnerable to certain attacks. These vulnerabilities
and attacks may make some threats to the computer system possible. A threat to a
computer system can, thus, be looked upon as something that can have an undesired
effect on the operation of the system, and can be caused by either unintentional or
malicious events.

A vulnerability is a weakness in a system that makes a threat to the system
possible to occur. Identification and removal of vulnerabilities is essential in order
to limit the number of threats to a computer system.

25
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An attack is an explicit hostile action by a malicious intruder. It typically
involves the exploitation of a vulnerability in a system, and thereby makes a threat
occur.

In this chapter, the semantics of the terms introduced above closely resemble
the definitions presented in [Amoroso, 1994].

Central to the security of any system is the assumed threat model. Threats
to the security of a system can be divided into disclosure, integrity and denial-of-
service threats:

Disclosure: The disclosure threat involves unauthorised access to informa-
tion stored by a computer system, or to information in transit between
computer systems. If information is leaked either unintentionally or ma-
liciously to unauthorised users of the system, it is a break of disclosure.
Disclosure threats can, for example, range from the release of classified
government documents to the movement of banking information between
bank loan managers.

Disclosure threats have been researched extensively. In particular,
much research has been conducted on how to prevent unauthorised dis-
closure of information in larger organisations and military agencies. Dis-
closure threats concerns system security, and only to a smaller extent
computer-aided financial transactions.

Integrity: The integrity threat involves that information is subject to unau-
thorised changes. Unauthorised changes to information can be either un-
intentional, or caused by a malicious intruder. Modification can, for ex-
ample, range from the modification of sensitive government documents to
the sensitivity of the correctness of patient medicinal dossiers in a hospital.

Another example is the integrity of computer programs. Unauthorised
changes to programs can have major consequences for the protection of
applications carrying out, e.g., financial transactions.

Denial of service: Denial of service threats are among the least understood
threats to a computer system [Needham, 1994]. The denial of service
threat involves that authorised access to some components of a computer
system, or some information stored by a computer system is blocked by a
malicious intruder.

The denial of service threat can be illustrated by the communication
in transaction systems. In a transaction system parties may require pro-
tection not only against outside forces, but also from each other. If one
party, for example, refuses to serve one particular participant, it may have
e.g., economical consequences for this participant.

3.2. Security services

The level of security a system can provide is defined and measured by estimating
how well this system can handle specific threats. Security services implemented by
the system make computer systems less vulnerable to attacks.
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A secure system can offer one or more of the the following services: authenti-
cation, confidentiality, integrity, availability and accountability [Canadian System
Security Centre, 1993]:

Authentication: An authentication service is concerned with establishing
the true identity of a subject requesting access to an object, or to verify
whether a claimed identity is authentic. The reply to an authentication
request is the proper name of a principal (or sometimes a proxy acting on
behalf of the principal). It can be the name of a user, or typically, the
principal held responsible for the identity in question. In authentication
services lies also the responsibility of detecting principals masquerading
as other principals.

Authentication is a fundamental security service. Unless requests to
access objects can be properly authenticated, other security services are
difficult to provide.

Confidentiality: A confidentiality service is concerned with the protection
of information against unauthorised access. It can be to protect infor-
mation stored by a computer system against disclosure, or protection of
information transferred between computer systems. Meta-information,
such as information about traffic flow in a system, may also be subject to
confidentiality. The confidentiality service makes computer systems less
vulnerable to disclosure threats.

Integrity: An integrity service is concerned with protection against unau-
thorised modification. The integrity service is concerned with information
that is already be public, but where unauthorised changes to the infor-
mation is considered a threat. Integrity services protect against integrity
threats.

Availability: The availability service is concerned with accessibility of ob-
jects in a computer system, and protection against both denial of service
attacks and general failures in the system. Availability is an area of study
which has much in common with research on fault-tolerant and depend-
able computing.

Accountability: Accountability services are concerned with monitoring and
auditing of authorisations, and serve in creating logs of access requests and
services granted. Accountability concerns can range from ensuring that
only authorised users are given access a resource to general monitoring of
system activity.

Accountability is closely related to nonrepudiation: preventing the
successful denial by a subject that some operation was carried out.

Accountability services are important also after an attack has oc-
cured. The auditing and accounting logs are typically the only sources of
information left (if any) describing the incident in question.
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3.3. Security models

Security models are used to define policies and the relationships between sub-
jects and objects in a computer system. In particular, security models can be used
to describe under what conditions a given subject may have access to a particular
object.

An early description and comparison of formal models for computer security
can be found in [Landwehr, 1981]. A more up to date description and comparison
of security models can be found in [Amoroso, 1994]. The more influential work
on security models are security labels (see, e.g., [Department of Defense, 1985]),
the Bell-LaPadula Disclosure Model [Bell and LaPadula, 1973], and the Clark-
Wilson Integrity Model [Clark and Wilson, 1987]. In the following, these models
are described in more detail.

Labelling is a method of classifying access to information based on security
levels and categories. A security level is a hierarchical attribute associated with
objects in a computer system. Security labels denote the degree of sensitivity of
the object in question. Organisations may define different hierarchical structures
for security labels. A well-known example is the military grading hierarchy which
defines the following security levels: unclassified, confidential, secret, and top-secret.

The subjects and objects of a system can also be divided in a non-hierarchical
fashion by grouping the entities into categories. The subjects and objects are
grouped into categories according to their degree of sensitivity. In an organisa-
tion, for example, each department may constitute one category, and each employee
working in a particular department as belonging to a category.

Security labels are attributes associated with each object in a computer system.
A security label of an object may consist of a hierarchical security level, and zero
or more non-hierarchical categories.

The Bell-LaPadula Disclosure Model (BLP) is one of the most influential secu-
rity models published. The BLP model is based on an ordered set of security levels,
subjects and objects at different levels, and a dominance relation between them.

In BLP, the dominance relation is used to validate classification levels in access
requests. Since the security levels are ordered, the dominance relation determines
whether a subject at one security level is authorised to access an object at a different
security level.

Central to the BLP model are two rules; one for read-requests and one for
write-requests. The no read up (NRU)! rule states that a subject can only read
information in objects at lower security levels. If the security label of the subject
dominates the security label of the object in question, read access to the object
should be granted to this subject. The no write down (NWD)? rule states that a
subject only can write to objects at higher security levels. If the security label of

LThe NRU rule is often referred to as the simple security property of the Bell-LaPadula
Disclosure Model.
2The NWD rule is often referred to as the x-property of the Bell-LaPadula Disclosure Model.
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the subject is dominated by the security label of the object in question, write access
should be granted to this subject.

The NRU and NWD rules of the BLP model require that certain criteria are met
in an implementation. In particular, the strong tranquility property of BLP requires
that the security labels of subjects and objects in a system are not changed during
system operation. Since this property would render a system relatively inflexible, a
weak tranquility property only requires that security labels are not changed in any
way that may violate any security policies defined in the system.

In BLP, another concern is atomicity. Subjects and objects should not have
their labels changed during access requests, e.g., while reading from or writing
information to objects at different security levels.

The Clark-Wilson Model Integrity Model (CW) is the result of a study on how
commercial organisations control the integrity of paper-based resources in their
normal business practice. The research resulted in a model for integrity of data
items in computer systems.

In the CW model, the set D consisting of of all objects in a system, is partitioned
into two disjoint sets consisting of constrained data items (CDI) and unconstrained
data items (UDI). Objects in UDI do not have any integrity, while objects in CDI
have integrity. UDI data items can be upgraded to CDI data items. No object in
the system can be a member of both the CDI and UDI sets.

Subjects may request transformation procedures (TP) on data items. A trans-
formation procedure consists of one or more atomic actions. Each atomic action is
a state transition that may result in updates to some data items. One such trans-
formation can be to upgrade a UDI data item to a CDI data item. An integrity
validation procedure that validates whether a CDI has integrity must be available
in the system. A TP can only be invoked by an (authenticated and) authorised
subject.

With the rules of the CW integrity model, the integrity validation can be
controlled. The rules govern how, and by whom a CDI can be changed and UDIs
upgraded to CDIs. Since the the CW model is extracted from business practice,
auditing is also part of the model. One of the rules states that each TP application
must cause information sufficient to reconstruct the application to be written to a
special append-only CDI.

3.4. Protection and access control mechanisms

Most secure systems are based on the access control model [Lampson, 1971].
Central to the access control model is the access matrix. Figure 3.1 illustrates a
simple access control matrix M containing access rights for the subjects S; ...S,
to the objects O ...O,,. In this model, the access rights of subject S; to object
Oj; is determined by the contents of the access matrix element M;;.

The access matrix of a system is usually sparse, and many of the elements
are empty. The sparseness of access matrices has led to alternative methods of
implementation. An access matrix can be viewed either by its rows or its columns,
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Fi1Gure 3.1. Illustration of the access matrix and the relation be-
tween subjects, objects and access rights.

and this leads to implementation strategies using either capabilities and access
control lists respectively.

The reference monitor is a conceptual model of how access to a specific object
should granted. A reference monitor can be considered a filter that either allows a
request from a subject to access an object, or denies access.

Each (protected) object is encapsulated by the reference monitor. The method
by which an object is encapsulated may vary. For example, it can be achieved by
applying a cryptographic transformation to it. It can also be achieved using a phys-
ically protected or tamper-proof machine. Encapsulation also dictates modularity,
message passing, and access points as in an object-based client-server model.

An Access Control List (ACL) is an expression of a policy for access to a specific
object, and are stored with objects in the system. For a given object, it names the
subjects that can access it, and the access rights that each subject has to the object
in question. The subjects on an ACL can be simple or compound. Simple subjects
refer to either users or a service. Compound subjects refer to groups or roles (see,
e.g., [Abadi et al., 1992]).

A typical example of a simple access control list implementation is the Unix
ACL scheme and its file permission bits:

drwxr-xr-x 4 arne huygens 1024 Aug 27 15:39 /usr/users/arne

The file /usr/users/arne (in this case a directory file) is owned by user arne and
belongs to group huygens. The owner has Read- Write- Execute permissions, mem-
bers of the same group have Read-Ezecute permissions, and all other users who
have the same access rights. In Unix, a distinction is made between Read and
Execute permission: a subject may request the Unix operating system to execute
the contents of a file, but the same subject may not have the necessary rights to
read the contents of the same file. Read-permission, however, may allow a subject
to copy the contents of a file to this subject’s own protection domain where it can
modify the ACL of the copy and add the necessary execute rights.
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A capability is an object identifier and associated access rights to an object
protected by a computer system. Access to the resource in question is granted
when a subject can present a valid capability for that object. Capabilities are, in
contrast to access control lists, typically stored with the subjects in the system.

A capability can also itself be considered an object that the computer system
must protect against unauthorised access. Disclosure of a capability to unauthorised
parties is an threat in capability based systems. Integrity threats are also a concern,
and the contents of a capability would have to be protected against tampering.

Capabilities are typically implemented using large integers that are generated
from the object identifier, access rights, and random numbers to make them harder
to guess, or by using cryptographic methods. In centralized systems creation, prop-
agation, and revocation of capabilities are often controlled by the operating system.
In distributed systems, cryptographic protocols are mainly used to achieve this.

3.5. Secure kernels

Secure kernels are frequently used to implement secure systems. The security
kernel is a component of a system that provides security services to the rest of the
system. In modern computer systems, a security kernel is either the entire mono-
lithic operating system kernel of that system, or a subcomponent of the operating
system. Important goals are to provide a consistent interface to applications (clients
of the operating system), and to minimize the trusted computing base (TCB) of
the system. Below follows a more elaborate description of trusted computing bases.

A TCB is the collection of software, firmware, and hardware involved in enforc-
ing the security policy of a system. The TCB can be structured hierarchically, and
its components may not be an isolated part of the system. Parts of the TCB can
be built in a distributed fashion and located at different places of a system. The
key issue is that the integrity of a system depends on all components of the TCB.

A goal is to minimize the TCB of a system—the reason being that it is far
easier to build assurance in a small TCB than in large TCBs that consist of more
components of a system.

A TCB is usually implemented as a security kernel, and this approach is de-
picted in Figure 3.2. In the example, the security kernel is partially implemented
in hardware and partially software. Only some of the hardware and software of the
operating system is part of the TCB. In the figure, applications do not contribute
to the TCB of the system.

The reference monitor is an abstract machine, and a subset of the TCB, that
mediates accesses to objects by users and processes. The purpose of a reference
monitor is to ensure that the information flows between users, processes, and objects
are mediated and valid. For any protected object to be manipulated, the reference
monitor must be invoked.

A variant of the TCB is the Controlled Application Set paradigm for trusted
system [Sterne and Benson, 1995]. The CAS paradigm is based on the premise that
every software component that can manipulate sensitive information is potentially
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security relevant and must be controlled and protected by automated mechanisms.
This counts for applications that have no special access control privileges too.

3.6. Security in computer networks

In layered network protocol designs, each layer provides service abstractions
that higher-level layers can access through well-defined service access points (SAP).
Each layer requests services provided by lower layers of the protocol. The number of
layers, the purpose of each layer, the service abstractions each layer should provide,
and that each layer requires from lower layers, has been subject to much research
activity and standardisation efforts.

An overview of computer network protocols can be found in [Tanenbaum, 1988],
and [Rose, 1990] contains a thorough description of the ISO Reference Model for
Open Systems Interconnection (OSI).
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High-level network protocols can be divided into network-level and end-to-end
protocols. This division is illustrated in Figure 3.3. End systems are nodes in
the network containing both end-to-end data communication layer services and
application layer services. More generally, in [Rose, 1990, pages 39-40], it is being
stated that end systems are where the applications live.

The transport layer (TP4) in the OSI Reference Model is considered a true
source-to-destination end-to-end layer [Tanenbaum, 1988]. The Transport Control
Protocol (TCP) [Postel, 1981b] of the TCP/IP protocol suite is also considered
an end-to-end layer. An analysis and discussion of security related problems in
high-level network protocols can be found in [Voydock and Kent, 1983].

Security in end-to-end layers is concerned with security services for end sys-
tems. In particular, authentication of end systems, and integrity and confidentiality
of data communication between end systems. End-to-end security may for some
higher-level application services reach into the application domain. GSSAPI [Linn,
1993a], for example, is a generic security service application program interface for
end-to-end security protocols.

Network-level protocols are used for data communication between end sys-
tems and intermediate systems in the network. Nodes in the network that provide
network-level services may not have higher-level end-to-end level protocols resident.

Security concerns in network-level protocols are typically associated with au-
thentication of the source and destination addresses of a datagram, and integrity
of datagram contents. Confidentiality may be an issue, but may also be deferred
to higher-level protocols.

Two essential functions of high-level networks are secure network communica-
tion between hosts and protection against attacks by a third party. One threat
model for computer networks commonly referred to is one in which two mutually
trusted end systems communicate over an insecure medium (see, e.g., [Voydock
and Kent, 1983]). Attacks aimed at either one or both of the end-points may be
launched by a third party that has access to the communication medium.

3.7. Cryptographic protocols

A cryptographic protocol is a specification for the format and relative tim-
ing of information or messages exchanged between communicating parties, where
cryptographic mechanisms are used to guarantee the meaning of messages [Gong,
1990]. Methods such as cryptography can be used to preserve the integrity, secrecy,
origin, destination, the order and the timeliness of messages exchanged between
communicating parties.

Cryptographic protocols are essential to security in distributed systems where
parties communicate by exchanging messages. In such environments, the meaning
of a message can only be derived from the message itself, and cryptographic mech-
anisms and algorithms can be used to protect the message contents and preserve
the causality of messages that are exchanged during a protocol execution.

The basic components used to develop cryptographic protocols are messages,
nonces, encryption keys, and other administrative information. The format of each
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message should be unambiguously defined. Nonces are freshness identifiers used to
establish timeliness in a protocol execution. The execution of a cryptographic pro-
tocol consists of a finite sequence of messages exchanged between the participants
in the protocol.

Due to subtle errors in their specification, cryptographic protocols often fail
to meet the intended goals. The reasons are typically that either the assump-
tions about the initial conditions are wrong, or that information that should have
remained confidential is revealed during the execution of the protocol.

3.7.1. Key management. When sharing of (cryptographically protected) in-
formation is a requirement, key management is an important aspect. If an object is
encrypted with a particular key, the subjects with knowledge of that key are able to
decrypt it. In networked environments, where principals are not physically located
at the same place, key management becomes an issue. If two parties cannot meet
to exchange the necessary keys, these keys must be exchanged encrypted by other
keys that already are shared between these parties, or be distributed via a third
party trusted to handle keys properly.

Two common ways to provide key distribution is via on-line key distribution
centers (KDC), or by using trusted certification authorities (CA). In the following
these two approaches are discussed in more detail.

Key distribution centers (KDC) are used to provide the keys needed by other
principals, and can provide keys in an on-line fashion. It is often an implementa-
tion of a trusted third party (TTP) approach to key distribution where all involved
parties would have to trust the KDC to provide proper keys for all further commu-
nication.

The use of a single key distribution center is an approach that does not scale to a
large network of computers, or network topologies that span multiple organisational
domains. A single key distribution center can easily become the bottleneck in a
large system. In addition, organisations might want to enforce different security
policies.

The use of a certification hierarchy has been proposed as a solution to the scal-
ing problem of single key distribution centers. The idea is to divide responsibility
between different organisational units and let each group manage a subset of all
users and services.

An essential component of a certification hierarchy is the Certification Author-
ity (CA). A CA is an organisation (or subdivision of an organization) responsible
for verifying the security attributes of computer system users, and entering this
verified information into the computer system [Roe, 1992].

Typically, there will exist more than one CA. These will be structured into
a hierarchy according to their trust relationships. In such an organisation there
will exists different kinds of CAs, and these can be divided into the following three
groups:

e Top-Level CAs establishing cross-certification between countries.
e Policy Certifying CAs certifying organisations at the national level.
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e Organisational CAs certifying organisational units and individuals belong-
ing to organisations.

The structure of cross-certification at the top-level of a certification hierarchy can be
rather complex and express the trust relationships between certification authorities
in different countries and trust relationship between them.

In order for a CA to be trustworthy, it must be assured that the operational
procedures comply with prescribed obligations of certification authorities as put
forward by laws and security policies. These obligations can be divided into the
following three categories:

e A CA shall only make statements it believes. That is, a CA has an
obligation to not make false statements.

e A CA shall only make statements based on justified beliefs.

e A CA shall not make ambiguous statements. The language used to express
statements shall assign only one meaning to each statement made.

Another essential component for the operation of certification authorities is the
certificate. A certificate is a signed statement issued by a certification authority. It
is typically used to bind names to public keys. The most common certificate format
is the identity-certificate defined by the X.509 standard [CCITT, 1991].

A CA is granted jurisdiction over a subdomain of the global name space and
creates identity-certificates for organisational units and users in that subdomain.

Each user of the system will trust different CAs to different extents. In par-
ticular, trust in other certification authorities is established indirectly through the
certification hierarchy on the assumption that each certification authority complies
with the obligations mentioned above.

A different approach to the use of certification authorities is the one employed
by PGP [Zimmerman, 1994] (see also Section 3.8). When using PGP, a user is his
own certification authority and free to certify keys belonging to any other user. The
authentication space of PGP is flat, and the notion of trusted third parties does
not exists.

The reasoning behind PGP-like authentication spaces is to base authentication
of keys on a web of trust. If a key is signed by another user this user trusts, he
may choose to trust the authenticity of this key too. The lack of structure as in
X.509 means that it is often not possible to determine the trust in a particular key
belonging to an unrelated user. This is also part of PGP’s design; trust should
be built on personal/social relationships, and not on a third party that must be
trusted by default.

The SDSI [Rivest and Lampson, 1996] approach to hierarchic certification in-
frastructure (see also Chapter 6) borrows much from X.509. However, it also incor-
porates features of PGP-like certification of keys. In particular, also in SDSI each
user is his own certification authority. In addition, SDST users can build their own
certification hierarchy, and introduce global roots (e.g., X.509) via references to
names in a local name space. Since principals in SDSI are keys acting on behalf of
users, there is no clear distinction between authorities (as in X.509) and individual
users (as in PGP).
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FIGURE 3.4. The Needham-Schroeder protocol

3.7.2. Authentication protocols. A class of cryptographic protocols are
concerned with authentication of principals, and optionally, distribution of crypto-
graphic keys that can be used for secure communication between the authenticated
parties. A survey of authentication protocols can be found in [Liebl, 1993].

Authentication is the process of establishing the identity of the sender of a mes-
sage. The ability to establish the identity of principals is essential and fundamental
to the correct operation of any access control scheme.

Authentication protocols are often described as formulas or mathematical ex-
pressions. In this dissertation, the notation found in [Burrows et al., 1991] is
adopted.

One of the first authentication protocols published is the Needham-Schroeder
protocol [Needham and Schroeder, 1978]. The protocol authenticates a client to a
server using a third party on-line authentication and key-distribution server. Both
the client and the server share secrets with the authentication server prior to any
communication between them. The authentication server chooses a session key for
the communication between the client and the server and presents the key the client
as a ticket. The client uses this ticket to authenticate itself to the server.

Figure 3.4 illustrates the Needham-Schroeder protocol. In Message 1 the client
A requests a ticket for service B from the authentication server S. Message 2
is sent from S to A and contains the ticket {Kyp, A}k,, with a session key for
subsequent communication between A and B. The message is encrypted with the
key K,s; which is shared between A and S. A nonce N, which is initially sent to
S in Message 1 is also embedded in the reply to A in Message 2 and is used by A
to verify that the reply from S is part of the current protocol run. Message 3 is
the initial authentication request sent from A to B and contains the ticket received
from S. Since the ticket is encrypted with the key Kjs which is shared between
B and S, it can be decrypted by B to reveal the new session key K,;. Message 4
and Message 5 is a challenge-response for B to determine that A is present, and
that Message 3 is not a replay of an old message. The nonce Ny is encrypted with
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the new session key and sent to A. The response from A back to B again is the
Np — 1 also encrypted with the session key and is used to convince B that A is
participating in the same protocol run, and that Message 3 is not a replay.

Since its publication, the Needham-Schroeder protocols has been studied exten-
sively, and many other protocols have been influenced by its design. The original
protocol, however, contains a weakness; upon reception of Message 3, B cannot
tell whether the encrypted session key received is fresh, or whether A is sending
an old session key [Denning and Sacco, 1981]. Furthermore, if A’s private key is
compromised it can be used to obtain tickets to many services and use them even
after A’s key has been changed [Bauer et al., 1983].

3.7.3. Protocol design and analysis. Authentication protocols typically
consist of the exchange of just a few messages, and their specifications can in this
respect be compared to small computer programs. Despite this apparent simplicity,
the number of flawed protocols described in the literature shows that it is easy to
get such protocols wrong (see [Burrows et al., 1991]).

An overview of state of applying formal methods to cryptographic protocols can
be found in [Meadows, 1995]. In [Gong, 1995], lower bounds and optimal imple-
mentation of network authentication protocols are discussed. Formal requirements
for key distribution protocols are discussed in [Syverson and Meadows, 1995].

Formal analysis techniques have been developed to encounter errors in the
specification of authentication protocols and to obtain proofs of their correctness.
Although a proof of correctness can be obtained, this does not necessarily mean
that a proof of security is also obtained.

Another approach to protocol design is to rely on knowledge of experts in the
field and thereby (hopefully) avoiding some of the big blunders of other design-
ers. Expert knowledge can be presented to developers as design rules for prudent
protocol design.

In order to provide system designers and researchers with tools to specify and
analyse authentication and key distributions protocols, a variety of formal specifi-
cation languages and verifications tools have been developed. Different approaches
have been proposed, ranging from the use for formal languages for secure protocol
specification to the use of expert systems and protocol analysers to determine the
outcome of a protocol execution.

One of the first authentication logics proposed, and one of the most influential
ones is the the BAN logic of authentication [Burrows et al., 1991]. The BAN logic
is put forward as a propositional logic and it is used to reason about the beliefs of
principals in the course of authentication.

When the BAN logic is applied to a protocol, all messages of the protocol are
rewritten as expressions of the logic, and the initial assumptions about beliefs are
stated as expressions of the logic. With these expressions and BAN’s postulates,
the state of knowledge of each principal involved in a protocol execution can be
derived.

The BAN logic analysis of a protocol proceeds in steps. The first step is to
reformulate and idealize the protocol to be analysed as expressions of the logic.
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This step is typically carried out manually by the protocol designer and it is not
always straightforward. The second step is to state the initial assumptions under-
lying the protocol. Also, it is the protocol designer’s knowledge and understanding
of the assumptions underlying the protocol in question that are transformed into
expressions of the logic. The third step is to use the postulates of the logic and the
protocol expressions (the idealized protocol messages) to reason from assumptions
to conclusions, and the state of knowledge and beliefs of entities in the system after
a protocol execution has taken place.

The BAN logic has been widely criticized. The main criticism is concerned
with the secrecy assumption underlying the use of BAN. The BAN logic assumes
that secrets (e.g., keys) remain secret during the execution of the protocol being
analysed. Since the secrecy of a secret may depend on whether the protocol in
question is secure, the secrecy assumptions cannot be used to derive the security
of the protocol unless a separate mechanism can justify this assumption (see, e.g.,
the discussion in [Gong and Syverson, 1995]).

Several extensions to the original BAN logic have been proposed. In [Abadi
et al., 1990], an extended version of BAN that can also be used to reason about
channel security is described and how the extended logic can be used to reason
about authentication and delegation with smart cards.

A more extensive authentication logic than BAN is the GNY logic of authen-
tication (proposed in [Gong et al., 1990]). The main difference between BAN and
GNY is that the latter distinguishes between possessions of formulas and beliefs.
In this way it is possible to distinguish between the contents of a message and the
information implied by it.

In [Gong and Syverson, 1995], a class of secure protocols called fail-stop proto-
cols is described. This approach can be considered as an example of the application
of both formal methods and structured design rules in protocol design. The nov-
elty of protocols developed using the fail-stop approach is that they are resistant
against active attacks. That is, any such attempt will cause an early termination of
a protocol run. Therefore, when analysing fail-stop protocols, it is only necessary
to consider the effects of passive attacks.

A protocol is fail-stop if any attack interfering with a message sent in one step
of the protocol will cause all causally-after messages in the next step or later not to
be sent. The messages of the protocol are organized into a directed acyclic graph
where each message represents an arc, and each directed path represents a sequence
of messages.

A protocol should only be considered fail-stop if the content of each message has
a header containing the identity of its sender, the identity of its intended recipient,
the protocol identifier and its version number, a message sequence number, and a
freshness identifier. Fach message should also be encrypted under the key shared
between its sender and intended recipient. If a public-key system is used, then each
message should instead be signed by the sender’s private key, and then optionally
encrypted under the public key of the recipient. Honest processes should follow the
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protocol and ignore all unexpected messages, and halt any protocol run in which
an expected message does not arrive within a specified timeout period.

A more generalized class of protocols called fail-safe protocols also exists. A
fail-safe protocol is one in which the response to any message that make the protocol
not fail-stop is safe.

Many protocols that rely on nonces as freshness identifiers for messages are not
fail-stop. For example, there is no way that the recipient of the first message a pure
nonce based protocol can determine whether the message is fresh unless a trusted
third party providing a beacon (for example, in the form of a digital time-stamping
service [Haber and Stornetta, 1991]) is used. To proceed with the protocol the
recipient would have to respond to the message as if it is fresh, or terminate the
protocol to satisfy the fail-stop property. If a response to the message allows the
protocol to proceed in a fail-stop manner one could argue that it also is safe to do
so. The process of analysing fail-stop protocols is divided into the following steps:

(1) Verify the fail-stop property. In this step it is verified that the protocol
to be analysed satisfies the requirements for fail-stop protocols mentioned
above.

(2) Validate the secrecy assumption. Since active attacks will halt a fail-stop
protocol, validation of the secrecy assumption is concerned with establish-
ing that no other party can obtain any secrets by recording and manip-
ulation of the messages exchanged during a protocol execution (e.g., by
applying the possession rules of the GNY logic).

(3) Apply BAN-like logics. The previous step validated whether the protocol
satisfies the crucial secrecy assumption required to apply the BAN logic,
and BAN can now be used to capture other potential weaknesses inherent
in the analysed protocol.

A different approach to secure protocol design is to rely on accumulated knowl-
edge that have been already gained by experts in the research community. The
strength of such an approach is that one can avoid the blunders others have al-
ready made.

Knowledge about flaws discovered in other authentication and key distribution
protocols is valuable when new protocols are being developed. Several design princi-
ples to avoid common problems with authentication and key distribution protocols
have been proposed in the literature (see, e.g., [Abadi and Needham, 1994]). Some
of these principles deal with encryption and timeliness of messages, while others
deal with the meaning of the contents of a message.

Generally applicable design principles frequently seen are robustness and ex-
plicitness: when designing secure protocols one should be explicit about all secu-
rity properties such as naming, message typing, freshness, function of encryption,
starting assumptions and what the protocol should achieve. The fail-stop protocol
approach presented above is one example of applying knowledge and experience to
devise a method for secure protocol design.

In public-key systems, another important principle is concerned with the order
of sign and encrypt operations. It is considered prudent to sign a message before
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encrypting it, since this signifies that the sender knew the message contents before
it was encrypted [Abadi and Needham, 1994]. A variety of engineering techniques
for public-key systems are described in [Anderson and Needham, 1995b].

3.8. Applications

Currently cryptography and computer security is a hot research topic, and
many security systems and applications have been developed. This section describes
some of the more influential application systems.

Kerberos [Steiner et al., 1988] is an authentication system for open networks
used to authenticate clients to servers using an on-line authentication server. Ker-
beros was developed as part of project Athena at MIT and it has been widely used
for authentication on the Internet. In Kerberos, authentication and key distribution
is based on an enhanced version of the Needham-Schroeder protocol.

The initial target environment for Kerberos was a university campus area where
users were required to authenticate themselves to remote services available on cam-
pus.

The core of the Kerberos system is an on-line authentication and key distribu-
tion server. Since the machine running the Kerberos server holds the secrets of all
users, it must be physically secured. If this machine is compromised, an attacker
can to masquerade as any user or service in the system.

When a user logs in to a machine, an initial request for a Ticket Granting
Ticket (TGT) is sent to the Kerberos server. The ticket is encrypted with the
user’s password and returned to the machine from which the request originated. If
the user can encrypt the message with his password, the Kerberos login is successful.
Note that this scheme is vulnerable to off-line attacks; an intruder can request the
encrypted ticket for any user and launch an off-line brute force attack on the key.
In [Lomas et al., 1989], methods for avoiding such attacks are discussed in more
detail.

Users who have obtained a TGT can use it to request remote services, e.g., to
login securely to a remote machine. Before a service request can take place a ticket
for the login service must be obtained from the Kerberos server by the user and
presented to the remote machine. Kerberos implements access control lists for each
service in the system and users must be added to the access control list of a service
before a successful access of that service can take place.

In [Bellovin and Merrit, 1991], some of the limitations of the Kerberos protocol
(Version 4) are discussed. The most important part of their criticism is concerned
with the use of timestamps. Since Kerberos relies on loosely synchronized clocks,
clock synchronization in the system must also be secure. The obvious threat is that
if a machine, somehow, can be tricked into believing in the wrong time, Kerberos
authentication messages can be replayed against this machine. The more recent
Kerberos Version 5 protocol contains improvements for some of these issues.

For more information on the risks of depending on synchronized clocks, see,
e.g., [Gong, 1992]. A taxonomy of replay attacks is presented in [Syverson, 1994].
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Pretty Good Privacy (PGP) [Zimmerman, 1994] is a security enhanced cryp-
tographic software application available for a wide range of different platforms.
PGP is based on public-key cryptography using the RSA [Rivest et al., 1978] algo-
rithm and message digests to provide digital signatures and public key certificates.
Fast data encryption is achieved using the IDEA [Lai, 1991] shared key encryption
algorithm.

PGP uses a “guerilla approach” to key management. Essentially, each PGP
user can be a certification authority and sign the public keys of other users. This
creates a web of trust between PGP users. This approach differs significantly
from the hierarchically structured certification authorities found in other global
authentication systems.

Standardization efforts also takes place within the security communities. The
CCITT recommendation X.509 [CCITT, 1991] is the security framework of the
X.500 series of recommendations for a global directory service. The directory service
itself is a distributed set of servers that maintains a database containing information
about users (and services).

The X.500 directory service provides mappings from user names to attributes
such as network addresses, and personal information, i.e. public keys. The X.500
service is expected to be widely used in conjunction with other distributed services.
Privacy Enhanced Mail (PEM) [Linn, 1993b] is an example of one such service.

The X.509 recommendation defines a security framework for the provision of
authentication services by the X.500 service to its users. At the core of this frame-
work is the public-key certificate associated with each user. The X.509 certificate is
a piece of information that contains the public-key components of a user together
with administrative information that describe the name of the owner and the valid-
ity of the certificate. Attached to each certificate is also a digital signature created
from the information mentioned above and signed by a certification authority. The
certificates can be stored by a X.500 naming service or in some other service that
does not need to be trusted.

3.9. Summary

This chapter discussed the fundamentals of computer and network security,
including design methodologies for developing authentication and key distribution
protocols.

In distributed systems, the use of cryptographic methods and protocols is essen-
tial to the provision of security services. The most commonly used threat models
were sketched together with an informal description of commonly used security
services for networked environments.
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The Trust Architecture

In computer and network security, a commonly used threat model is to assume
that end systems are located in secure areas while the network itself is not. Many
existing transaction systems have been developed using this threat model and it has
proved useful when end systems mutually trust each other. However, the model fails
to provide true end-to-end security for electronic transaction processing and com-
merce in other settings, e.g., Internet-like environments, because the assumptions
made about the end systems generally do not hold.

Often the problems are rooted in poor understanding of what constitutes an
end system, or in application features that violate some of the underlying security
assumptions of the system, or simply, in poor maintenance procedures. For ex-
ample, it is common for ordinary users to install new software on their personal
computers, or have such software automatically downloaded to their machines via
computer networks. Since it may not always be possible for users to determine
whether new software is harmless, or whether it contains malicious code created by
an intruder, there is a risk that end systems are compromised in subtle ways.

Compromised end systems and malicious users are concerns for electronic-
commerce applications that handle information representing real values. If an end
system that is used for electronic-transaction purposes is compromised, a mali-
cious intruder might be in a position to intervene in executing transactions, or even
worse, conduct new transactions on the user’s behalf without this user’s consent.
It is also a risk that fraudulent services accessed via public networks may try to
trick “victims” into signing agreements on the wrong premises.

Ideally, an electronic transaction system should provide true end-to-end coor-
dination of transactions between the user and a computer without the possibility
of malicious intervention by a third party. An end system residing in a secure area
which is under direct control of its user should be used to engage in transactions
with remote services. Only when the end system is under direct control by the user
and this user decides to engage in transactions, critical operations such as signing
authorisation statements should be activated.

This chapter outlines the architecture of an end system for electronic transac-
tion processing that protects its users under the threat model described above. The
architecture is called Trust, and describes a computer system that provides a trusted
path between a user and his signing keys, and incorporates security functions into
the human-visible computer interface. The architecture supports interaction be-
tween the user and a device that enables a transaction to be conducted securely
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between that device and another system. The transaction is not conducted by the
device unless it is explicitly authorized by the user to do so.

In the remainder of the chapter, the Trust architecture is described in more
detail. First, the motivation and underlying design principles are elaborated on.
Then the overall architecture is sketched and details of each architectural compo-
nent is discussed in more detail. Included in the discussion is also a description of
the operational mode of the design. The chapter ends with a discussion on how the
design can be incorporated into existing computer systems.

4.1. Motivation

Traditionally, protocols and mechanisms for secure communication in open net-
worked environments have been incorporated into either the network layer (network-
level security), or higher level applications protocols (end-to-end security) [Voydock
and Kent, 1983]. In both approaches, the threat model assumes a hostile third party
located in the network (see also Chapter 3).

Network-level security services can achieve secure communication between pairs
of mutually trusted hosts over insecure networks. However, it provides typically no
application-specific security assurances except, perhaps, for mutual authentication.

Application-level security services improve the situation. When security ab-
stractions are no longer transparent to the applications, a wider spectrum of flexi-
bility is obtained. However, since most applications executing on personal comput-
ers cannot be considered secure by themselves, security still depends on protection
mechanisms implemented by the hardware and operating system.

Dynamically loaded programs and agent technologies require that the (operat-
ing) system can distinguish between trusted and untrusted application components.
In general, it is difficult to determine whether a program is malicious when it is ac-
tually being executed. Therefore, neither the operating system nor the applications
can be trusted to protect keys belonging to users.

Techniques that are often used to construct trusted systems are the security-
kernel approach and the use of trusted computing bases (TCB). In these approaches,
a subset of the system provides security functions to less trusted components of the
system. System security and integrity critically depends on the correct functioning
of the TCB.

Users must anyhow be able to mediate authorisation requests to the signing
functions residing in the TCB, and only enable them to sign authorisation state-
ments when the user requests it. Unless there is a trusted path from the human
user to the signing functions (and keys) that only the user can access, there is a
risk that operating system components or applications can circumvent the security
functions and compromise the user.

Poor operating system security could even be in the interest of the owner of a
system if it can help him to get out of a contract by claiming that his keys have
been compromised without his knowledge. It is equally important to guarantee
that users cannot successfully deny their own signatures.
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A necessary design methodology is to build an end system with a secure mode
of operation that can only be activated via external means and by explicit actions
by the human user, e.g., a button located on the keyboard that must be pressed
before a transaction can be authorised. The central idea is to design a trusted
path between the human user and the signing functions that is not under control
of the operating system or any of the applications. This approach makes the use of
security functions more explicit, and brings it under control of the human user. If
carefully designed, the authorisation functions do not need to be controlled by the
operating system.

A system with a secure mode of operation lets applications executing on the
user’s computer make use of the computer’s keyboard and screen to render trans-
action related information and to request authorisation statements from the user.
The two issues of concern are the presentation of information on secure channels,
and how to guarantee that authorisations are not given unintentionally. The fail-
ure semantics should be fail-safe [Leveson, 1995]; the system should not be able to
authorise any transactions on behalf of a user unless this is acknowledged explicitly
by the user.

The fundamental goal is to devise a secure end-user platform for electronic
transactions that protects the integrity of the human-visible user interface and
limits access to the signing functions and keys. There are two important issues
involved:

(1) Ensure that human users base their authorisation decisions on authentic
information, and

(2) protect the signing keys used for authorisation purposes against unautho-
rised disclosure and usage.

In the following, these issues are discussed in more detail.

4.1.1. The human user. In human-computer interaction, users respond to
the information presented to them via human-visible computer interfaces (see also
Section 1.3). For a correct decision to be made, the information presented to the
user must be correct and unambiguous. If the information presented is incomplete,
erroneous or contains ambiguities, the user may make wrong decisions.

Incomplete specification of human-computer interfaces is a common source of
failures in safety critical systems [Leveson, 1995]. In a security context, however,
the information presented to the user must also be authentic. If, for example, au-
thenticity of the information displayed to a user during a contract! signing protocol
cannot be guaranteed, the user might sign the contract on the wrong premises. It is
not sufficient to guarantee the completeness of a user interface, it is also necessary
to protect the user-interface against tampering by malicious users and applications.

Integrity and atomicity are essential properties required to achieve secure user
interfaces:

1A contract, in the terminology adopted here, is a statement signed by the parties it binds.
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Integrity: Information presented to a human user should be authentic and
not subject to unauthorised modifications. Security mechanisms are re-
quired to protect against tampering and to verify the authenticity of the
displayed information. Security mechanisms are also required to alert the
user about a compromised user interface.

Atomicity: Operations initiated by the user as the response to some dis-
played information, should be bound to that information, and to that
information only. Since the system must enforce that operations are ac-
tually executed on the information presented to the human user and not
something else, this atomicity property is required.

It is, thus, required that the system is capable of providing a mode of operation
in which it guarantees that a particular operation is performed on information
presented to the human user and on that information only.

Naturally, a secure user interface must also exhibit other properties that such
interfaces should have in order not to confuse the user. In [Jaffe, 1988], three ques-
tions are identified as important to the requirement specification for information
displayed to a human user:

(1) What event should cause a particular item to be displayed?

(2) Can and should the display of a particular item ever be updated once it
has been displayed? If so, what events can cause an update? Events that
trigger updates can be:

e external observables,

e the passage of time,

e actions taken by the viewing users,

e actions taken by other users (in multi-user systems).

(3) What events should cause a particular item to disappear?

4.1.2. Confidentiality of keys. Protecting the confidentiality of digital sign-
ing keys is essential for nonrepudiation purposes. If any such key is compromised,
statements can be signed without the consent of the proper key owner.

Since cryptographic keys are usually too large to be easily remembered by
humans, they are typically stored and protected on secure and tamper-resistant
hardware devices.

Smart cards are commonly used nowadays to store secret keys. Most smart
cards on the market today have to be activated by a human providing a Personal
Identification Number (PIN). Since smart cards do not provide any user interface,
the PIN usually has to be entered on a keyboard of a smart card reader.

The use of external input and output devices introduces the risk that the PIN
belonging to the user can be intercepted a (malicious) smart card reader. Since the
smart card and the PIN together is all that is required to make the card authorise
something, there is nothing that prevents a malicious card reader from obtaining
multiple authorisations without alarming the card owner.

In addition, the amount (of money) the card is requested to sign for is often
shown on the display of the card reader. A card reader operated by a malicious
user can display an amount that is different from the one presented to the smart
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card for signing. Once the PIN has been obtained from the user, the card reader
holds all the credentials to control the card.

When a smart card has a PIN pad and a display of its own, a higher level of
security would be achieved. PINs cannot be intercepted any longer because they
are only entered on the smart card itself and the card does not divulge them to the
outside world. The amount for which the smart card signs is displayed on the smart
card’s own display. When this information is verified by the user before allowing
the smart card to sign, it is more difficult for an attacker to trick that user into
allowing the card to sign for the wrong amount. However, such displays are only
suitable for a very small number of simple, standard applications.

It is often assumed that smart cards and secure processors are tamper resistant
devices. Indeed, manufacturers often claim that their security products are tamper
proof. However, in practice it has been shown that most of the so-called tamper
resistant security devices available on the market, are not very tamper resistant at
all.

A typical example is the cards that are used for pay-TV. Several of these
devices have been reverse engineered and their internals published anonymously on
public networks. In some cases it turned out that the complexity of the reverse
engineering process was rather low.

Designers usually rely on a work-factor describing the efforts required to break
a given system. Often these estimates turn out to be wrong. In [Anderson and
Kuhn, 1996], for example, it is being argued that one should be careful when
relying on tamper resistant devices or other so-called “silver bullet” technologies.
Various successful attacks on “highly secure” processors available on the market
were reported. The costs of carrying out some of these attacks varied from $30 to
$100 and a personal computer for the most advanced attack. The time it took to
carry out the attack on a “highly secure” device was 3 months including the time
needed to survey all necessary literature.

Generally, it is prudent engineering practice to avoid single points of failures,
and this is especially important when the likelihood of an successful attack is not
known.

4.1.3. Nonrepudiation. When an agreement between two or more parties
has been signed by all of them, the parties expect to be able to hold one another to
the terms of the agreement. If necessary, this could be by force of law. An important
property of a signature on a contract is that the signer cannot afterwards deny
successfully that the contract was signed by him. Nonrepudiation is the property
that something that happened cannot later be denied. For electronic transactions,
it is the information gathered during the transaction and exchanged between the
participants of the transaction that will be used to implement nonrepudiation.

Digital signatures (see Chapter 2) are often used to implement nonrepudiation.
However, the use of digital signatures for nonrepudiation purposes is based on the
assumption that the signing key has not been compromised. Underlying this are
assumptions about the keys in use. In particular, it is essential to maintain the
confidentiality of the private keys in use. If a private key is compromised, it can be
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used by another principal to sign statements on behalf of the key-owner, and thus,
defeat the nonrepudiation argument. Similarly, it is also essential to ensure the
integrity of the public keys in use. Unless the binding of an identity to a particular
public key can be guaranteed, a secure channel to the principal with a given identity
cannot be achieved.

4.2. Architectural Overview

In this section, an overview of the Trust architecture is presented. In the Trust
conceptual architecture, hardware mechanisms to provide a trusted path between
a human user and that user’s signing key, and integrity check functions for the
visual user interface are incorporated into the architecture. In addition, supporting
protocols for contract signing, authentication and authorisation, and network-level
security are incorporated into the architecture.

The vital properties to be achieved by the Trust architecture are:

e Electronic transactions can be securely conducted between persons, or
between a person and a computer system.

e The parties can negotiate and enter into arbitrary contracts.

e A statement or contract is never signed by a device without explicit au-
thorization from its owner.

e Users trust a small device which they own, as well as signed statements
made by certification authorities (CAs) and they trust decisions made by
arbitrators they choose and trust. No trust needs to be placed in the
correctness of any equipment or software owned by others.

e The device the user trusts builds an audit trail that allows the owners to
present evidence of contracts to arbitrary third parties, including a court
of law.?

e In case of a failure during the contract-signing exchange, third-party ar-
bitration is used to resolve the pending transaction in one way or the
other.

e As much as possible of the complications of reliably exchanging informa-
tion over a computer network, obtaining the necessary certificates, and
negotiating the contents of the contract, is delegated to the (untrusted)
host operating system. The interface of the security device to the user
and to the rest of the system is kept as simple as possible.

The Trust architecture follows the Controlled Application Set (CAS) para-
digm for trusted systems [Sterne and Benson, 1995] (see also Section 3.5) and
distinguishes between controlled application set subjects and untrusted subjects.
Underlying the use of the CAS paradigm is the assumption of a TCB that meets
requirements for tamper protection, non-bypass ability, trusted path, access to CAS
subjects and programs, and functionally correct services.

Access to sensitive information (for example, signing keys) is only granted to
some applications that are acting on behalf of CAS subjects and for which some

2However, for the evidence to be useful in court it would require legal recognition of digital
signatures.
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assurance of benign behaviour has been obtained a priori. Similar requirements are
also made about the applications controlling the input and output devices of the
system.

The security perimeter of the system is constructed in such way that the user
(or the operating system) can force the system into a secure mode of operation in
which functions critical to the processing of electronic transactions can be performed
securely. The goal of this approach is to prohibit revealing any sensitive information
to applications acting on behalf of untrusted subjects.

4.2.1. Hardware components. The Trust hardware architecture is concep-
tualized as a security module, which consists of a secure processor that is used to
support the execution of signature and verification functions. The security module
also provides an interface between the security subsystem, and other components
of the architecture.

The overall hardware architecture consists of the following components:

Security module: The security module is the core of the human user’s
trusted computing base. It provides an interface to security functions
through which a local computer system can request security services.

Input/output device: The input/output device is the human-visible in-
terface to the computer system, and in particular to the services of the
security module.

Smart card: The smart card is an optional device that holds the human
user’s signing key. The card’s functionality is optional as the security
module itself may implement secure key storage and the cryptographic
functions to sign and verify messages.

Local computer: The local computer system is a standard computer sys-
tem with CPU, memory, and other resources required to perform compu-
tations. It generally constitutes a personal computer. The local computer
is wholly outside the TCB of the system.

Remote computer: The remote computer is the peer computer system in
electronic transactions, and is typically connected to the local computer
system via a computer network. In transactions, the remote computer is
typically the merchant’s computer.

The architectural components are illustrated in Figure 4.1. The terminal in-
put and output devices and the security module together form the TCB of the
system. When the security module is activated, e.g., by the use of a smart card,
communication from keyboard to the security module is kept confidential (e.g., only
the security module and (optionally) smart card sees the authorisation code), and
communication from the output device cannot be modified by other devices on the
local computer system.

The main responsibility of the security module is to sign and verify messages
during the execution of transaction protocols, and to do this without being subject
to interference from the operating system of the local computer system or from
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FIGURE 4.1. Architectural overview

applications being executed by the local computer. In this respect, the Trust ar-
chitecture treats both the operating system and applications as programs acting on
behalf of untrusted subjects.

The security module protects user authorisation codes from being accessed by
the operating system. Preventing authorisation codes from being accessed by the
operating system or applications, helps ensuring that only messages authorised by
the user can be signed by the security module.

In order to verify that information shown to the user is correct, the security
module provides signature verification functions ensuring that information is ren-
dered correctly on the system’s output device.

In order to activate the security module to sign statements, the user must
present a correct authorisation code to it. The authorisation code is typically a
secret shared between the user and the security module established prior to any
system operation.

User authorisation codes that activate the smart card to sign statements require
special attention. In particular, the circumstances under which an authorisation
code can cause a signature to be created, need to be well understood.

4.2.1.1. Secure mode. In the Trust architecture, a secure mode of operation is
incorporated into the architecture to handle authorisation codes. When entering
secure mode, system control is transferred to the security module. There are two
important criteria for the operation of Trust’s secure mode:
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(1) Secure mode can only be activated by user action or a request from trans-
action software executed by the local computer. A trusted path exists
on which the user can signal to the security module that it should enter
secure mode of operation. Secure mode of operation, however, can only
be terminated through explicit user interaction.

(2) User authorisation codes are presented on trusted paths that are not con-
trolled by the local operating system, and only when secure mode is en-
abled.

Thus, the main properties of the secure mode of operation are that the user or the
local operating system can request it, and transfer control to the security module.
However, the local operating system cannot disable the secure mode and return to
normal system operation on its own.

Secure-mode activation can be implemented in different ways and generally
depends on architecture dependent features. For example, exclusive access to the
main system bus by the security module might be required to prevent the operating
system of the host system to interfere with its operation.

When the system operates in secure mode, the security module can access
resources, e.g., frame buffer memory without being interfered by other devices on
the local computer system. Control can later be returned to the operating system
for continued normal operation.

4.2.2. Software components. The software components of the Trust archi-
tecture are designed to provide transaction protocol handling and logging, autho-
risation and access control, and network-level security when communicating with
remote hosts. All these subcomponents are intended to be executed by the local
computer and are all considered untrusted subjects.

In the following an overall description of the software components is presented.
A detailed description of each subcomponent is deferred to Chapter 5, Chapter 6
and Chapter 7, respectively.

Transaction protocol and logging: The transaction protocol and logging
component handles the exchange of messages required for two parties to
sign electronic contracts.

The approach explored by the transaction protocol and logging com-
ponent is to construct transaction protocol messages in such way that the
identities of the involved parties, the causal relationship, and information
describing the current transaction are bound together using cryptographic
techniques. The purpose of the transaction protocol and logging mecha-
nisms is to achieve nonrepudiation and increased confidence in that the
information presented to a third party arbitrator reflects the actual events
that took place during the protocol execution.

Authorisation and access control: The authorisation and access control
component called u-CAP, handles authorisation and delegation of access
rights between users of the system.

Central to u-CAP’s operation is the use of credentials with properties
similar to capabilities, but with an extended semantics that simplifies
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the process of revocation. In pu-CAP, each issued capability is valid for
one-time use only, and its access rights are automatically revoked by the
system once used.

u-CAP can be used to do more than enabling users to delegate access
rights between users. In electronic-commerce systems, similar functional-
ity to that of u-CAP, is required to delegate trust between principals, e.g.,
to transfer the rights to deduct money from an account held on a remote
computer.

Network-level security: The network-level security component called Se-
cure IP (SCIP), handles authentication of end systems and establishes
end-to-end secure channels between pairs of hosts at the network level.

SCIP is designed for small personal computing environments in which
individual users manage their own machines and use them to access remote
services. The system is designed such that it can be easily extended and
used by a larger user community in wide area networks.

The main modes of operation of SCIP are host to host communication,
remote site communication and firewall protection.

4.3. Hardware architecture

The fundamental property of the Trust architecture is the division between
a secure subsystem consisting of a smart card and terminal I/O system, and an
untrusted component consisting of the main CPU, memory and other devices.

For the correct operation of the security module, it is essential that the security
module controls the communication of the input/output devices, the interaction
with the (optional) smart card, and the communication between the security module
and the local operating system. The transition between secure and insecure mode
of operation is also essential to the operational behaviour of the system.

Figure 4.1 shows a schematic overview of the architecture. In it, a trusted
computing base (TCB) comprising the following components are distinguished:

(1) a security module which supervises the actual signing and performs sig-
nature verification;

(2) a smart card which contains, protects and applies a signature key and
stores the certificates that authenticate the key;

(3) a log device which is used as an append-only non-volatile memory for
countersigned contracts;

(4) a display device and an input device.

For simplicity, is is assumed that the input device is a keyboard, but there is no
reason for it not to be something else, for instance, a stylus for writing on screen.

The security module is connected to a local computer, and the local computer,
in turn, will normally be connected to remote destinations via computer networks.
The local computer is not part of the TCB, but it is expected to be the place where
users run their software and where the initiative for entering into a contract and
the negotiations and preparations for contract contents take place. Only when the
contract is ready for signing does the security module become involved.
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When there is no contract-signing in progress, the display and keyboard are
available to the local computer as its input/output device. An X Windows server
could be running on it, for example, with a Web browser in one of its windows.
But, whenever a contract must be signed and/or verified, the security module tem-
porarily disconnects display and keyboard from the local computer and takes them
over for its own secure use.

In the following, the other subcomponents of the architecture are discussed in
more detail.

4.3.1. Security module. The security module implements the core of the
security subsystem and provides a secure interface to the local computer system.
In particular, it provides an interface to the frame buffer memory area in the local
computer system. The security module can issue read requests to the frame buffer
memory with exclusive access privileges, and without being interrupted by other
devices in the local computer system.

The exclusive access property mentioned above is essential to the operation of
the security subsystem, because an atomic snapshot of the frame buffer contents
can then be made.

The security module coordinates and executes the protocols for signing con-
tracts and verifying incoming signed messages and contains the following three
submodules: the verifier, the signer, and the combiner.

Verifier: The function of the verifier is to perform signature verification and
construct credentials from certification chains in such way that the result
can be presented to the user.

Signer: The function of the signer is to involve the user in signing state-
ments. Before a statement is signed, it is displayed on the screen. A
statement, therefore, is really an image, encoded in a standard form for
others to display too. The signer locks the display before obtaining the
user’s permission to sign so that the user can read the statement. When
the user approves, he or she presses an accept key and a PIN. The signer
then gives (a digest of) the statement to the smart card for signing.

Combiner: The combiner allows a contract to be signed by the signer and
the countersigned contract to be verified by the verifier, while making sure
that the countersigned contract is identical to the one that was signed.
The combiner also maintains state on outstanding contracts—contracts
signed but not yet countersigned—and raises an alarm if countersigning
is taking an unreasonably long time.

The security module also controls the input device, e.g., keyboard events. It
can block some of these from being forwarded to the local computer system. The
purpose of blocking events is to prevent that authorisation codes and passwords
(PINs) are forwarded to the local computer system.

In addition, the security module can contain secure storage facilities for en-
cryption keys and hardware support for encryption. This functionality can also be
provided by a smart card. In the latter case it is sufficient that the security module
provides a card interface.
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4.3.2. Input/Output devices. Information presented to the human user is
rendered on the system’s output device. The image rendered on the output de-
vice is a visual representation of the current contents of the frame buffer memory.
This visual representation is also the interface between the human user and the
machine representation of that information. It could, for example, be information
representing the state of an electronic transaction as perceived visually by a human
user.

The terminal input and output devices are, when in secure mode, controlled
by the security module. In that mode, window digests of display contents can be
calculated. In the following input/out devices and window digests are described
further.

Input device: The input device monitors responses from the human user
and is controlled by the security module. Not all of the responses from
the user are forwarded to the local computer system. In particular, the
input device implements an activator for the secure mode of operation
implemented by the security module (hard-wired), which is not forwarded
to the local operating system.

Output device: The output device is assumed to be a pixel-oriented visual
representation of the frame buffer memory. No semantic meaning is asso-
ciated with the actual contents. It is, however, assumed that information
can be rendered to its original displayed form as received from a peer
application on a remote computer.

Window digests: Window digests are the hashed values of display con-
tents, and can be calculated by applying a secure hash function to the
pixel values. The pixel values of a window are represented as an octet
string including their leading and trailing zero bits.

If H is a collision-free secure hash function, then it is infeasible to
find another octet string that hashes to the same value. That is, when a
collision-free secure hash function is applied to the octet string represent-
ing the window, it is computationally infeasible to find a different set of
pixel values (for example, a window with different window content) that
will hash to the same digest.

When computed with e.g., the MD5 message digest algorithm [Rivest,
1992], a window digest H(w) of the window can be calculated and yields
a unique 128-bits octet string. Modification of any pixel in the window
results in a new and unique digest.

H(w) can be considered to be a unique identifier for w. The strength
of this scheme depends on the properties of the hash function used (for
more details about this requirement, see Section 2.2.4).

4.3.3. Smart card. In the Trust hardware architecture, an optional smart
card can be used to store the private key of the user, and provide digital signature
functions. Private keys should never be revealed to any other component of the
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system, and an authorisation code is required to activate the card for signing pur-
poses. The authorisation code is never revealed to the local or remote computer
systems.

Since smart cards typically have limited storage capacity, attention must be
paid to how information (e.g., transaction logs) are transferred from a smart card
to another computer system. The smart card can be equipped with a protocol that
allows it to off-load its contracts into a trusted machine (the identity of which must
be indicated by the user). Crypto-paging [Yee and Tygar, 1995], a technique where
encrypted contents is transferred from a smart card to a remote computer, can be
used to achieve this.

4.3.4. Local computer system. The local computer system component is a
stand-alone computer system, e.g., a personal computer system with network access.
No further assumptions or requirements are being made about its functionality
except that it hosts the security module as its co-processor and is modified to
interact with it to provide input/output access for the secure mode of operation.

4.3.5. Remote computer systems. Remote computer systems host parties
that can run peer applications for contract negotiation. A peer application acts on
behalf of a named principal that can be authenticated via one single third party
authority, or a chain of third party authorities.

4.4. Secure mode

Transitions between secure and insecure mode of operation are performed in
several steps. A transition is signalled either by the human user or by a software
interrupt in the local computer system. The result of either of these events is that
the security module enters secure mode of operation and can generate digital signa-
tures (optionally using a smart card). When a mode transition signal is received by
the security module, the contents on the display is maintained, but updates from
the local computer are prevented. This guarantees that information remains static
on the display so that the user can read it before signing. The mode transition is
indicated to the user on a channel which is not accessible to the local computer.
This could be a visual indicator on the output device (e.g., an LED). The indication
can never be given when the security module is operating in insecure mode.

The next step is to obtain the user’s authorisation code, which is a secret shared
between the user and the security module (or smart card), and needed to activate
it for signing purposes. The PIN request is indicated on the output device.® To
prevent the local computer system from signalling the user to type the PIN while
the security module is not operating in secure mode, the user must explicitly press a
designated PIN key before the PIN is entered. If the security module is not already
operating in secure mode, this key press will force it into secure mode. The net
result is that the local computer will not be able to obtain the PIN.

3The indication could be another LED or a message rendered on the display.
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The display contents and the PIN is forwarded to the security module. It
verifies that the PIN is correct, and signs the display contents. The resulting
digital signature is forwarded to the local computer.

If the local computer has obtained signed information from a merchant, the
security module can verify its validity. The security module looks for a chain of
certificates that authenticates the signature. It does this in interaction with the
local computer. The information is shown on the output display, and the contents
are forwarded to the security module together with the certificates needed to verify
the signature. When the proper verification of signatures has successfully taken
place, it is reported to the user.

Since the keyboard and display control is transferred from the operating system
to the security module when secure mode is activated, it is unlikely that secrets
will be revealed to the operating system. This, of course, assumes the user to be
knowledgeable enough to only type his PIN when the system is in secure mode,
and that this mode of operation is indicated visually. It is, therefore, essential that
the interface to the security functions is comprehensible to lay users.

Although, in this particular design, computer, screen and keyboard can be
packaged in a single device, there are no direct logical* connections between key-
board and display on the one hand and the rest of the computer system on the other
hand. These connections can only be made via the security module and through
the security module itself.

The following scenario illustrates the use of the secure mode of operation in
conjunction with contract signing protocols. The participants are Alice, the client,
and Bob, the merchant.

Alice must press the Accept or Reject key before typing her PIN. The idea is
that Alice will quickly get used to pressing this key before typing her PIN—the
system doesn’t work otherwise. The two keys are guaranteed to place the security
module in secure mode so that, anything typed immediately after pressing one of
them will never be exposed outside the TCB.

Whether Alice should type a PIN, sign her name on the display with a stylus,
have her fingerprint read or her retina scanned is an issue that is not addressed
here. However, the architecture supports all of these solutions securely.

Another point worth making is that Bob, in our example, has nothing to do
with Alice’s PIN or with the method by which Alice’s computer verifies that PIN.
Bob relies on a set of certificates via which an authority trusted by Bob declares
that Alice’s signature can be relied upon. This stands in sharp contrast to current
bank policies where the bank provides Alice with ‘her’ signature and PIN.

The contract displayed in a window on the screen is what Alice signs. The
window contents must be coded as a bit string in a device-independent, standard
way so that the contract on Alice’s screen yields the same bit string as that on
Bob’s screen. What is actually signed is a secure hash of the bit string (and other,
shared data) and this, of course, must also be a standardized hash function.

4Connections carrying logical signals as opposed to connections for supplying screen and
keyboard with electricity.
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It is possible to construct ASCII messages of a dangerous nature in such a way
that, when they are interpreted as images, look completely innocuous. Alice could
be presented with such a message and she could, therefore, be made to sign fairly
arbitrary things.

This, fortunately, is a problem easily solved. The secure module attaches a type,
as well as the dimensions of the image representing the contract to the message that
is hashed and signed and written to the log. Alice’s signature should be interpreted
as a signature of the screen image specified by the message, not merely as a signature
of a random bit string.

It is also possible that Bob hides information in the image, for instance by using
low-contrast, very small characters. This is really the same as adding ‘small print’
to conventional paper contracts. If the print is so small that it is obviously meant
not to be noticed, a judge will declare that part of the contract invalid.

Contracts must be time stamped in such a way that the time stamp, together
with the identities of Alice and Bob, form a unique identifier for the contract. Alice
and Bob must, therefore, also agree on the time stamp and the security module
must verify whether the time stamp is recent and the identifier formed with it is
unique.

The credentials that authenticate Alice to Bob and Bob to Alice form part of
the contract that gets signed. They identify the parties who signed the contract
and, as such, they form essential information for arbitration purposes.

4.5. Adapting existing technologies

The vital property of the architecture is that the TCB—which consists of secu-
rity module, smart card, log store, display and keyboard—is not user-programmable
and has been built by a reliable manufacturer. This, nevertheless, leaves a great
deal of design freedom for specific implementations. This section explores some of
the possibilities.

The Trust architecture uses a smart card, separate from the security module.
If the two were integrated, the system would not necessarily be less secure, but,
in many scenarios, the smart card gives greater flexibility. When smart card and
log-device are removed from the rest of the system, what is left is a machine that is
no longer personalized. In other words, somebody else can use it too (by providing
their own smart cards).

The smart-card approach also makes it possible to switch from one workstation
to another without being forced to change signature as well. However, there may
be situations where it is reasonable to integrate smart card and security module,
for instance in special-purpose devices tailor-made for making payments.

Much can be said about integrating smart cards and log devices. They could be
packaged together as a single PCMCIA device, for example. However, the storage
capacity for a log device may be so small that it fills up before the functional lifetime
of the secret key in the smart card expires.

The simplest configuration is one that is not user-programmable: the function-
ality of the security module could be added to X terminals [Scheifler and Gettys,
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1986], or to many of the now popular electronic ‘personal organizers’. The con-
tracts to be signed by such devices should either be prepared elsewhere (which will
be the case anyway with most contracts representing railway/theatre/airline tick-
ets, cheques, car-rental contracts, purchase orders, etc.), or by a local application
that allows a window to be pointed at and turned into a contract.

It is more complicated to integrate the security module with a general purpose
computer, especially if one does not want to modify typical PC architectures. The
security module must be inserted in the path from processor to display and key-
board. With the keyboard typically directly integrated in the mother board, and
a wide range of different graphics cards in existence, this is hard to do, but not
impossible.

It makes most sense to design and build a new generation of graphics cards
that integrate the traditional functionality of such cards with that of the security
module. Keyboards then have to be routed via this card. At the same time, the
keyboard can be equipped with slots for smart card and log device.

The smallest device considered is the secure purse. The secure purse is the
size of a pocket calculator, has a low-bandwidth communication interface to offload
payment information (including contracts and logs). It has a limited storage area
for transaction logs. The device is not user programmable and is completely in the
TCB.

A smart card can slide into a slot at the top of the purse. The purse contains the
secure keyboard, and display as well as security module. The secure purse extends
the interface of the smart card and provides a secure keyboard and display that can
be used to authorize transactions securely, and not via any untrusted keyboards or
displays.

The secure Personal Digital Assistant (PDA) is slightly bigger than the secure
purse, but can be used to conduct more complex tasks. It has standard pre-loaded
applications such as diary, spreadsheet, address book, etc. as well as payment ap-
plications. The principles of operation are the same as for the secure purse, but
due to better display and supporting applications it will be more useful. The PDA
may have wireless communication facilities to communicate with remote services
and offload information, but may not allow program downloading. Some of these
devices may have a slot for upgrades (e.g., memory upgrades), and a smart card
may be fitted into this slot. Also the secure PDA (including its operating system
and applications) is completely in the TCB. The main difference between the secure
purse and the secure PDA is that the latter can render more complex information
on its display, and assist the user with better application support.

The secure terminal PDA is a computing device consisting of a graphics display,
keyboard, security module, and a slot for a smart card. A computer system with
general computational resources is accessible via a computer network. Technologies
such as the PARCTab [Weiser, 1991] can be redesigned to incorporate the security
design. The information rendered on the display is controlled by a process located
on a trusted terminal server in the network. The device renders information as
received and forwards input events generated by user interaction back to the process
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on the remote server. The security module can control the keyboard and display
with only minor modifications to the rest of the system. The key issue, however,
is that even though a remote process generates the pixel values to be rendered on
the display, the security module embedded in the device itself fully controls the
behaviour of the display and the screen. It is sufficient to provide means to freeze
the display and its contents for signing purposes. Storage space for transaction logs
and keys is limited to what the smart card offers.

The usefulness of the Trust architecture is best seen when integrated into stan-
dard personal computers. These systems run multitasking operating systems, and
the user can download and install arbitrary new programs, including active pro-
grams and agent technologies as implemented by most Web browsers. New code
is automatically downloaded to improve the user interface or to add new function-
ality (e.g., a new payment protocol implementation) and poses a risk to the user
interface integrity.

Standard personal computers can benefit from the security design by the use
of additional hardware that implements the security design. The design can be
incorporated as a card attached to one of the system buses. Most important is
that the device can detach the channels from the keyboard and display to the local
computer system reliably, and that it cannot be controlled by the operating system.
This includes that it cannot be interrupted when it accesses other system resources.

For example, if a PCI bus is used and the frame buffer memory area is known,
the security module can be implemented as a PCI card that claims exclusive bus
mastership whenever secure mode is being requested. It is important that the
security module can obtain bus mastership, since otherwise there is no way to
guarantee that the display contents is not being altered by other devices, and that
input and output is not being monitored by the operating system.

The use of the security design in conjunction with standard personal computers
yields much more flexibility than the other devices mentioned above. However,
great care must be taken that the interface between the hardware implementing
the security module and the personal computer operates correctly. The operating
system can be used to run a transaction protocol while the security design generates
the necessary digital signatures. For the same reason is storage capacity much
improved. The operating system can save information encrypted by the security
module by paging it to the hard disk (see also [Yee and Tygar, 1995]).

4.6. Summary and conclusions

This section discusses relevant issues of the Trust architecture. The focus of
the discussion is on the human-computer interface, and on how to integrate the
proposed design with existing payment protocols.

Humans base their decision on information presented to them, e.g., on the
display of a personal computer or on ATM terminals. To ensure that the user
makes a decision based on correct information, the integrity of this information
must be verified.
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The Trust architecture increases the level of security that is achieved when
electronic transactions are conducted between mutually untrusted parties. Lack of
integrity in the operating system and applications running on the computer does
not affect the security achieved even though they are used to transfer application-
specific information.

The main property of the architecture is that requests from the local operating
system cannot disable the secure mode of operation, and that the main security
functions have been isolated from the rest of the computer system. The effect is
that the human user is kept in the control loop of authorisations.

No transactions can be authorized unless explicit actions are taken by the
user. Security properties have, thus, been incorporated into the human-computer
interface. The remainder of the chapter showed how the Trust architecture can be
integrated into existing computer systems.

This chapter argues that it is essential that the user interface is under control
by a secure process during critical operations, and that it is not acting on behalf of
untrusted subjects. In addition, since the information shown on the display is what
the user responds to, it is also a representation of the information the human user
agrees to (e.g., when participating in a transaction protocol). The issue, thus, is to
preserve the integrity of this information both during sign and verify operations.

Since it is assumed that sign and verify operations using digital signatures are
in use, these operations must be tied to the information presented to the human
user securely. In the Trust architecture, this binding is achieved by performing sign
and verify operations on the pixels shown on the human-visible computer display.

Nonrepudiation is also an issue. In this respect, it is of importance to protect
signing keys from disclosure. Since signing keys are protected by either a smart card
or the security module itself, they cannot be disclosed easily to the host system.

The mechanisms described in this chapter implement a trusted path between
a human user and the TCB, that is used to issue authorisation statements and
verify displayed information. However, these functions still need to be integrated
with other system components. In particular, the functions must be integrated
with a transaction protocol. Thus, other issues have to be resolved. In particular,
the interface between the proposed design and applications executing transaction
protocols is essential.



_5_
Electronic Transactions and Logging

This chapter discusses the use of transaction protocols and logging facilities
in electronic-commerce applications. The focus is on protocol requirements and
specification. An example protocol for contract signing is also presented.

In electronic transaction systems, each participant should be provided with se-
cure logging mechanisms. In the event of a dispute between the participants or a
failure caused by the system, logged information can indicate what went wrong,
and whether the failure in question was intentional (e.g., attack or fraud) or unin-
tentional (e.g., a fault in the system). Although the principle of logging is fairly
simple, only few applications yet exist that contain such functionality.

If all participants in a protocol are equipped with (secure) logging mechanisms,
the asymmetric one-sided use of transaction logs present in some existing systems,
e.g., in most cash-withdrawal systems currently provided by banks, is eliminated.
The significance of multiple copies of logged information (for example, symmetric
logging), is that in resolving a disputed transaction, each participant does not
have to rely on computer-generated evidence gathered and presented by one of the
opponents in the dispute.

In addition, independent copies of transaction logs protected by individual
parties of a transaction increases the confidence in the integrity of the information.
If transaction logs are gathered by one party only, the other parties of a transaction
must trust this party not only to be honest, but also to implement correct logging
mechanisms that are fair for all involved parties.

The rest of this chapter is organized as follows. First, the role of transaction
protocols and of logging are described in more detail. Following is a description of
requirements for secure transactions and for logging and a description of an example
protocol developed for the Trust architecture. Finally, the chapter discusses some
of the relevant issues and summarises the findings.

5.1. Overview

Electronic-commerce transaction protocols bind together client requests for ser-
vices, the merchant’s provision of these services, and the method of payment agreed
upon by both the client and the merchant.

Some issues related to electronic commerce are similar in nature to issues in non-
electronic commerce. In particular, in both electronic and non-electronic commerce,
clients purchase services or goods from merchants and pay either directly using cash,
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or indirectly using a trusted third party that vouches for the payment, e.g., a bank
or credit card company.

However, the use of computer networks for electronic commerce removes one
important property present in non-electronic commerce. In non-electronic com-
merce, the parties involved are physically located at the same place at the same
time, or generally, have established a business relationship prior to the execution
of a transaction.

In contrast, electronic transaction protocols are based on the exchange of mes-
sages via computer networks. Due to this distributed nature of the target environ-
ment, it becomes difficult to sign an agreement or contract between parties.

In open networked environments, electronic transaction systems are vulnerable
to all the threats to network security discussed in Chapter 3. To counter these prob-
lems, authentication is required to determine the origin of messages, integrity checks
are needed to detect messages that have been tampered with, and confidentiality
is required to guarantee that a message is received only by the intended recipient.
All this can be achieved with authentication and key distribution protocols that
establish secure communication channels between communicating parties.

Existing protocols such as the Secure Socket Layer [Freier et al., 1996], Secure
Hypertext Transfer Protocol (S-HTTP) [Rescorla and Schiffman, 1995] and Secure
IP (SCIP) (see Chapter 7), handle some of the problems of insecure networks by
establishing authenticated and confidential communication channels between the
client’s computer and the merchant’s computer. However, the security provided
by these protocols is clearly not sufficient for the purpose of electronic commerce.
Network security is mainly concerned with secure communication over insecure
networks, and often the communicating parties have established a trust relationship
prior to the communication. In electronic commerce the main issues are the denial
of having sent a particular message, or refusal to complete a protocol, and that the
communicating parties may be mutually distrustful.

Fraudulent behaviour of either of the parties participating in a transaction is a
concern. For electronic commerce, thus, the threat model is different than for the
traditional network setting, and this advocates different solutions.

5.2. Arbitration

A distinction can be made between arbitrated protocols and adjudicated trans-
action protocols (see, e.g., [Schneier, 1996]). In arbitrated protocols, an independent
arbitrator trusted by both the client and the merchant is used to complete a trans-
action. The use of an arbitrator is useful when the client and merchant are mutually
distrustful. In non-electronic commerce, lawyers or notaries public are often used
as arbitrators. However, the use of either lawyers or notary public in electronic
commerce is more difficult, especially since their presence during the execution of
transaction protocols may be required. The alternative is to use adjudicators: third
parties that are involved as arbitrators only when a dispute occurs.

Due to the inherent cost of explicit arbitration of each transaction, adjudicated
transaction protocols are built using two subprotocols, one non-arbitrated protocol
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and one arbitrated protocol. The non-arbitrated protocol is executed every time a
client and a merchant want to engage in a transaction. The arbitrated protocol is
only executed in the event of a dispute over the transaction. An adjudicator then
performs the necessary arbitration to complete the protocol (in some instance by
the force of law).

Ideally, a transaction protocol should be self-enforcing and requiring no arbi-
tration at any point. In practice, however, it is difficult to devise a protocol that is
self-enforcing under all circumstances, and is supported by every legal system.

In electronic commerce, the use of arbitrators imposes several problems with
different characteristics from those in non-electronic commerce. In the following,
some of the problems are described in more detail:

e It can be difficult to locate an arbitrator that mutually distrustful parties
both trust to perform arbitration between them. In non-electronic com-
merce, an advantage is that some people are looked upon as authorities on
such matters. Also, direct face-to-face communication makes the process
of finding a mutually trusted arbitrator easier, but an arbitrator is still
required.

e The process of arbitration is likely to add additional costs to the amount
that will be charged for each transaction. This cost may be partially
due to increased network communication, but mainly due to the costs of
the service of a third-party arbitrator. Legal advise, for example, is not
considered to be cheap.

e An arbitrator can become the performance bottleneck in the system. Al-
though replication services can limit this problem, scalability remains a
concern.

e Arbitration introduces delays in transaction protocol processing. In the
case of adjudicated transaction protocols a delay can also be introduced
since the eventual outcome of a transaction is decided upon later, after
the non-arbitrated protocol resulted in a dispute.

e Arbitrators are also vulnerable to various attacks in which an attacker
may try to subvert it to gain benefits from disputed transactions. For ex-
ample, denial-of-service attacks against an arbitrator, may severely affect
the outcome of electronic transactions with timely execution requirements,
e.g., in stock exchange and broker systems.

In the case of a transaction that results in a dispute, an independent arbitrator
must be provided with sufficient information to perform arbitration and complete
the transaction. Either the client, merchant, or both of them must reveal this in-
formation to the arbitrator for the arbitration process to take place. In the case
of an arbitration protocol, this process takes place during the protocol execution.
Arbitration is, thus, built into the protocol. For adjudicated protocols, the client
and merchant must provide the adjudicator with information after the first sub-
protocol has completed. The information that the client and merchant provide to
the adjudicator must properly reflect the actual events that took place in the first
subprotocol execution.
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Since the messages exchanged in a transaction protocol reflect the executed
operations in the system, they, naturally, are the core of evidence of what actions
actually took place, and they must be collected and stored securely. Both clients
and merchants should be able to create and store an audit trail of all transaction-
protocol messages arriving and departing from their machines.

If an electronic-commerce transaction system is to employ adjudication, it can
best be reflected in the messages exchanged during the execution of first subproto-
col. In addition, the design of an adjudicated protocol can be constructed to take
into account that each party may want to gather transaction logs independent of
another party.

5.3. Electronic transactions

This section describes the nature of electronic transaction protocols within
the context of electronic commerce, a transactional view as seen from recoverable
databases and audit trails and transaction logs.

5.3.1. Transaction protocol. In electronic commerce, transaction protocols
are used for more than only the process of paying for a service. The entire process of
requesting a service, the payment process, and to have the requested service prop-
erly serviced forms the transaction. In many respects the properties of electronic-
commerce transactions can be compared with traditional transaction systems for
recoverable databases.

The task of purchasing an item can be divided into different phases. This
section describes in more detail the phases that takes place when a transaction
protocol is used to purchase an item electronically. Three different phases are
distinguished: browse, purchase, and arbitration. These phases are elaborated on
below. The target environment in mind for this discussion is information networks,
such as the World Wide Web.

A protocol execution is initiated when a user requests a particular service. The
server in question is contacted, and a range of choices is obtained and typically these
are rendered on the display for the user to make a choice. Information rendered on
the display is assumed to contain enough information for the user to choose a service
and to learn what the associated costs are. These attributes are visually confirmed
by the user before a choice is made. In current implementations, software, such as
World Wide Web browsers is used to render this information on the display. The
information typically is generated on the fly by the server and returned to the client
application for presentation to the user.

Phase 1, Browse: In the browse phase, the user accesses information from
the merchant’s computer via the client machine. On each request, infor-
mation about the requested service is sent from the server to the client,
and the client renders this information on an output device, e.g., as text
or graphics on the display of the client machine. The browsing phase pro-
ceeds until the user finds an interesting service. He may then decide to
proceed with the purchase of the item or service, or to cancel the current
protocol without purchasing anything at all.
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If the information contains a specific offer for a particular client, it
can be electronically signed by the merchant computer either to limit its
validity in time, or to whom it is destined. The user and the merchant
may already have established a business relationship prior to the browsing
phase, or they may be unrelated to each other at the time of the current
transaction protocol execution, or introduced through a third party, e.g.,
with authority within their domain.

Phase 2, Purchase: In the purchase phase, the user proceeds and initi-
ates a purchase request. This phase of the protocol binds the promise of
payment presented by the user to the promise of being serviced by the
merchant. In order for a purchase to take place, the exchange of some
meta-information is necessary. Typically, the proper name of both the
user and the merchant, and the credentials needed to authenticate them
mutually would have to be exchanged. In addition, an agreement of a
price and a method of payment is exchanged. When both parties agree,
the purchased items are sent from the merchant to the user, and payment
is sent from the user to the client. Either of these events may occur off-
line. That is, physical items may have been purchased, and the method
of payment could be plain cash.

Phase 3, Arbitration: In the case of a disputed transaction, phase three
is required. If this situation should occur, a third party must determine
the outcome of the dispute which is either to enforce the transaction in
question, or to reject it. The arbitrator must base its decision on informa-
tion collected during the transaction execution in question, and provided
by either the user, the merchant, or, preferably, both of them. This infor-
mation typically consists of logged information, receipts, or other evidence
that may be used to determine the events that took place during the trans-
action protocol execution. A prerequisite is that the relevant information
has been recorded by the system at the time the disputed transaction was
executed.

5.3.2. A transactional view. Protocols used in electronic-commerce can,
to some extent, be compared to transactions in recoverable database systems. In
recoverable database systems transactions consist of groups of operations that the
system should perform atomically. In a typical transactional environment, one
or more clients execute a transaction protocol with a server acting on behalf of a
database service. A client begins a transaction with a BeginTrans request indicating
the start of a transaction to a server. The client then issues the operations that
should be performed atomically, and finishes the transaction with an EndTrans
request to the server. If the transaction progresses without any error, the server
informs the client that the transaction has committed. Otherwise, and in case of a
failure, the transaction is aborted and has no effect.

Transactions protocols, as used in electronic-commerce applications, share some
of the properties of the traditional transaction model used in recoverable database
systems. In particular, the all-or-nothing atomicity semantics is similar; unless a
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service is being paid for, it should not be delivered either. In [Harder and Reuter,
1983], the term ACID is used to describe the other fundamental properties of trans-
actions in database recovery:

Atomicity: A transaction must have all-or-nothing semantics. It either
completes successfully and its effects are recorded in the data items, or it
fails and has no effect on the data items at all.

Consistency: A transaction takes a system from one consistent state to
another consistent state.

Isolation: The intermediate effects of a transactions are not visible to other
transactions.

Durability: All effects of a transaction that have completed successfully are
stored on a permanent storage device.

In [Black, 1991], ACID properties are used to describe transactions within the
context of operating systems, and it is being argued that operating system services
based on the transaction model increase system reliability. In [Coulouris et al.,
1994], it is argued that the réle of the consistency property mentioned above should
not be included in the list of properties above. It is argued that it is generally the
responsibility of the programmers of servers and clients to ensure that transactions
leave a database consistent, and therefore, the consistency requirement should be
considered optional among the ACID properties of Hiarder and Reuter.

In electronic-commerce applications, employing transactions protocols, how-
ever, the role of the consistency property may be different than for recoverable
database systems.

There are several similarities between traditional transaction systems and trans-
actions in electronic-commerce systems. Clearly, electronic-commerce transactions
must satisfy at least some of the ACID properties stated above. For example, in
electronic commerce the outcome of a transaction may be recorded as not success-
ful. Still, it is valuable to keep information about the operations that were carried
out unsuccessfully. This property may be useful in the case of arbitration. Note
that in traditional recoverable database systems similar accounting and cleaning
functionality is required.

The atomicity property is as important for electronic-commerce transactions as
it is for transactions in recoverable database systems. However, the reasons for this
importance are somewhat different for the electronic-commerce transactions: The
atomicity property is concerned with the binding of a specific payment to a specific
provided service. Preferably, the user should receive the requested service, and the
server should be paid for it. Either none or all of the operations should be carried
out; this is particularly desirable in contract signing between two or more parties.
Arbitration is useful if atomicity cannot be achieved.

Note that a computer system cannot always monitor and verify that a trans-
action finishes satisfactorily. When, for example, physical goods or information
are delivered as part of a transaction, humans are the only principals capable of
judging whether the obligations of a transaction have been met. Thus, third-party
arbitration is unavoidable, since disputes concerning e.g., quality of delivered goods
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cannot be assured by the means of a protocol. In particular, the process of arbi-
tration is going to take place off-line, and not as part of a real-time transaction
protocol execution. Consequently, the transaction protocol should, by itself, ex-
change sufficient information to enable an off-line arbitration to take place based
on the message contents, at some time after the protocol has finished.

The consistency property states that a transaction takes a system from one
consistent state to another consistent state. It was mentioned above that the im-
portance of this property in recoverable database systems is somewhat controversial.
However, for electronic-commerce transactions, the property reflects the correctness
of the transaction protocol, e.g., the client and server software that implements the
transaction protocol in question. Although the correctness of the implementation
is essential, the argument for the consistency property remains the same as for
traditional recoverable database systems.

In recoverable database systems the isolation property states that intermediate
effects should not be visible to other transactions. This property is mainly con-
cerned with serial equivalency of concurrently executing transactions. This may be
of concern to some specific transaction protocols, but not in general.

The durability property, supporting the permanence of successful transactions,
is of importance for electronic-commerce transactions—especially in the case of
unsuccessful transactions. The storage of transaction data is fundamental in the
cases of disputes, nonrepudiation, or any failure that might occur in the system.

5.3.3. Auditing and transaction logs. This section explains the role of
audit and transactions logs, and the requirements for proper logging of transactions
in an electronic-commerce system. Computer generated logs have been used as
evidence in computer crime lawsuits (see Section 5.3.4). Computer generated logs
may also serve a purpose in electronic commerce by providing transcripts of protocol
executions.

Auditing is a method used to record the events that occured in a system. Trans-
action logs play a similar important réle in recording events occuring in electronic-
commerce transactions. Computer generated auditing logs are often the information
used for arbitration or legal action purposes.

Since transactions may be conducted between unrelated parties where one or
more of the involved parties can be dishonest and not adhere to the given protocol,
it is important that the created logs reveal any such attempt of fraud to the other
participants either implicitly or explicitly. It is also important that what actually
constitutes an agreement between the involved parties is clearly defined, and part
of the protocol definition.

Logging of information is essential both to the recovery of failed transactions,
and to perform arbitration of disputed transactions. In many other areas, logs have
been used successfully to record the truth about the state of objects. Logging is
a reliable and cheap method of recording such information, and the use of logs is
considered good engineering practice [Lampson, 1984]. Logs are append-only data
structures. Since a log is a simple data structure, it can be read, written, and
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backed up on stable storage devices in a fast and straightforward manner. These
are also the reasons why logs are currently being exploited to build fast file systems.

It has been pointed out elsewhere that write-once hardware devices can sup-
port the append-only process of logging by better protecting the logged informa-
tion [Mullender, 1996]. Furthermore, the correctness of logs is generally easy to
verify, which makes it a good candidate for auditing of transactions.

5.3.4. Logs as evidence. The use of computer generated logs as evidence in
computer crime lawsuits has been extensively studied. Log contents are often clas-
sified as “hearsay” material. In addition, since ordinary logs can sometimes easily
be modified by their owners, their use as evidence in court poses some interesting
implications.

Logs are essential for the process of detecting that something went wrong, and
are at best, the only information left after an incident has occured. In [Cheswick
and Bellovin, 1994] the use of computer generated logs and the legal implications
of presenting them as evidence against hacking activity in the United States are
discussed. Generally, the following advice for the use of computer generated logs:

(1) To qualify as evidence, a log must be created reasonably contemporane-
ously with the event in question.

(2) The system must have been designed for logging. Since logging is carried
out by a computer program, a priori knowledge of how proper logging is
performed, must be required from programmers and system administra-
tors.

(3) Logs must be kept as a regular business practice. Random compilations
of data are not admissible.

(4) From a legal point of view, it is advantageous if the contents of a log is
actually used for some daily procedure or purpose. This demonstrates the
owner’s faith in the correctness of the log, and increases the confidence in
the integrity of its contents.

(5) A custodian or qualified witness must be able to offer a description of what
system is used, where the relevant software and hardware components
came from, and, in general, something about the accuracy and integrity
of the logs.

(6) Strive to increase apparent validity of the logging functions. Software
written by companies is more valuable as evidence than homegrown soft-
ware.

(7) Logs stored on safe storage devices, e.g., WORM! disks, are less vulnerable
than ordinary storage facilities. In addition, it is also prudent to store the
logs in a different location than the machines on which they are generated.

Forging ordinary computer logs is relatively easy. Clearly, when logging is
used as evidence in the context of electronic commerce, there is always a chance
that users changed their own logs to gain some economic benefit. In the case of a

LWrite Once Read Many.
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disputed transaction, this, at least, is an argument that users will be faced with.
Even if the log is authentic, sloppy routines may be used to discredit the user.

5.4. Logging transactions

In this section transaction logging is described in more detail. The main pur-
pose of logging the messages exchanged in a transaction protocol, is to create a
record of what each party did during the protocol execution. In some instances,
this requires that other meta-information generated during the protocol is also put
into the log, e.g., retransmitted messages. The transaction protocol described be-
low makes the causal dependency between the individual protocol messages explicit,
and contains sufficient information to identify the involved parties and information
exchange.

5.4.1. Transaction-protocol requirements. Transaction protocols are sim-
ilar to the more traditional authentication and key distribution protocols in that
the design of such protocols should follow similar design principles and rules. In
particular, explicit security is of importance (see Chapter 3). The protocol require-
ments outlined below are similar to the fail-stop protocol requirements described
in Section 3.7.3:

(1) Each message should contain the identity of its sender, the identity of its
intended recipient, a protocol identifier and version number, a message
sequence number, and a freshness identifier.

(2) Each message should be signed by the sender’s private key.

(3) Each transmitted message should contain sufficient information to refer
to previously received protocol messages. If all transaction messages are
recorded in the log, the hashed value of the previous message is sufficient.

(4) Honest processes should follow the protocol and ignore all unexpected
messages, and halt a protocol execution in which an expected message
does not arrive within a specified interval.

In comparison with the original fail-stop protocol description, the main addi-
tion in the list of requirement presented above, is that each transmitted message
properly reflects communication prior to that message. Note also that in the orig-
inal description of fail-stop protocols, each message is optionally encrypted with
the public key of the intended recipient. Encrypted messages can only be read by
principals with access to the required private keys. This reduces the usefulness of
such encryption for logged messages.

5.4.2. General logging requirements. For general logging of electronic
transactions, the following technical requirements are identified:

(1) Each message sent or received as part of the protocol should be written
to the transaction log immediately upon reception or transmission.
Logging can therefore be considered an extension of transaction pro-
tocol processing functionality, and be designed as part of the transaction
system both for client software and for merchant software.
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Logged information should be kept in a format that encourages ease of
use, e.g., as being readable by plain text editors. At least, the user should
be able to observe a view of the log of the transactions that took place.
This need not consist of the exchanged messages, but could rather be the
information found in the log after it has been formatted by a filter or a
pretty printing program. Note that functions will be required to display
signed messages in this way.

Logs should be kept off-line, and not on the client computer used to carry
out the actual transaction protocol. This is not required per se, but as
it was argued in Section 5.3.4, logs kept either off-line, or on a different
computer that the one where it was generated, can increase confidence in
its contents (e.g., by using external WORM devices).

When an append-only logging operation is combined with cryptographic func-

tions to chain information, it is an ideal approach to protect electronic transaction
records. A secure transaction log should satisfy the following requirements:

e The causal relationship between messages should be clear in the log. In

order to achieve this, each message must contain sufficient information
to express the causal relationship with regard to its predecessors. The
requirements to the messages of the transaction protocols enforce this.
Each message should be signed by its sender, and when received, not
be put into the log of the recipient before the recipient has verified the
attached signature.

The encoding of a log entry must be constructed in such way that a third
party in the same domain and with knowledge about the public keys of
both the service and the user can verify that it indeed is an agreement es-
tablished between them. Both parties shall also contribute to the contents
of the log in such way that its encoding shows that both of them agree to
the semantic meaning embedded therein. The log is kept by either of the
parties and disclosed in the case of a dispute.

The acceptance of a message n by a recipient should be reflected in mes-
sage n + 1 by containing some evidence of this. A signed hash of message
n may suffice. Note that this is not the same as using a nonce as freshness
identifier.

5.5. Contract negotiation

This section describes a contract negotiation protocol that relies on the archi-

tectural components described in Chapter 4. In the following, the “characters”
introduced in Chapter 4 are reintroduced throughout the protocol description.

Suppose Alice wants to sign an electronic contract with Bob. In the following

the actions taken by Alice, her local computer, her security module and her smart
card are discussed. Bob, in this example, is an entity at the remote end of a
computer network. Bob could be a person with a setup like Alice has, or an
organization, for instance, an airline with an automatic reservation and ticket-
selling system.
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5.5.1. Local computer. The initiative for entering into a contract can be
Alice’s, Bob’s, or an application executing on either Alice’s or Bob’s local computer.
In all cases, the initiative must be taken over by applications executing on Alice’s
local computer.

Alice’s local computer makes all the preparations necessary for signing the con-
tract. When these have been made, it will give the information relevant for signing
to Alice’s security module and requests it to take care of the actual signing and
verification of the contract. More specific, the local computer takes the following
steps:

e it negotiates, presumably in interaction with Alice, a draft contract, Conir,
with Bob (or his local computer),

e it also negotiates an arbitrator, Arb, acceptable to both Alice and Bob;

e then, it exchanges with Bob the credentials,” Auth, and Authg, that,
respectively, authenticate Alice’s key K4 to one of Bob’s certification au-
thorities (CA), and Bob’s key Kg to a CA trusted by Alice;

e it displays Contr on Alice’s display in a rectangle Rect

e and requests a signature from Alice’s security module by passing to it

{Contr, Rect, Auth s, Authp, Arb}

e when it receives Alice’s signature, Sig4, from her security module, it sends
that to Bob; meanwhile,

e when it receives Bob’s signature, Sigp, it sends that to Alice’s security
module for verification;

e finally, it receives a success/failure notification from Alice’s security mod-
ule.

The steps that need to be taken in case of errors in the protocol have not been
discussed so far. Alice can refuse to sign, Bob can refuse to sign, the network can
break down, etc. Section 5.6 contains a more elaborate discussion of error handling
and related problems.

5.5.2. Combiner. The combiner in Alice’s security module, upon receiving
{Contr, Rect, Auth s, Authp, Arb}

does the following:

e The combiner records the contract as ‘not signed’ and ‘not countersigned’,
and starts signature and countersignature timers. If the timers expire,
there may be a problem getting the contract signed or countersigned.

e It gives Authp and Arb to the verifier which generates the credentials for
Bob, the counter-signer, and for the arbitrator.

e Then, the combiner offers the contract plus credentials to the signer in
order to obtain Alice’s signature;

e when Alice’s signature has been placed, the combiner marks the contract
‘signed’ and hands it to the local computer which sends it to Bob;

2Typically, chains of certificates.
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when the countersigned contract arrives with Bob’s signature (this could
happen before or after the previous step), the combiner checks that it is
the same contract as the one (to be) signed and hands it to the verifier
for verification.

when the contract has been verified, the contract is marked ‘counter-
signed’

as soon as a contract has been marked signed and countersigned, it is
appended to the contract log and Alice is notified via a message on the
screen.

5.5.3. Signer. Before discussing the failure modes, the actions of the signer
and verifier are described. The signer carries out these steps:

The signer turns on secure mode, that is, updates from the local computer
to the display are refused and keystrokes are not passed on to the local
computer;

it then clears the screen and displays Contr in Rect.®> The signer also
displays the credentials for Bob and for the arbitrator so that Alice can
check with whom she is entering into a contract and if the arbitrator is
appropriate for the contract. These credentials are presented in the form
of text. Alice can now read the contract and decide whether or not to
have the security module sign that.

Alice accepts or rejects the contract by pressing an ‘Accept’ or ‘Reject’
key and she types her PIN.* The signer can flash an LED under these
keys to alert her to the fact that she is being asked to sign a contract.
The security module will make sure that the LEDs can never be used for
anything else.

The signer sets Type to Accept or Reject, depending on the key that was
pressed;

creates a message, M, consisting of

M = {Type, Time, Auth 4, Authp, Contr}

computes a secure hash H of M, H(M), and offers that, with Alice’s PIN,
to her smart card. The smart card verifies the PIN and signs the message
if the PIN is correct;

the signed hash, {H (M)} k,, together with M is returned to the combiner.
From there, it will find its way to the local computer and to Bob.

3The only function of Rect is to allow the security module to display a contract in the same
position the local computer placed it: it is a convenience factor.

4To prevent Trojan-horse software from luring Alice into typing a PIN to malicious software
on the local computer, Alice must explicitly press an ‘Accept’ or ‘Reject’ key on the input device
before typing the PIN itself. Alice will get used to this so she will learn to press one of these keys
always before typing her PIN.

Depressing an Accept or Reject key when the security module is in normal mode will cause
it to switch to secure mode and give an error message. It will not pass any subsequent key
strokes—which may represent a PIN—to the local computer until a reasonable timeout period
has expired.
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5.5.4. Verifier. The verifier carries out several kinds of verifications. It man-
ages a set of local certificates that are used to derive the credentials of the signatures
on received messages. Certificates can be added to or deleted from the set; additions
and deletions can only be made with authorization from Alice’s PIN. It also verifies
the signatures on incoming messages. Signature verification is straightforward:

e The verifier receives from the combiner a message,
M' = {Type', Time', Authg, Auth 4, Contr}

and a signed hash, {H(M")} k.

e From Authpg, the verifier derives that the message must be signed by Kpg
(encrypted with K5').

e The verifier checks the time stamp and makes sure the message is neither
too old nor too new.

e It then calculates H' in two ways: by computing it from M’ and by
decrypting the signed hash with Bob’s public key Kp. If the two are the
same, the signature is verified.

e The verifier reports success or failure to the combiner.

5.6. Discussion

If something goes wrong during the preparation phase of the contract, that is,
before the contract is offered to Alice’s security module, the signing operation can
safely be abandoned. The signing protocols are thus greatly simplified by doing all
the certificate verification before signing operations start.

All the interesting error cases occur when one party signs a contract and does
not receive a countersigned copy from the other. This could be the result of a
refusal on the other party’s part, or of a failure—benign or malign—in the system.

The simplest case occurs—at least, from Alice’s point of view—when Alice
simply refuses to sign the contract. She presses the Reject key, which causes her
system to send a signed refusal to Bob. If Bob’s already signed, he must store this
refusal. Otherwise, Bob may or may not decide to keep it. Alice does not care; she
has not signed the contract, she’s only signed a statement that she’s not signing
the contract.

Without Alice’s signed refusal, Bob must seek arbitration; with the refusal,
Bob has a statement signed by Alice to prove that the contract is not valid, even
though Bob did sign a copy.

Consider the case where Alice does sign her copy of the contract, sends it off
to Bob and does not get anything back, not even a refusal. Alice’s security module
will detect this through time-out and it will display a failure message on the screen.
It will also get the smart card to sign a statement to the effect that the contract-
signing operation failed, append that to the log, and pass it to the local computer as
well. As far as the security module is concerned, the signing operation has finished.

Alice’s local computer, or Alice herself must now contact the arbitrator—let’s
call him Donald. If Donald is on line, she can contact him and give him a copy
of the signed contract as well as a copy of the signed failure message. Donald will
then try to contact Bob. If this succeeds, he can confront Bob with the contract
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and ask him to commit to the contract by signing it, or commit to refusing to sign
the contract by signing a statement to that effect. This statement is returned to
Alice and appended to her log (this can be done in the form of a ‘contract’ with
the adjudicator, so that Alice does not need to implement a separate mechanism
in her security module).

If Donald cannot contact Bob, he files Alice’s complaint in a time-stamped
record so that the problem can be sorted out later. If Alice can not contact Donald
on line, she can call him on the phone instead. Getting Bob on the phone may
have a great deal of social use, but it cannot be used by Alice as protection against
Bob’s possible dishonesty.

Donald can carry out these interactions with Alice and Bob using the same
contract signing protocols that Alice and Bob should have completed.

5.7. Summary

In this chapter logging of electronic transaction protocols was investigated as a
tool to increase the level of security in electronic commerce. The usefulness of this
approach depends on explicit and well-defined transaction protocol formats, and
binding of protocol message contents.

The use of logging facilities increases the level of security in an electronic-
commerce system. However, as much of the previous discussion has shown, its
usability as evidence in a lawsuit may be limited. In fact, the use of computer
evidence in court has shown to be rather difficult. Logging constitutes one of the
simplest forms of computer evidence, and yet, may face legal problems.

Increasing the confidence in the logged information is what seems most impor-
tant to achieve. Robustness and explicitness are the keywords to the enhancements
of existing logging functions.

The argument for secure transaction logging can also be seen from a safety point
of view. Although common sense says that logging functions should be mandatory
in transaction systems, still few of these systems provide independent logging func-
tionality.

The atomicity property of an electronic-commerce transaction cannot be en-
forced online in a way that guarantees that the client receives the service or goods,
and the merchant the proper payment. This is also the case for systems employ-
ing trusted third parties. Consequently, the process of arbitration over disputed
transactions must take place off-line at some time after the transaction protocol
has finished. The system can support arbitration by providing transactions logs
designed with arbitration in mind.



_____(3_____
Authorisation and Access Control in u-CAP

In a personal computing environment, one cannot always assume that all com-
puters are online all the time. The enforcement of an access control policy should
therefore not depend on a particular machine currently being online and reachable
via the network. In such environments, the enforcement of access control poli-
cies needs to be carried out by servers, and only to a lesser degree depend on the
accessibility of other remote services.

This chapter describes how authorisation and access control is achieved in u-
CAP.! The pu-CAP architecture is designed to let users define their own access
control policies and have them enforced by remote servers. In u-CAP, access rights
can be propagated between users and exercised by a server without any communi-
cation with the object server prior to the particular access request.

Capabilities, in the form of delegation certificates with once-only semantics, are
used to implement propagation of access rights. When a request to access an object
is invoked, the associated delegation certificate is revoked, and thereby invalidating
the delegated access rights. An underlying assumption is that object servers are
trusted by object owners to authenticate and enforce received delegation certificates
according to the current access control policies.

The once-only semantics of delegation certificates can also be used to imple-
ment electronic payment systems. Electronic payments are, essentially, statements
of trust exchanged between principals, e.g., users, merchants and banks. u-CAP
provides a simple mechanism to transfer and enforce such statements.

This chapter is structured as follows. First, an overview to the problem is
presented together with a short survey of related work on authorisation and access
control. Following the introduction is a detailed explanation of the u-CAP archi-
tecture and access request protocols. The explanation also covers the assumptions
underlying u-CAP’s design, and the encoding used for u-CAP’s protocol messages
and delegation certificates. Following the architectural description, an analysis of
the access request protocols is presented together with a discussion on how pu-CAP
can be used to implement electronic payment systems. The chapter ends with a
discussion of the proposed design and a summary of the results.

IDetails of u-CAP’s initial design were conceived in collaboration with Tage Stabell-Kulg,
University of Tromsg, Norway. The first results were presented at the 1st DIMACS WorkShop
on Trust Management in Networks [Helme and Stabell-Kulg, 1996]. An overview of the intended
target environment, the distributed File Repository (FR), is presented in [Helme and Stabell-Kulg,
1997].

75
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6.1. Overview

The introduction of mobile computers into distributed systems has lead to the
development of new paradigms in distributed computing (for example agent based
computing and applet programming). New paradigms often require changes or a
total redesign of existing architectures [Badrinath et al., 1993, Mullender et al.,
1995].

Mobile computers are often used as personal computers. When personal com-
puters are integrated into distributed systems, they will be used to store personal
information. Amongst others, users will store private information, encryption keys
and the credentials needed for authentication and access to remote services. A user
will, typically, own and use more than one computer, e.g., a workstation at the
office, a personal computer at home, a laptop while travelling, and a palmtop or
PDA as a personal organiser.

A consequence of using more than one machine is that personal information
belonging to users is stored in a distributed fashion. Lack of network connectivity
means that some computers may not always be online (e.g., a laptop or palmtop
could be switched off) and therefore be unreachable to other computers during
periods.

u-CAP is designed to provide security services to the File Repository (FR), a
distributed file system based on a version control access model [Helme and Stabell-
Kulg, 1997]. File operations of FR relies on the security services provided by u-CAP
to enforce the security policies defined by the users of the system.

FR provides services for basic file operations and file sharing. FR is designed
for mobile computing environments where machines sometimes can be switched off
or not reached due to network failures. In FR, each file has an owner and can over
time have many versions. Copies of files can be distributed over multiple servers,
although one copy is always the master copy. FR servers provide storage for files,
and the possibility to store state about a file’s whereabouts. When a file is to
be shared, the owner must grant access to the file (typically read-once or write-
once access, or both). New file versions checked in by another user can then be
committed by the owner.

p-CAP aims at providing authorisation and access control functions for com-
puting systems consisting of personal computers when incorporated and used in
open networked environments. Central to u-CAP’s operation is the use of creden-
tials with properties similar to capabilities, but with an extended semantics that
simplifies the process of revocation. In u-CAP, each issued capability is valid for
one-time use only, and its access rights are automatically revoked by the system
once used.

Another distinct feature of u-CAP, is that individual users are in authority to
generate capabilities for the objects they own that remote object servers store and
protect on their behalf. Newly created capabilities can be propagated to any user.
Users who receive these capabilities can present them to servers in order to request
a service only once. The server in question revokes the capability upon reception
of a service request made with it. These features of u-CAP enable access rights to
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be propagated with few assumptions made about the presence of online services to
support the process of authorisation and access control.

u-CAP can be used to do more than enabling users to delegate access rights
to other users. In systems designed for electronic commerce, for example, similar
functionality to that of u-CAP, is required to delegate trust between principals.
This, could be the rights to deduct money from an account held on a remote
computer only when certain requirements are met. u-CAP can in this respect
be used as a simple electronic payment system where the delegation certificates
represent signed cheques that authorise specific actions. For example, by issuing a
signed cheque authorisation in the form of a capability with once only semantics,
a user can effectively delegate to another user the rights to obtain a service once,
or to deduct a specific amount of money from his bank account once.

6.2. Authorisation and access control

Protection and access control is concerned with the enforcement of security
policies, and decisions concerning what principals have which access rights to par-
ticular objects. Research into the field of authorisation and access control is thor-
oughly described in literature (see for example [Jones, 1978, Wilkes and Needham,
1979, Landwehr, 1981, Wulf et al., 1981, Gong, 1989b, de Viva et al., 1995]).

The properties of personal mobile computers have particular implications for
the design of authorisation and access control systems. More specifically, many
existing systems facilitate the use of online services to implement security services.
If online services are critical to the correct functioning of the authorisation and
access control functions of a system, and network connectivity cannot be guaranteed
at all times, applications with security requirements are penalized in such systems.

Clearly, for the design of an authorisation and access control system, the as-
sumption that a machine can be unreachable, has implications for the design of
security functions. In particular, the use of online services should be minimised.

In Kerberos for example, loss of network connectivity, brings the entire system
to a halt and clients are not able to obtain credentials for any service until the
server is online again. A slow link to an authentication server in Wide Area Net-
work (WAN) settings can be annoying for local users as can be experienced when
using the Andrew Distributed File System (AFS) [Morris et al., 1986] when the
authentication server is located at a remote site. At the cost of more complexity
the use of replicated services can reduce these problems but not eliminate them
entirely [Gong et al., 1993].

Although it can be argued that current designs of authorisation and access
control systems often are quite sound for traditional distributed systems, the use
of trusted third party (TTP) security services is infeasible for personal distributed
computing environments. For example, a user may want to delegate access rights
for a particular file to another user. If this user is not registered in the same security
domain as the file owner, it is difficult (or even impossible) to create the credentials
that a file server will accept as valid. There are no fundamental or technical reasons
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why such restrictions should exist in the first place.? A user should simply be able
to delegate access rights electronically to anyone without involving a third party.
The main issues are that the file owner must provide the other user with valid
credentials to access the file in question, and the system must be able to verify
the validity of these access rights, and ensure that they cannot be misused. This
argument is naturally valid also for other types of services.

Another important issue is the revocation of issued access rights. In centralized
systems, the process of revocation is relatively straightforward. Since all channels
on which access requests and propagated access rights are under centralised man-
agement and control, revocation mechanisms can be implemented effectively. In
distributed systems, however, revocation is far more difficult to achieve. Decen-
tralised control, unrelated organisational domains, and insecure networks, lead to
different, challenges than for the centralised case. In particular, fast end effective
revocation of access rights in distributed systems depends on either the presence of
online revocation services, or access rights that are limited in time. Either approach
has its advantages and disadvantages. Effective revocation of access rights in dis-
tributed systems is generally considered to be a hard problem to solve [Lampson
et al., 1992b].

There appear to be two main approaches to the design of protection mecha-
nisms: access control based on either access control lists or capabilities, and an
access matrix describing each principal’s access rights to the resources available in
the system [Lampson, 1971]. The main difference between the two approaches is
that the former views the access matrix by its row, and the latter views it by its
column. Capabilities [Dennis and van Horn, 1966] are held by the subjects request-
ing access and usually carry with them the right to access system resources. Access
control lists contain names of authorised principals and are kept together with each
object, and are maintained by servers in the system,

Some systems use access control lists (ACL) to express access policies. The most
general ACL is a list of policy statements. Each policy statement can be simple
or compound, and describe complex relations between principals in the system
(see, e.g., the calculus for access control described in [Abadi et al., 1992]). Simple
policies, for example, can express that one particular principal is authorised to
access a particular file. Compound policies can impose further restrictions, e.g.,
as roles [Nyanchama and Osborne, 1993], by stating that a principal can only
access a resource when the access request originates from a particular program
when executing on behalf of that principal (e.g., a user).

In contrast to ACL-based systems where access rights are held close to the ob-
jects, capabilities are held by the subjects in system, and presented when resources
are being accessed. In traditional capability-based systems, the main security prob-
lems are that holders of capabilities can propagate them at will, and that whoever

21t should be noted that there may be politically motivated reasons, though. For example,
a company might require that all of its employees are only allowed to encrypt information with
keys shared with a central authority which is maintained by the company (for implications and a
practical solution see [Blaze, 1994a)).
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holds a capability can exercise its rights. In some capability systems, capabilities
are identity-dependent and can only be used by their owners.

Securing a capability system requires breaking the chain of free propagation and
free access. That is, limiting how and by whom access rights can be propagated
between the subjects in the system. These problems can be solved using one of
the following approaches [Gong, 1990]: (1) prohibit free propagation but grant a
principal whatever access rights that are held in his capabilities, (2) prohibit free
access but allow free propagation, and (3) prohibit both free propagation and free
access by making capabilities identity dependent.

In distributed systems, authentication is fundamental to the correct execution
of access control functions. Since all communication channels on which access
requests can arrive are not under centralized control, authentication is essential to
determine the origin of the access request. Cryptographic protocols [Schneier, 1996]
are usually employed to provide secure channels between mutually trusted entities.

Trust is fundamental to authentication in distributed systems and many models
for trust relationships in distributed systems have been proposed in literature (see,
e.g., [Lampson et al., 1992b, Yahalom et al., 1993, Wobber et al., 1994]). Access
policies are, essentially, statements of trust, and express trust relations between
principals.

In the following, some of the systems that motivated the design of u-CAP
are discussed in more detail. In particular, the following systems are discussed: the
Amoeba operating system [Mullender, 1985, Tanenbaum et al., 1990], ICAP [Gong,
1989a], PolicyMaker [Blaze et al., 1996b] and Simple Distributed Security Infras-
tructure (SDSI) [Rivest and Lampson, 1996].

Amoeba relies on capabilities to implement authorisation and access control
functions. In Amoeba, all objects are identified by capabilities of 128 bits length.
Each capability contains sufficient information to identify the server holding an
object (server port), and an identifier (object number) for the object. In addition,
each capability also contains access permissions and check fields to identify the
types of access the holder of a capability is allowed to make. Amoeba’s capabilities
are “scrambled” to prevent forgery, and tampering yields an unusable capability.

In Amoeba, protection relies on the difficulty of creating forged capabilities that
may represent access rights to particular objects. Random bits in the capability
increase the sparseness of each capability in this respect.

Amoeba allows capabilities to be freely propagated. Revocation of a capability
requires that the object referred to by a capability is unregistered, and a new
capability is issued for the object.

ICAP employs the use of identity-based capabilities where the semantics of
traditional capabilities have been changed to also incorporate the identities of ca-
pability holders. In ICAP, capabilities are issued by object servers. The server
keeps an internal capability for each object, which is assembled from an object
identifier and a verification code. External capabilities are issued for each subject
exclusively, and contain sufficient information to describe a subject’s access rights
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to the object in question. An underlying assumption is that the server can authen-
ticate each subject properly and determine whether it is the owner of the issued
capability who issued an access request.

Propagation of access rights is implemented using an explicit handshake with
the object server. A principal that wants to propagate access rights for an object
forwards this request to the object server. The server creates a new external capa-
bility for the object containing the propagated access rights and the identity of the
principal that access rights are propagated to. The new capability is presented to
the intended principal, and can be used by that principal to exercise the propagated
access rights in subsequent communication with the server.

The server keeps an exception list on a per object basis which is used to im-
plement rapid revocation of access rights. For each granted revocation, the cor-
responding exception list is updated to reflect the revocation of the capability in
question. On access requests, both the validity of the capability is checked, and the
exception list is checked to prevent the use of a capability that is already revoked.
When an exception list becomes to long, a full revocation can take place, and a
new internal capability is issued for the object.

PolicyMaker is a certificate-based authorisation system. The system differs
from other certificate-based authorisation systems in that instead of binding names
to public keys, it binds public keys to predicates that these keys are trusted to sign.
Using a simple programming language, each predicate can express policies, creden-
tials or trust relationships between principals. An important aspect of PolicyMaker
is that the mechanisms used to verify credentials do not depend on the credentials
or the applications that use them. Therefore, PolicyMaker enables applications
with different policy requirements to share the same verification infrastructure.

In PolicyMaker, security policies and credentials are expressed in terms of pred-
icates associated with public keys. These predicates either accept or reject actions
based on what the corresponding holders of secret keys are trusted to do. Whether
an action should be accepted or rejected, is determined by queries to PolicyMaker.

The core functionality of PolicyMaker is to process queries, and the functional-
ity of the system can in this respect be compared to a rule-based inference engine.
Queries are requests to determine whether one or more particular public keys are
authorised to perform some action, and whether this action is in accordance with
a given policy.

Policy assertions are defined in advance and prior to system operation. In
PolicyMaker, a policy assertion is either a certificate or a local policy. In contrast
to certificates, local policies do not need to be signed with a public key, and are
always valid locally.

SDSI is a simple public-key infrastructure designed to address several prob-
lems of existing public-key infrastructures. In particular, SDSI tries to address
the incompleteness and complexity of other proposed systems (e.g., X.509, see Sec-
tion 3.8) by being simpler, and by having a certificate structure that supports access
control decisions and more than plain identity certificates.
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In SDSI, everything is based on the notion of keys as principals. A SDSI
principal is a public key used as a digital signature verification key. There is no
notion of “users”. Instead, a key can act as a proxy for a user. Thus, in SDSI, a
principal is a public key, and is the “one who speaks”. If two principals are the
same public key, they are taken as being the same.

SDSI does not require a global authentication hierarchy. Instead each principal
is a certification authority and can make signed statements. A principal can choose
any policy and procedure it likes when signing statements.

Names [Needham, 1989] are central to the operation of SDSI, and each princi-
pal can build its own local name space. However, in an operational environment,
typically one or more distinguished naming hierarchy roots will also exist (e.g.,
the Domain Name Service (DNS), and X.509). Global names can be bound to lo-
cal names within each principal’s local name space, and thereby provide means to
authenticate principals in other domains.

In SDSI, each signed statement a principal makes, is issued in the form of a
certificate. The certificate consists of human-readable contents expressed in free-
form ASCII text. Lisp-like S-expressions are used as the structuring tool to express
the semantics of the certificate. This approach is more flexible than the well-known
identity certificates (e.g., as described in recommendation X.509 [CCITT, 1991]).
Identity certificates are used to bind the names of individuals to their public keys.
In SDSI, a certificate may contain arbitrary S-expressions and nested levels of signed
statements including delegations and access policies.

6.3. Architectural overview

This section describes the u-CAP authorisation and access control architecture
in more detail.

u-CAP supports the version control access model of FR by providing the fol-
lowing two access request services:

Non-propagated access: Non-propagated (plain) access requests are used
by file owners and involve direct interaction between the owner and the
server that maintains the file in question.

Propagated access: Propagated access requests enable file owners to hand
off some access rights to other users and thereby enabling them to access
the files in question.

The access request types are illustrated in more detail in Figure 6.1. In this Fig-
ure, A represents the file owner, B the file borrower, and S the file server. Non-
propagated access is achieved using a request-response protocol between the owner
and the server. Propagated access is achieved using a request-response protocol
between B and S where the request contains an explicit hand-off of authority from
A to B. Thus, a handoff must be received by B from A prior to any access requests
are sent to S by B.



82 6. AUTHORISATION AND ACCESS CONTROL IN p-CAP

Propagation

FIGURE 6.1. Access request patterns in u-CAP

Initial access rights to create objects® are granted by the object server, and
must have been obtained prior to plain access requests. A user sends a message to
the object server requesting an object of a specific type (e.g., a file) to be created.
If the user is authorised to create new objects on this particular object server, the
object server creates the new object and returns an object identifier to the user.

In pu-CAP, hand-off of authority (e.g., to access a file on a remote server) is based
on the use of delegation certificates. A delegation certificate is an expression signed
by the object owner stating and authorising the requested operation. The delegation
certificate represents a capability that can be used once-only by whomever it has
been delegated to. It contains a human readable expression that the object server
is able to interpret. The general structure of a delegation certificate representing a
signed statement is the following:

[signature authorises action] (6.1)

The signature is created by the authorising principal and the action represents the
access rights granted by the delegation certificate. The term action signifies that
access rights can be compound and expressed in a programming language, e.g., in
PolicyMaker or SDSI notation. The term capability is appropriate to describe the
delegation certificate construct.

The owner of an object can sign a delegation certificate that, when used by
another principal, enables this principal to access the object. In the delegation
certificate the action describes the access policy which is being propagated and
the signature vouches for its validity. A timestamp is also embedded into the
certificate and is used to limit the lifetime in which it should be considered valid.
The object owner can define arbitrary access policies and propagate these rights

3In the rest of this chapter, the more generic term object is used instead of file to denote
resources subject to access restrictions. Similarly, the term object server is used to denote a
system maintains objects.
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to other principals. The validity of a delegation certificate and its included access
rights are verified by the object server upon reception of an access request.

Access control is performed by the object server whenever a request to access
a file is received. The object owner needs to trust the object server to carry out
authorisation and access control faithfully and according to the policy dictated by
the delegation certificate.

Since the object owner may not always be in a position to communicate directly
with the object server, revocation of access rights is a problem. Consider a situation
where the owner has delegated some access rights for an object to another user, but
is prevented from communicating with the object server directly. The user that the
object owner has delegated access rights to, may still be in a position to exercise
these delegated access rights. As far as the object server is concerned, a user who
presents a valid delegation certificate that has been issued by the object owner, is
entitled to access the object according to the policy expressed by that certificate.
The solution exploited in p-CAP is to make the delegation certificates valid for
one-time usage. Whenever a delegation certificate is presented to an object server,
its rights are automatically revoked by the server.

For performance reasons it is important that the revocation is implemented
efficiently and that revoked certificates can be processed using minimal resources
on the server. An enforcement of “once only” semantics is primarily a question of
modifications to the access control mechanism implemented by each of the object
servers. It is sufficient to keep a revocation list of all previously invoked requests
and check against this list every time a new request occurs. A requirement is that
that delegation certificates can be distinguished from each other.

Authentication of users and services is achieved using public-key cryptography.
A public-key pair is associated with each user and service, and identity certificates
are used to bind user and service identities to public keys.

If confidentiality is also required, it can be built into the propagation and access
protocols of u-CAP, or rely on a network-level security subsystem (e.g., SCIP, see
Chapter 7).

6.3.1. Assumptions. This section states the assumptions being made for the
u-CAP architecture in more detail.

e The main assumption underlying pu-CAP is concerned with the confiden-
tiality of private keys and integrity of public keys. Public keys are used
for authentication purposes and for verification of delegation certificates
created by holders of private keys. They are also used to establish secure
communication channels with other principals.

e Honest principals authenticate access requests properly. Honest behaviour
is fundamental to the correct operation of any access control scheme.

e A user trusts an object server to perform proper authentication and au-
thorisation of all requests to access objects. Consider the situation when
a user does not trust an object server to carry out proper authentica-
tion and access control. That is, if users lack confidence in that an object
server is capable of storing and protecting objects belonging to them, they
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should not rely on this object server in the first place. Thus, the assump-
tion about trust is simply that users express their trust in the correct
operation of an object server by storing objects on it.

e A delegation certificate is unforgeable (for a more elaborate description
of the underlying assumptions, see Chapter 3). Any attempt to forge a
delegation certificate can be detected.

Another related assumption is that delegation certificates contain suf-
ficient entropy not to be easily forged. There are two issues involved:
(1) since delegated authority can be exercised only once, each delegation
certificate must be unique, and
(2) the probability of a forged certificate to be taken as authentic by the
server (for example, by a birthday attack) is minimal.

e Object servers authenticate the access policies embedded in the delega-
tion certificates. An access policy can be relatively simple, or a complex
statement written in a programming language. The requirement is that
the object server can execute validated statements. In this respect the
assumptions are the same as those underlying PolicyMaker. It is impor-
tant that each delegation certificate can be interpreted unambiguously
and therefore that there is just one interpretation of a statement. The use
of a formal language can be used to decrease the probability of ambiguity.
It is also assumed that the language used, does not have undesirable side
effects such as properties that can compromise the rest of the system.

6.3.2. Non-propagated access protocol. Object owners invoke operations
on their objects using non-propagated (plain) access requests. Non-propagated ac-
cess requests are implemented by a two-message Remote Procedure Call (RPC) [Bir-
rel and Nelson, 1984] protocol exchange between the object owner and the server
maintaining the object in question. In the first protocol message, the object owner
A presents an access request to the server S, and in the second message, S re-
turns the response to that access request back to A. The protocol is modelled as
a fail-stop protocol (for a description of the properties of fail-stop protocols, see
Section 3.7.3).

More specifically, the non-propagated access protocol consists of the following
two messages:

Message 1 A — S: {A,5 No,Calp,
Message 2 S — A: {{S,A,No,F(Ca)} -1},

In the protocol description, A denotes the object owner, S the object server, N, a
nonce invented by A and used as freshness identifier, C, the delegation certificate
created and signed by A, and F(C,) the response from S to A’s access request.
F(C,) represents the response generated by the server of accessing OB, e.g., when
a file is read and returned to the A.

The delegation certificate C, used in Message 1 is encoded as follows:

{A,8,T., 0B, AC,} jr 1 (6.2)
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A and S denote the object owner and server respectively, T}, a timestamp generated
by A, OB the object identifier, AC, the access rights of A delegated OB. The
delegation certificate is self-authorising in that it states explicitly what access rights
A should have, and vouches for it using A’s signature.

6.3.3. Propagated access protocol. Using a propagated access protocol,
object owners can delegate once-only access rights for their objects to other princi-
pals enabling them to access these objects. The protocol is similar in structure to
the non-propagated access protocol in that it is a request-response communication
exchange with the object server. The main difference lies in that the access request
is not invoked by the user owning the object. Instead, a delegation certificate con-
taining the delegated access rights is propagated to the borrower prior to the access
request.

More specifically, the propagated access protocol consists of the following three
messages:

Messagel A— B: {A,B, Ca}Kb
Message2 B — S: {{B,S, Nb,Ca}Kfl}K
b S

Message 3 S — B: {{S,B,Ny,F(Ca)}p1}p,

In the protocol description, A denotes the object owner, B the borrower, S the
object server, C, the delegation certificate created and signed by A for B, and
F(C,) the response from S to B’s access request, and N, a nonce invented by B.
F(C,) represents the response generated by the server of accessing OB.

The delegation certificate C, used in Message 1 and Message 2 is encoded as
follows:

{A,B,S, TGJOB:ACb}K—l (63)

A, B and S denote the object owner, borrower and server respectively, T, a times-
tamp generated by A, OB the object identifier of the object to be accessed, AC}
the access rights of B for OB.

Note that propagated access rights can be anonymous. Anonymous delegation
of access rights is achieved by not mentioning (or encrypting for) B in any of the
protocol messages. A u-CAP delegation certificate can thus be propagated to any
principal and still be enforced by S. If A requires explicit authentication of B, the
propagated access rights are delegated to B and stated in the delegation certificate.
S authenticates that the request is indeed invoked by B before access is granted.
In the case of anonymous requests, B’s signature in Message 2 is not required.
Similarly, in Message 1, A’s encryption of the delegation certificate with B’s public
key is also optional.

6.3.4. Revocation. Recall from Section 6.3 that u-CAP’s design dictates that
object owner are responsible for defining access policies for the objects they own,
and to create delegation of access rights expressing these rights. The servers, on
the other hand, are responsible for the enforcement of the access rights and the
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revocation of them after use. Each object server implements a protection mecha-
nism which is used to enforce the access policies defined by the issued delegation
certificates.

The once-only property of u-CAP’s delegation certificates poses some impli-
cations for the implementation of the protection mechanism implemented in the
object servers. In particular, each object server must revoke the access rights ex-
pressed in a delegation certificate immediately after the certificate has been used
to grant access, and thereby guaranteeing that each certificate is valid only once.

Several approaches can be used to enforce the once only semantics of u-CAP’s
delegation certificates. Solutions typically rely on the use of one or a combination
of several of the following approaches:

Revocation lists: Similar to revocation lists in capability-based systems,
lists of delegation certificates that have already been used to grant access
can be used to identify delegation certificates as duplicates,

Timestamps: synchronized clocks and a time frame in which a delegation
certificate is considered valid, or

Message uniqueness: the uniqueness of each delegation certificate is used
to determine whether a particular certificate has already been used.

In u-CAP, revocation of issued delegation certificates and enforcement of once-only
access rights relies on the use of a combination of the techniques mentioned above.
In the following the revocation procedure is described in more detail.

Revocation lists are used to implement revocation of access rights. A list of
delegation certificates that have already been used is associated with each object
and maintained by the object server. Upon each request to access an object the
revocation list is consulted before an access is granted. The access rights of a
delegation certificate are immediately revoked and the revocation list updated to
reflect the revoked rights.

Each delegation certificate issued is unique. Uniqueness is guaranteed by num-
bering and the included timestamp provided by the user. The server uses uniqueness
information when updating the revocation list of an object to determine whether
the same delegation certificate has already been used.

To simplify the revocation process, each delegation certificate is issued within
a specific epoch. An epoch is simply an agreement between the user and the server
on the maximum number of delegation certificates that at any time can be issued
by the user. The main purpose of an epoch is to put an upper limit on the length
of the revocation list (and storage space) that the server maintains for each object.

Delegation certificates issued in the same epoch are not ordered and can be
presented to the object server in arbitrary order. In this respect, the semantics of
u-CAP’s delegation certificates differs from one-time password in other proposed
solutions (for example, [Lamport, 1981] and S/Key [Haller, 1994]), where all pass-
words must be presented in the correct order.

Timestamps are used as an additional source of information for revocation
purposes. Since individual users specify access policies, the correctness of the time
stamp encoded into each delegation certificate depends entirely on this user’s ability
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to determine what the current time is. However, in u-CAP, timestamps are only
used to catch up with old certificates.

A user has the opportunity to revoke an entire epoch including all the delegation
certificates issued in it. Epoch revocation, however, requires online access to the
server. Revocation of an epoch in u-CAPcan be compared to issuing a new internal
capability for an object in ICAP. In both systems the effect is to discard the current
revocation list without compromising the security.

6.4. Protocol analysis

This section analyses the non-propagated and propagated access protocols em-
ployed in u-CAP. Both protocols are analysed using the BAN logic of authentica-
tion (see Section 3.7.3). The main goal of the analysis is to show that both protocols
achieve authentication whenever this is required, and that there is a timely corre-
spondence between the exchanged messages. The latter mainly proves that the
exchanged messages belong to the same execution of the protocol.

Authorisation is not an issue in the BAN analysis of protocols.* However,
timely reception of authenticated messages containing authorisation statements is
fundamental to the correct functioning of the access control mechanism. Enforce-
ment of u-CAP’s once-only semantics of delegation certificates is entirely a question
concerning the correctness of the implementation of the access control mechanism
in the object servers, and is therefore not analysed further in this section.

The BAN logic’s jurisdiction construct is used to model the object owner’s
jurisdiction over access rights and the server’s jurisdiction over responses to access
request. Usually, in the BAN logic analysis of a protocol, the jurisdiction construct
is used to express that a principal has jurisdiction over statements about the quality
of keys. In the protocol analysis below, the jurisdiction construct is used to cover
beliefs about the quality of access requests and responses.

The fail-stop (or rather fail-safe) properties of the u-CAP protocols are not
analysed. However, it can be shown that both protocols satisfy the requirements
for such protocols, as outlined in Section 3.7.3.

6.4.1. Non-propagated access protocol. The first step of the protocol
analysis is to transform the protocol into an idealized form that can be analysed
with the rules defined in the BAN logic. In the idealized protocol, the parts of
messages that are sent in clear text or that do not contribute to the beliefs of the
recipient are omitted. The idealized non-propagated access protocol becomes:

Message 1 A —S: {Na,{To,Xa}p 1 from A}
a
Message 2 S = A: {{Na, Xs} o1},

The delegation certificate is in the idealized form of the protocol transformed into

{T,, Xa}K,l from A

4 Authorisation is also beyond the scope of what the BAN logic is designed to achieve.
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In the delegation certificate, X, represents A’s access request. Similarly, in the
response from S, X, represents the result of the access request.

In the protocol analysis, the following assumptions concerning the initial beliefs
of principals are made:

Ay selks
Aefs sefa
A E #(Na) S EH(T.)

AESE X, SEAPR X,
It is assumed that both A and S know their own secret key and the other’s public
key. In addition, A believes that N, is fresh and S believes that A’s timestamp T,
is fresh. S believes A has jurisdiction over the access request X,, and A believes S
has jurisdiction over the response to the access request Xs.

The protocol analysed. S receives Message 1, and from the rules of message
meaning and nonce verification (treating T, as a nonce), obtains:®

SEAEX, (6.4)
The jurisdiction rule enables S to obtain:
S E X, (6.5)

which is a necessary requirement for S to fulfill the access request.
Similar to Message 1, A receives Message 2, and from the rules of message
meaning and nonce verification, obtains:

AES EX, (6.6)
Finally, the jurisdiction rule enables A to obtain:
AEX, (6.7)

which implies that A believes X to be the proper response to the access request.

At the end of the protocol execution S believes it has served an access request
that A uttered recently. In addition, A believes the X is a timely response to the
access request.

6.4.2. Propagated access protocol. The messages of the propagated access
protocol are transformed into idealized form using the same approach as for the non-
propagated access protocol. The idealized propagated access protocol becomes:

Message 1 A — B: {{To, Xp} g1 from A},
a
Message 2 B — S:  {{Np,{Ta, Xo} -1 from A}K_1 137
a b 8
Message 3 S — B: {{Ny, Xs}p 1},
s
In the idealized protocol, the delegation certificate contains X3, which represents
B’s delegated access rights to A’s object OB.

In the protocol analysis the following assumptions concerning the initial beliefs
of principals are made:

SIntermediate steps of the protocol analysis are omitted from the text.
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AERsa sefs

Aefs sefa

Acefp sefs

pefp Befe4

Befsg

AESE X, SEAR X,
BESE X, BEAB X,
B E §(Ny)

B E §(Ta) S E#(Ta)

It is assumed that A, B and S know their own secret key and the other’s public
key. In addition, B believes that Ny is fresh and S believes that A’s timestamp T,
is fresh. S believes A has jurisdiction over the access request X3, and A believes S
has jurisdiction over the response to the access request X;. B also believes A has
jurisdiction X, and that S has jurisdiction over X;.

The protocol analysed. B receives Message 1 including the delegation certificate
from A, and from the rules of message meaning and nonce verification (treating T,
as a nonce), obtains:

BEAEX, (6.8)
The jurisdiction rule enables B to obtain:
AEX, (6.9)

which indicates that B believes A recently uttered Xj.

S receives Message 2 from B including A’s delegation certificate relayed by B,
and from the rules of message meaning and nonce verification (treating T, as a
nonce), obtains:

SEAEX, (6.10)
The jurisdiction rule enables B to obtain:
S EXp (6.11)

which is a necessary requirement for S to fulfill the access request.
B receives Message 3 from S, and from the rules of message meaning and nonce
verification, obtains:

BE S EX; (6.12)
Finally, the jurisdiction rule enables B to obtain:
B E X, (6.13)

which implies that B believes X to be the proper response to the access request.

At the end of the protocol execution S believes it has served an access request
that B uttered recently containing access rights delegated by A. In addition, B
believes the X is a timely response to the access request.
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1)

FI1GURE 6.2. Conceptual model of electronic payment systems

6.5. Electronic payments

u-CAP can also be used as the underlying mechanism of a simple electronic
payment system. The central idea is to let u-CAP’s delegation certificates represent
either electronic cash issued by a bank, or electronic cheques signed by customers
of the bank:

Cheque model: In the cheque model, u-CAP’s delegation certificates are
used as authorisation statements for actions to take place at the bank (for
example, to deduct money from an account.

Cash model: In the cash model, the chain of authority starts at the bank.
Similar to u-CAP’s epochs for delegation certificates, the bank issues a
series of signed statements with once-only access and propagates these to
the user. The user, in turn, can propagate these at will to other users who
can return them to the bank.

These two approaches are illustrated in Figure 6.2. In the case of digital
cheques, the delegation certificate issued by A allows B to withdraw money from
A’s account maintained by the bank S. In the case of digital cash, S issues delega-
tion certificates to A, and A forwards these to B as payment tokens. Both scenarios
rely on that S is capable of enforcing the once-only semantics. However, since S
represents the bank, it is likely in it’s own interest to actually do so.

6.6. Discussion

The p-CAP architecture is to large extents inspired by the ICAP architecture.
However, since the underlying assumptions about the operational environment are
different in these two systems, the solutions are also inherently different. In par-
ticular, in ICAP the responsibility of creating capabilities is assigned to the server
which hands these over to clients via secure and trusted channels. In pu-CAP, the
same responsibility is assigned to the clients.
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A consequence of this design choice was to enforce once-only semantics on the
issued capabilities. The reason is that in a computing environment where access
control cannot entirely rely on the presence of online services and a fully connected
network, traditional capabilities are not well suited. The automatic revocation
enforced by u-CAP solves this by providing a method of revocation that works also
for environments in which network links might fail or some machines are off-line.

u-CAP’s protection mechanism depends critically on the correctness of the
revocation mechanism and its ability to identify delegation certificates that have
already been used.

6.7. Summary

This chapter described the design of an authorisation and access control system
based on the use of capabilities with extended semantics. In the proposed design
capabilities are implemented as delegation certificates with once-only semantics
carrying identities and timestamps. Each capability is automatically revoked by a
server when used to access the associated object. Used capabilities are tracked by
the servers, and checked against when new capabilities are used. These capabilities
can be used to implement authorisation and access control in electronic-commerce
applications, and to implement simple payment systems.






_7_
Network-level Security in SCIP

This chapter describes the design and implementation of SCIP, a network-layer
authentication and key negotiation system for Internet-like environments. SCIP’s
system services include authentication, key management and confidentiality. SCIP
is implemented as a new communication protocol to be used in conjunction with
TCP/IP networks, and it is based on the use of data encapsulation and virtual
network interfaces.

SCIP uses an off-line authority to sign public-key certificates for all the ma-
chines with which secure communication is required. Certification authorities can
be maintained by individual users or by smaller organisations in trusted environ-
ments.

The main system service of SCIP is to provide secure communication channels
between pairs of mutually authenticated machines at the network-level. Applica-
tions can take advantage of the new security services provided by SCIP without
having to be modified or re-implemented.

SCIP is designed for small personal computing environments in which indi-
vidual users manage their own machines and use them to access remote services.
The system is designed such that it can be easily extended and used by a larger
user community in wide area networks. Most components are implemented in user-
space entirely, and the current implementation is small in size, and requires only
minor changes to the host operating system. The SCIP prototype is hosted on the
NetBSD, a Unix-like operating system that is derived on the BSD-4.4Lite distribu-
tion of software.

This chapter is structured as follows. First, an overview of the problem is pre-
sented together with a short review of related work. Following the introduction is
a description of the SCIP architecture and the requirements underlying its design.
The presentation covers data flow in SCIP and the state machine of SCIP’s authen-
tication and key negotiation protocol. A section is devoted to a detailed study of
the protocol implemented in SCIP together with an analysis of its properties. The
chapter finishes with a discussion of the design and a summary of findings.

7.1. Introduction

A problem in contemporary distributed computing environments is the lack of
widespread use of network security services and the increasing availability of public
resources. Reports of computer fraud and hacker activity in computer networks and

93
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the commercial exploitation of public networks indicate that a high level network
security is urgently required.

In particular, a major problem with the current Internet Protocol (IP) [Postel,
1981a], is the lack of support for security functions. In addition, no infrastruc-
ture for authentication, integrity and confidentiality of communicated information
currently exists or is in widespread use.

Many operating systems hosting IP, also host applications whose security relies
entirely on the authenticity and integrity of the network information received from
IP or application protocols. In particular, these applications rely on Internet do-
main names being mapped to correct IP addresses, and that forged communication
is detected and discarded by the system. Current TCP/IP implementations do not
meet these requirements. This is highly undesirable.

In some systems (e.g., Kerberos, see Section 3.8), security functions have been
added at the application level, and are only accessible to modified applications. It is
problematic that to take advantage of new security functions, the applications have
to be be rewritten. When security functions are added to the network level, changes
to applications can be kept to a minimum and will in some cases not required at
all.

7.2. Related work

This section describes a set of systems with functionality similar to that in
SCIP. The swlPe [loannidis and Blaze, 1993] system was one of the first network-
level authentication systems proposed. SKIP [Caronni et al., 1996] is implemented
by SUN Microsystems. IPv6 [Hinden, 1996] is specification of the new IP standard,
and it includes support for authentication, integrity and confidentiality.

SwlPe is a network layer security system that provides data confidentiality and
integrity, and source network address authentication for communication between
Unix systems. Is is designed to be incorporated into an existing IP implementation
without altering the structure of IP itself. This is achieved by tunnelling ordinary IP
packets inside IP packets. These packets carry a unique swIPe IP protocol number.
SwlPe intercepts and processes these packets separately before they are passed
on either upwards or downwards through the IP protocol stack. This approach
provides security mechanisms at a fairly low level of the operating system.

An advantage of this approach is that tunnelled packets can transit parts of
the network that do not know about swIPe, and there is no need to change existing
network infrastructures and interfaces. SwIPe can be used to implement both end-
to-end and Network-level security.

The swIPe architecture consists of three conceptual components; the security
processing engine, the key management engine, and the policy engine. The policy
engine examines outgoing packets to determine whether they should be processed
by swIPe, and it examines incoming packets to decide whether they should be
accepted and the kind of processing that should be applied. The key management
engine establishes session keys and communicates with key management engines
on other hosts in order to achieve this. The security processing engine is added to
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the network layer to apply the actual security processing to incoming and outgoing
packets. Both the key management engine and the policy engine are implemented
as user-space processes while the security processing engine resides inside the Unix
kernel.

In swlIPe, keys and access policies are maintained on a host-by-host basis. Key
exchange is done out-of-band and the IP packets carrying these requests are not
processed by swlPe itself. The access policy for packets is either accept or deny,
and each host keeps a table containing hosts it accepts swIPe packets from.

SKIP (Simple Key-Management for Internet Protocols) is an implementation of
a network layer key management system for IP datagrams, implemented by Sun Mi-
crosystems and incorporated into the Solaris Unix operating system. SKIP utilizes
Diffie-Hellman public key cryptography [Diffie and Hellmann, 1976] to establish
shared secrets that will be used as session keys.

The main components of SKIP are: a key manager daemon which maintains a
database of certificate information, a bulk data crypt engine that provides encryp-
tion and decryption services to applications, and a TCP/IP streams module which
is inserted between the Solaris TCP /IP stack and the network interface.

Recent standardisation efforts have resulted in a new version of the TCP/IP
protocol suite called IP Next Generation, protocol version 6 (IPv6). IPv6 has
been recommended to be the new Internet protocol by the Internet Engineering
Task Force (IETF) and documented in RFC 1752 [Bradner and Mankin, 1995], and
approved by the Internet Engineering Steering group as the new IP standard that
will eventually replace the current version (IPv4) of the protocol.

The security extensions of IPv6 are two-fold, and the features are documented
in RFC 1825 [Atkinson, 1995¢c]. The primary mechanism is an IPv6 Authentication
Header [Atkinson, 1995a]. The authentication header is an extension header that
provides authentication and integrity of IPv6 datagrams. The extension header for-
mat is algorithm independent and supports different authentication techniques. The
secondary extension is the IPv6 Encapsulation Security Header [Atkinson, 1995b].
The security header provides integrity and confidentiality to IPv6 datagrams. Is is
also designed to be algorithm-independent. DES in CBC mode (see Section 2.2.1)
has been adopted as the standard algorithm to use for data encryption.

7.3. The SCIP architecture

SCIP is a network firewall architecture for personal computers, with a secure
protocol for communication with other SCIP hosts through the firewall. A descrip-
tion of SCIP’s initial design can be found in [Helme and Plaggenmarsch, 1995].

SCIP’s design is influenced swlPe and shares many attributes with the lat-
ter. In particular, both SCIP and swIPe use virtual networks and IP encapsula-
tion [Bellovin, 1990] to coexist with other protocols. SCIP also provides authenti-
cation, key distribution, and firewall filtering of IP datagrams.

In the following, the SCIP architecture is described in more detail. In par-
ticular, SCIP’s operational modes, the requirements underlying operational use,
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SCIP’s protocol formats, access policies, and authentication and key distribution
are presented.

7.3.1. Operational modes. SCIP can be configured to be used in three dif-
ferent operational modes, and tailored to fit target environments with different
requirements to access policies. The main modes of operation are: host-host com-
munication, remote site communication, and the use of SCIP within conjunction
with IP firewalls:

Host-host communication: SCIP is designed to provide secure commu-
nication between pairs of hosts, and the host-host communication oper-
ational mode is just this. Both hosts authenticate each other mutually
using their public keys and negotiate a session key that is used to encrypt
subsequent communication between them.

Remote site communication: SCIP can be used to forward IP traffic des-
tined to a particular host to a remote site. In order to use this facility,
the host in question must have an temporarily assigned IP address at the
remote site that SCIP traffic is forwarded to. The remote site communi-
cation facility provides secure network access for machines that are used
from insecure domains.

Firewall mode: SCIP can be used as an IP firewall and configured to dis-
card all IP data traffic except that generated by SCIP itself. The firewall
mode is used to allow authenticated traffic through the firewall while at
the same time rejecting all other communication.

7.3.2. Requirements. The design goal of SCIP is to provide a clean imple-
mentation of secure IP that does not alter existing TCP/IP protocol implementa-
tions or operating systems substantially. In this process, the following requirements
are identified:

Flexibility: On each host that supports SCIP it should be easy to add
new access policies or make changes to existing policies governing access
to that host. Each host should be able to define and enforce its own
policies independent of the policies defined and enforced by other hosts. In
addition, inbound and outbound data traffic should be treated separately
in such way that the policy for inbound traffic can be different from the
policy for outbound traffic.

Modularity: The system should be modular and extensible. Adding new
formats and/or protocols and algorithms should not require a rewrite of
the existing system.

Compatibility: The system should be compatible with existing network
protocols and easy to incorporate into an existing network infrastructure.
That is, the extensions that SCIP makes to TCP/IP should not alter the
existing protocol formats in any way that renders it incompatible with IP.

Efficiency: The implementation should be fast enough for ordinary work-
station workload on local area networks, including remote login sessions,
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WWW access, and remote file system operations. The impacts of high-
speed networks and multimedia applications are not considered. Mecha-
nisms should be implemented in the Unix kernel.

Pairwise communication: Authentication and the establishment of se-
cure channels has to be between pairs of hosts. This enables each host to
specify access policies with a reasonably high level of granularity.

Stateless operation: Protocol units should be protected independently from
each other. The loss of one datagram should not affect the processing of
any other datagram. Since SCIP is applied at the network level, all higher
level transport protocols will automatically retransmit lost datagrams. In
this respect, SCIP does not differ from standard IP.

Forward secrecy: If a host is compromised, forward secrecy should still be
provided. In particular, if a long-term private key of a host is compro-
mised, it should not be possible to decrypt past communication between
that host and other hosts.

7.3.3. Protocol format. In the following, a more detailed description of
SCIP’s protocol formats are presented.

Hosts that support SCIP exchange data using a dedicated datagram format.
The format used by SCIP is interchangeable with existing IP datagram formats. In
order for the TCP /IP protocol to distinguish between SCIP datagrams and normal
IP datagrams, an unassigned protocol number is used as the SCIP protocol identi-
fier. The protocol number used by SCIP is IPPROT0_SCIP = 133 (an overview over
other assigned protocol numbers can be found in [Reynolds and Postel, 1994]). The
SCIP protocol header formats are similar to the IPv6 security header extensions,
but not compatible with them.!

In order to to process a datagram at the receiving side, a subheader contain-
ing information about the protection scheme in use, together with administrative
information (e.g., the digital signature scheme being used) is added to the payload
of the datagram. The source and destination addresses in the header of the encap-
sulated datagram are typically the same as those of the original datagram being
encapsulated.

The format of the SCIP protocol units exchanged is illustrated in Figure 7.1
on page 98. A standard IP datagram is the payload of the SCIP datagram. The
payload of the SCIP datagram can be (optionally) encrypted (not shown in the
figure). The header contains the same information as the original datagram except
for the protocol identifier which is set to IPPROT0_SCIP. SCIP datagram options
are used to describe the method that has been used to protect the datagram, e.g.,
the encryption algorithm identifiers and digital signatures.

The source and destination header fields of a SCIP datagram can be different
from those of the encapsulated datagram. The purpose of this is to support the use
of SCIP in conjunction with IP firewall gateways and forwarding of communication,

LAt the time when SCIP was designed, no IPv6 secure protocol formats had yet been
published.
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FIGURE 7.1. The SCIP protocol unit

and for experiments with different mobile IP protocols (in particular mIP, see [Voet,
1995, Section 4.2]).

The use of SCIP protocol headers add extra data overhead. The overhead
amounts to one IP header plus SCIP options. For normal host-host communi-
cation, a header compression scheme (e.g., van Jacobsen header compression for
low-bandwidth serial links [Jacobsen, 1991]) can be used to reduce the overhead.

Both the source and the destination addresses of each SCIP datagram are prop-
erly authenticated. Authentication is achieved by establishing a session between a,
pair of hosts, and by providing a shared key that is valid only for communication
between these two hosts. Authentication in SCIP is based on public key encryption,
and protection of data transfer is based on shared key encryption.

7.3.4. Access policies. In SCIP, access policies are maintained on a per host
basis. Each host decides what other hosts it should communicate with using SCIP,
and which hosts it should reject communication from. In addition, it is also possible
to define policies for specific hosts that a host still can communicate with using
conventional IP datagrams. SCIP operation is disabled for all communication with
such hosts.

All non-SCIP datagrams are discarded upon reception. This is a matter of
policy, and the approach is, in many respects, similar to that of an IP-level firewall
where only authenticated datagrams will be mediated through the firewall.

Figure 7.2 on page 99 illustrates the format of a SCIP policy table entry for
communication with a host using SCIP. Each policy table contains IP addresses
of remote hosts, the public key to use, and time-to-live values for each of the keys.
The policy table properly describes the current access policy of the host in question.

7.3.5. Authentication and key distribution. In SCIP, each pairwise con-
nection is protected using symmetric-key encryption. Each key is used for message
authentication, integrity and confidentiality, and is negotiated by the two machines
involved in a protocol execution. In addition, each key is only valid for a limited
period of time. Whenever a key expires, a new key negotiation is initiated.
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[main]
tunaddr
scipdebug
kmdebug
kerneldebug

|
O O O -

cakey =
02 03 01 00 01 02 30
05 53 81 58 2b 77 cc 7a 02 b0 99 bc 4e a4 79 60

localcertificate =
00 16 1c 6¢
69 66 6¢c 61 66 2¢ 70 65 67 61 73 75 73 2e 65 73

machinekey =
b2 dc 1b 57 1c 59 67 el 1b 24 13 cb 8e 2d 2a 52
dd 8a dc f7 ad 2b 86 5c 16 e3 54 b0 84 b0 da d3

[thecity.pegasus.esprit.ec.org]
secure = FALSE

[damien.pegasus.esprit.ec.org]

secure = TRUE
active = TRUE
encryption = RCH
signature = MD5
keysize = 128
lifetime = 1800
expsize = 10000000
certificate =

00 16

1c 64 61 6d 69 65 6e 2e 70 65 67 61 73 75 73 2e

Ficure 7.2. Tlustration of a SCIP policy table file

The SCIP authentication and key distribution protocol consists of the exchange
of the following three messages: HELLO, RESPOND, and FINISH. The first message
is sent from a local host A to the remote host B that it should establish a secure
communication channel and exchange IP datagrams securely with. Upon reception
of the first message, the remote host B generates a random number that it sends
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back in the following message. The random number is a session key component.
The initiating host also generates it’s own random number and sends this to the
remote host. After the three messages have been exchanged, both parties possess
two random numbers that can be spliced into a new session key. This session key is
then used to encrypt all subsequent communication between the two hosts. More
specifically, the following exchange of messages takes place:

A= B: {A,B,N,,CEKp,} -1
B — A: {{B,A,Na,Nb,Rb,CKnb}K"—b1}Kna
A— B: {{A,B,Ra,Nb, {D}Kab}Kn_al }K"b

In the protocol description, {X} K1 denotes that message contents X is signed
a

with A’s secret key,? and {X} K, denotes that formula X is encrypted with B’s

public key.® A and B denote the two authenticating parties, IV, is a nonce generated
by A, N is a nonce generated by B, R, and R} are random numbers generated
by A and B respectively, CK,, and CK,, are the node certificates of A and
B. To increase the readability of the protocol description, the identifier and its
version number, and the message sequence number are not shown in the protocol
description. D is the IP datagram that triggered the execution of the protocol, and
it is encrypted with the new session key K, that has been derived from the session
key components R, and Rj.
The certificate CK,, expresses the following handoff of authority:

K, says K,,, = K, (7.1)

and is similar to the handoff of authority as described in [Abadi et al., 1990]. Since
it is already assumed that both A and B already know each others public keys (or
can learn them via a trusted third party), handoff certificates can also be verified. A
trusted third party has signed the long-term public key of each host and published
them prior to any communication between the hosts.

The use of node certificates in the protocol description above requires some
more explanation. Each machine is entitled to know two public-key pairs. One
public key-pair is used for a long term while the other key-pair is only valid for a
shorter period of time. The former can be stored on a secure processor and does
not need to be online during system operation, while the latter is generated at boot
time and is valid for a limited time interval only.

A boot certificate represents the handoff of authority from the long-term key
to the short-term key. It can, for example, be signed by a secure processor (e.g., a
smart card) at boot time and then made available to the host operating system. In
this way some authority is handed over to the host for a limited amount of time.

2Note that the digital signature operation is applied to H(X), where H is a strong one-way
hash function applied to X. Thus, the actual meaning of {X}K_1 is (X, {H(X)}K_l).
a a

3For efficiency, formula X is encrypted with a fast data encryption algorithm F' and a ran-
domly created key K. The actual encoding is <{K}Kb’ {X}Kk)-
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When the system is booted, a public key pair and a session certificate that the
host can use to authenticate itself are created. This certificate is handed over to the
remote host during authentication and used as part of the authentication process.

Each SCIP host can be booted from a secure processor (e.g., as outlined in
Chapter 4). During system initialization and startup a delegation certificate is
created by the secure processor and handed over to the operating system together
with a secret node key. The delegation certificate is used by a host to prove its
authenticity to other hosts, and that the machine has been booted correctly.

It is assumed that a strong trust relationship exists between A and B, reduc-
ing the problem to mutual authentication in the presence of an insecure network.
Furthermore, it is assumed that both A and B are capable of, and are willing to
generate proper random-numbers R, and Rj to use in the construction of new ses-
sion keys. A splice function (denoted @ in the remainder of the chapter) is used to
generate a session key from the two session key components R, and Rp.

7.4. Implementation

This section describes the implementation of SCIP and how it is incorporated
into the NetBSD operating system. An early design decision was to integrate SCIP
into a 4.4BSD [McKusick et al., 1996] derived operating system and its implemen-
tation of the TCP /IP protocol suite (for a more detailed description of the TCP /IP
implementation, see e.g., [Wright and Stevens, 1995]).

In order to avoid problems the fragmentation of IP datagrams, all kernel mod-
ifications have been incorporated above the IP fragmentation layer. Due to the
flexibility of the 4.4BSD implementation of this protocol suite [McKusick et al.,
1996, it is possible to design a system where most tasks are implemented as appli-
cations in user-space.

In the following, the main components of SCIP and the data paths between
them are described in more detail and some of the more important implementation
details are sketched. Included in the description is also a detailed study of the
authentication and key negotiation protocol used in SCIP including an analysis of
its properties.

7.4.1. Protocol engine. Most of the SCIP protocol engine is implemented
as a Unix user space process called scipd. The main responsibility of scipd is to
process datagrams according to the policy tables. That is, outgoing datagrams are
encapsulated and incoming datagrams decapsulated.

Using the standard routing mechanisms in NetBSD, outgoing SCIP datagrams
are routed by ip_output() to the the virtual network driver sc0. scipd receives these
datagrams from sc0 to perform encapsulation and encryption. The destination ad-
dress of a datagram is used to find the policy table entry to use for these operations.
The session key established with the remote host is used to encrypt the datagram.
If no session key is available, or if the existing key has expired, a new key is gener-
ated using the key negotiation protocol. Finally, the datagram is encapsulated by
creating a new IP datagram from the encrypted datagram, the sub-header and a
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new IP header. The encapsulated datagram is then written back to sc0, and follows
the default IP route to a gateway for the remote host.

Incoming SCIP datagrams are received by scipd by means of a raw socket
connection with direct access to IP traffic. The source address of each datagram
is used as an index into the policy table. In order to decapsulate a datagram to
reveal the original datagram, information in the sub-header is checked against that
in the policy table to determine what decryption algorithm and digital signature
verification scheme to use. If the encryption key needed to decrypt the datagram is
expired, the datagram is discarded and negotiation for a new session key is initiated.
If the datagram can be decapsulated properly, its payload, the original IP datagram,
is written back to sc0 and then enqueued to the default IP input queue for local
processing and delivery by ip_ipintr ().

Figure 7.3 on page 103 depicts the main system components and the information
flow from applications to the network device(s). Information flow is outbound for
datagrams departing from the host and inbound for datagrams arriving at the
host. The routing mechanism of the 4.4BSD operating system is used to control
and redirect the information flow between the network devices in the system.

Inbound datagrams are processed by a SCIP host as follows. First, a network
protocol unit is received by a real network interface (in Figure 7.3 denoted ed0),
e.g., over an Ethernet. If the unit contains (fragments of) an IP datagram, it is
enqueued onto the IP input queue (a). In ip_ipintr(), a check is carried out by a
filter to determine whether the datagram is received via the real network interface
and whether it is a SCIP datagram (b). If this is the case, the datagram is enqueued
to be read by scipd, which listens to a raw socket for IP datagrams carrying proto-
col number IPPROTO_SCIP (c¢). scipd uses the contents of its policy table to check
whether the datagram has been sent from an authorised host that also supports
SCIP. If this is the case, and a valid session key for the remote host in question
exists, the datagram is decapsulated to reveal the original datagram. Upon success-
ful decapsulation, the original datagram is written to the virtual network device
driver sc0 using a terminal-like interface (d). If decapsulation did not succeed a
key negotiation request is sent to the sender and the encapsulated datagram is dis-
carded. If the virtual network device driver detects that it is a datagram destined
for the local host, it is again enqueued to the IP input queue (e). However, since
it now originates from sc0, it is accepted by the filter and can be processed by
higher-level layers of the TCP/IP protocol stack and delivered to applications in
the usual way (f) and (g).

Outbound data follows the data path from applications to the TCP/IP proto-
col stack in the usual way (1), and is processed normally until it reaches the IP
layer (2). At the IP layer individual datagrams are processed differently according
to the contents of the policy table for outgoing datagrams. All SCIP commu-
nication with other SCIP hosts is routed via the virtual network sc0 using the
standard kernel mechanisms for routing (&), while communication with other hosts
are routed to the real network device ed0 (7). sc0 immediately enqueues a data-
gram to be processed by scipd (4), and scipd encapsulates the entire datagram
in a new datagram with the protocol number set to IPPROT0_SCIP, processes the
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payload according to the policy table entry of the remote host, and writes it back
to scO (5). This time sc0 invokes ip_output() directly, but this time ignores all
routes pointing back to sc0 (6), and the datagram departs from the system via the
real network interface (7).

7.4.2. Kernel changes. The kernel changes in the implementation are kept
to a minimum. This section describes the modifications that were carried out. In
particular, the structure of the virtual network device driver and the IP input filters
are described.

The virtual network device driver (sc0) implements the low level kernel mech-
anisms of SCIP. One of the functions of this device driver is to make datagrams
departing from the TCP/IP protocol stack available to scipd. Thus, it acts as if
it was a normal network device, but instead of writing a datagram to a hardware
device, the datagram is linked to a queue that can be read by a user-space pro-
cess. The device driver has a standard TTY interface and datagrams are read and
written using ordinary Unix file operations.
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When a datagram is written to the device driver, the protocol number in the
header of the datagram is used to determine whether it should be dispatched for
incoming or outgoing processing. If the protocol number is IPPROTO_SCIP, the
datagram contains only a skeleton IP header as required by ip_output(). Some
fields, such as source and destination address together with the protocol number
are filled in. Before the datagram is handed over to the real network device, the
routing table is consulted for a route for a network that can be used to forward
the datagram to the remote host. When the routing table is consulted, routes to
the virtual network are ignored to prevents loops. If the protocol number is not
IPPROTO_SCIP, it is a complete IP datagram which is read and enqueued for further
processing by ip_ipintr(). This option is normally used to re-inject decapsulated
datagrams back into the local system for normal IP processing.

The implementation of the input filter is straightforward. It is installed into
ip_ipintr() and executed after the processing of standard IP options. As a conse-
quence, all incoming datagrams to the local host are checked against the contents
of the policy table. The filter always accepts SCIP datagrams. The authenticity of
these datagrams is checked by scipd later.

The input filter also maintains an exception list containing addresses of hosts
from which ordinary datagrams are accepted. This feature, however, should be
used with great care, since it degrades the security of the system when being used.
Finally, there is another way for non-SCIP datagrams to be accepted by the filter:
all datagrams that originate from the local virtual network device or the loop-back
interface, are accepted. Since reinjection of datagrams is done by enqueuing them
to ip_ipintr(), these datagrams are accepted by the filter without any check. If this
option is not supplied, decapsulated datagrams are also rejected by the filter.

7.4.3. Authentication and key distribution. The authentication and key
distribution protocol used in SCIP and described in Section 7.3.5, is implemented
as an event driven state-machine. State information is kept for each remote host
that a host communicates with. On each event, an associated function is invoked to
perform an event-specific action. The outcome of an action depends on the current
local state information and the kind of event that occured. The possible classes of
events that can occur are the following;:

Request protocol execution: A protocol execution can be requested ei-
ther by the local host or by a remote host. An execution of the protocol
is initiated by the local host if an TP datagram is destined for a particular
remote host, and a local policy states that communication with that re-
mote host should be carried out using SCIP. An execution of the protocol
is also initiated whenever a host receives a key negotiation request from a
remote host.

Incoming protocol message: Incoming protocol messages cause events
that may change the state of the protocol execution. Non-SCIP proto-
cols messages, or invalid SCIP protocol messages are discarded. Similarly,
invalid SCIP protocol messages are also discarded. A SCIP protocol mes-
sage is deemed valid and is allowed to change the protocol state if, and
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only if, it is expected in the current protocol state, and passes all authen-
tication and integrity checks.

Message timeout: Each protocol-message transmission is guarded by a re-
transmission timer. In a wait state, a timeout function is used to detect
protocol failures in case protocol messages are not received within a spec-
ified period of time. Timers are maintained on a per message basis. The
value max retransmit determines whether the maximum number of re-
transmissions has been reached, and causing the protocol to abort.

Each SCIP host maintains a list of SCIP Protocol Control Blocks (SPCB) in-
dexed by IP addresses. For each remote SCIP host with which a protocol execution
is initiated, an SPCB is allocated and added to the list. The SPCB is a placeholder
for the local protocol state information and holds for each remote host with which
communication is initiated the following state information:

e the name and IP address of the remote host in question,
e 3 nonce created by the protocol initiator,

e random-number session-key components,

e a retransmission counter,

e local state of the protocol execution in question.

In the implementation, hashing techniques are used to speed up access to individual
SPCBs.

SPCBs that are associated with remote hosts not communicating with the local
host anymore are deallocated. Sensitive information is erased after use, e.g., the
implementation deletes all session-key components and session keys that are not in
use anymore.

The SCIP protocol state-machine is operated in two different modes; initiator
and responder. The following explains the difference between these two modes:

Initiator: The local host is initiating an authentication and key negotiating
protocol.

Responder: The local host responds to an authentication and key negoti-
ation request.

The relations between actions, states and events are depicted in Figure 7.4
on page 106. The state transition diagram only shows those events that lead to
an action and sometimes a protocol state transition. Invalid messages are simply
discarded by the protocol. Retransmission timers and counters are used to prevent
deadlocks in the protocol. Each timeout results in a increment of the retransmission
counter for the current protocol state, and a transition back to the same protocol
state. If the retransmission counter reaches max retransmit from any of these
states, the protocol is aborted.

Since either party can take on the role as either initiator or responder, both
parties execute the same protocol steps where, in a particular protocol execution,
one of the parties will be the initiator and the other the responder. The following
states can be reached (Figure 7.4):
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FIGURE 7.4. States and transitions in the SCIP authentication
and key negotiation protocol. The circles represent possible states,
and the labelled arrows denote state transitions.

START Initial state of the protocol. The host is waiting for either a key ne-

WTRES

WTFIN

WTACK

gotiation message from a remote host or a local key negotiation start
event.

The host executes the protocol is in initiator mode. A HELLO message
has been sent. Retransmission counter for HELLO messages is running.
Initiator is waiting for a RESPOND message.

Protocol is executing in responder mode. A RESPOND message has been
sent. Retransmission counter for RESPOND messages is running. Respon-
der is waiting for a FINISH message.

Protocol is executing in initiator mode. A FINISH message has been
sent. A retransmission counter for FINISH messages is running. Initiator
is waiting for the reception of a datagram encrypted with the new session
key.
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FINISH Final state of the protocol. The outcome of the protocol execution is
either successful, and a new session key has been installed, or unsuccessful
and the protocol aborted.

In the following, a more detailed description of the state transitions that can
occur are presented. Labels in the description correspond to the labels used in
Figure 7.4.

1 Event: Protocol execution is initiated by the local host.
Action: A new protocol execution is initiated, an SCPB allocated, and
a HELLD message is sent to the remote host. Local host protocol mode
is set to initiator, local state to WTRES, and a retransmission timer
is started. If a SCPB for the remote host in question already exists, its
current contents is deleted to initiate the new protocol execution.

2 Event: A RESPOND message is received.
Action: If the retransmission timer is running in the WTRES state, then
it is stopped. A FINISH message is sent to the remote host, local state
is set to WTACK, and a retransmission timer for the FINISH message is
started.

3 Event: The retransmission timer exrpires.
Action: The retransmission counter is incremented by one, the HELLO
message is retransmitted, and a new retransmission timer is started.

4 Event: A HELLO message is received.
Action: If a HELLO message arrives while an initiator is in the WTRES
state, a protocol execution has been initiated by both the local host and
the remote host concurrently, and both of them are waiting for a RESPOND
message. Obviously, one of the two protocol runs has to be aborted, and
one of the parties must take on the role of the responder. The nonces
N, from the local host and N, received in the HELLO message from the
remote host are used to determine whether the local host should become
a responder or not.
If N, > N, the local host changes from initiator to the responder
mode of operation, any retransmission timer in the WTRES state is
cancelled, a RESPOND message is transmitted, and a state transition to
WTFIN is made. If N, < N, the local host simply discards the currently
received HELLO message, resets its retransmission timer, and awaits a
RESPOND message instead.*

5 Event: A HELLO message is received.
Action: A new protocol execution is initiated, a SCPB allocated, and a
RESPOND message is sent to the remote host. Local-host protocol-mode
is set to responder, local state to WTFIN, and a retransmission timer
is started. If a SCPB for the remote host in question already exists, its
current contents is deleted to initiate the new protocol execution.

6,10,12 Event: maz_retransmit retransmissions have been carried out.

41n the unlikely case that N, = N,/, the IP addresses of both parties are compared instead.
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Action: The SPCB and temporary variables (e.g., session key compo-
nents) are erased and deallocated. The protocol is aborted, and higher
layer protocol are notified about the unsuccessful protocol execution.

7 Event: The retransmission timer expires.

Action: The retransmission counter is incremented by one, the FINISH
message is retransmitted, and a new retransmission timer is started.
Note that the retransmission of the FINISH message does not necessarily
imply that the datagram D is delivered more than once at the destination.
The protocol will discard any retransmitted message received after a state
transition to FINISH has taken place.

8 Event: A datagram encrypted with the new session key is received.
Action: The new session key is installed, local state is set to FINISH,
and higher level protocols are notified about the successful execution of
the protocol.

9 Event: A FINISH message is received.

Action: The new session key is installed, local state is set to FINISH,
and higher level protocols are notified about the successful execution of
the protocol.

11 Event: The retransmission timer expires.
Action: The retransmission counter is incremented by one, the RESPOND
message is retransmitted, and a new retransmission timer is started.

7.4.4. Data encryption. In SCIP, shared-key encryption is used for bulk
encryption of data and public-key encryption for authentication. Each IP datagram
that is being exchanged between a pair of hosts is encrypted with a session key the
two hosts share between them. In SCIP, public-key cryptography is performed
using RSA [Rivest et al., 1978], and datagrams are encrypted using RC5 [Rivest,
1995].

Since IP is a lossy protocol, messages do not always reach their destination.
This causes few problems for the communication between two SCIP hosts. IP
datagrams can be dropped before they arrive at their destination, and when they
arrive, they will only be delivered to higher level protocols if they are decrypted
successfully. Higher level protocols and correctly implemented applications will
retransmit data lost during transmission and ensure connectivity when possible.

A potential weakness is that messages exchanged in SCIP can be vulnerable
to known-plaintext attacks. When no special attention is paid to the protection of
sequence numbers and other known identifiers inside the encapsulated IP datagrams
during implementation, such attacks are more likely to succeed. In SCIP, the
contents of each encapsulated IP datagram is encrypted with a stream cipher in
cipher block chaining and applied to individual datagrams independently. This
makes it harder to launch attacks on sequence numbers and protocol identifiers.

7.4.5. Performance. Reducing the number of RSA operations would improve
performance of the protocol significantly. However, in order to not violate the fail-
stop property, none of the RSA operations currently used in the protocol can be
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removed. Since the run of a key negotiation protocol occurs infrequently, this is
not considered to be a major performance problem.

The current implementation of RC5 is implemented in software and optimized
for Intel x86-family of processors. On a 66 MHz Intel 486DX2 processor throughput
of encrypted datagrams is measured to be 2500 KB/s. On the same architecture,
a complete key negotiation takes, typically, in the order of a tenth of a second.

Encapsulation of IP datagrams increases network data overhead. In SCIP,
the overhead amounts to an additional IP header per datagram, and an increased
and processing load in the protocol stack. Each datagram is extended with one
IP header that amounts to 20 additional bytes. In addition, SCIP options in the
header may increase the total overhead to 52 bytes in case the IP header is not
compressed.

For efficiency reasons, the datagram D that triggered the SCIP protocol au-
thentication and key negotiation protocol is included in the final message of the
protocol. When a connection to a new host is established, TCP [Postel, 1981b]
sends the remote host a SYN message. Fast delivery of the SYN message to the
remote host yields a short TCP connection setup time. A quick acknowledgement
of a SYN message also releases the initiator from the “limbo” WTACK state de-
scribed in section 7.4.3. An alternative would have been to simply discard D and let
TCP retransmit the SYN message when it’s timeout expires. The latter alternative,
however, would slow down most connection setups significantly.

7.5. Protocol analysis

In this section an analysis of the SCIP authentication and key negotiation
protocol is presented. Since the protocol is developed using the fail-stop principle,
the proof methodology is also the one of fail-stop protocols (see Section 3.7.3 for
more details).

Recall from Section 7.3.5 that the SCIP protocol contains a handoff of authority
from the long-term secret key of each host to a node key. The handoff of authority
which, is expressed in the first and second message of the protocol, is described by
formula (7.1). That is, if B receives the first message and believes that K, is A’s
public key, then B can use the handoff axiom P10 from [Lampson et al., 1992a] to
infer that the first message was signed by A:

F(Asays (B= A)) D (B=A4) (7.2)

In the rest of the analysis, only a simplified expression is used. The analysis is also
limited to the use of the secret key of the host only. A similar approach can be
used for the second and third messages. Thus, the protocol to analyse is:

Message 1 A — B: {A,B,Ng}p-1
Message2 B — A: {{B,A,NL”Nb,Rb}Kb—l}Ka
Message 3 A — B: {{A,B,R,, Ny, {D}Kab}Ka—l}Kb

7.5.1. Validating the fail-stop property. The first step of the fail-stop
protocol verification process is to check whether the protocol actually is fail-stop.
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If the protocol is fail-stop, active attacks do not have to be considered in the
remainder of the analysis.

Clearly, the protocol, in its current state, can not be considered fail-stop, but
rather fail-safe (for more details, see Section 3.7.3). The reason is that the receiver
of the first protocol message cannot verify the freshness of this message. Since,
as will be shown later in the analysis, the actual fail-safe property of the protocol
has no major security implications, the analysis is conducted as for a protocol that
satisfies the fail-safe property.

In the protocol specification, each message contains a header including the
names of the sender and the recipient and a message type identifier (not shown
above, but present in the implementation). The nonces N, and N, are used as
freshness identifiers. Therefore, the first requirement of fail-stop (and fail-safe)
protocols is satisfied (see Section 3.7.3). Since each protocol message is signed
with the sender’s private key, the second requirement is also met. The protocol
is designed to discard all messages that cause unexpected events and deviations
from the expected protocol execution path (see Figure 7.4). As soon as the number
of retransmission exceeds the maximum allowed number of retransmissions, the
execution of the protocol will be aborted. Thus, it can be concluded that the
protocol is fail-safe.

7.5.2. Validating the secrecy assumption. Applying a BAN like logics
to any protocol does not make sense unless certain requirements are met. The
most important requirement underlying BAN is the secrecy assumption: those data
items that are meant to be secret, will not be discovered by an adversary during
the protocol execution (discussions of this shortcoming of the BAN logic can be
amongst others be found in [Gong et al., 1990, Abadi and Tuttle, 1991, Gong and
Syverson, 1995]). In the SCIP protocol, the data items of importance are R, and
Ry, the two random numbers that serve in the construction of a new session key.
An adversary might record each message of the protocol and observe:

{{BaAaNa;NbJRb}Kb—l}Ka
{{AJ‘BJRGJNI)’ {D}Kab}Ka_l}Kb

An adversary does, by assumption, not have access to the private key of either A
or B and thus, will not be able to remove the outer encryption from the messages
mentioned above to reveal the random session key components. From the assump-
tion about the secrecy of the secret keys in use, it can be concluded that the secrecy
assumption for the SCIP protocol also holds.

In addition, if one the private keys of either A or B is compromised some time in
the future, this will not cause any cascading effects and automatically compromise
any of the session keys used between A and B. The reason is that a complete
session key is never exchanged encrypted with the private key of either A or B.
Thus, both K ! and K b ! must be compromised to recover a complete session key.

This approach requires that both A and B purge all old session key components
and session keys when they are not in use anymore. A similar approach to key
exchange is is described in [Lampson et al., 1992a].
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Note that A may trust B at the time when a key negotiation takes place.
However, A may not trust B for all time in the future. If such distrust will occur,
A should be rather confident that communication with B that has already taken
place in the past cannot be compromised. A good reason for A’s new distrust of
B might be that of a change of policy, or simply, that someone that A’s owner
distrusts now works for the organisations responsible for B.

7.5.3. BAN logic analysis. The BAN logic analysis of the protocol follows
the standard procedure outlined in Section 3.7.3.

In the first phase of the protocol (HELLO, RESPOND), N, is used to convince
A that B is participating in the same protocol run, and thus, that the RESPOND
message is not being replayed. N, is used in a similar handshake (RESPOND, FINISH)
to convince B, that the remote party A is present and participates in the protocol

The purpose of the HELLO message is to transfer the nonce N, to B.5 The
idealized form of the message consist of the nonce signed by K;!.

The RESPOND message serves in transferring a nonce N, generated by B, a
random secret number Ry and A’s freshness identifier N, back to A. In the idealized
protocol, Ry is written as a secret shared by A and B. Here, The notation serves
only for semantic purposes. In practice, only a number is actually being transferred
between A and B.

The FINISH message contains A’s random number R, and B’s nonce Ny. The
transfer of R, is a shared, while N, is the freshness identifier.

The idealized protocol becomes:

Message 1l A — B: {Na}K,l
a R,
Message 2 B — A: {{N, Ny, A= B}K—l}K
b a
R,
Message 3 A— B: {{A=B, Np,{D}g }p-1}K,
a

In the BAN logic analysis of the SCIP protocol, the following initial assumptions
are made:

A4 BB
Aekp BEX 4
A E #(Na) B E #(]Ny)
AEAZp BEAZB
AEBBAZB BEAB AXBR

Both principal A and B know their own private and public keys. In addition A and
B know the public keys of each other. A believes that the nonce N, is fresh. B
believes that the nonce Ny is fresh. A and B believe that the key components R,
Ry are secrets they shared with each other. A believes that R, is a good session key
component for communication with B, and B believes that Rya is a good session

5The delegation certificate is omitted here. It is only used to remove one level of indirection
in the authentication path.
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key component for communication with A. Finally, both parties trust the other
party to generate proper session key components.

The protocol analysed. Message 1 (HELLD) is sent from A to B to initiate the
authentication and key negotiation protocol:

B4« {Na}K;1 (7.3)

Using its knowledge about A’s public key and the message-meaning rule, B believes
that N, was once sent by A:

BEARN, (7.4)
Since Message 1 does not contain anything B knows is fresh, it cannot determine
whether the message is a replay. Thus, there is no way to make the said (j)
statement into a believes ([E) statement. This is also why the SCIP protocol can
not be classified as a fail-stop, but rather as fail-safe (see Section 7.5.1). B has
no other choice but to respond to the message as if it is fresh, or terminate the
protocol to satisfy the fail-stop property by not sending a respond message.

The less restrictive fail-safe protocol condition will allow B to respond to Mes-
sage 1. As it was shown in Section 7.5.2, this does not violate the secrecy as-
sumption. Message 2 (RESPOND) is sent from B to A to transfer B’s session key
component Ry to A:

R
A<{{Na, Ny, A= B} o1}, (7.5)
b
Using its own secret key K, !, A can decrypt the message and obtain:
R
A<{N,, Ny, A= B}y (7.6)
b
From the message-meaning rule for public keys A can deduce:
AEB (Noy Ny, A2 B) (7.7)
Since A believes that N, is fresh, A can also deduce:
A E4(Nay Ny, A2 B) (7.8)
From the nonce verification rule A can derive:
R
A 'EB 'E(NaaNba A:bB) (79)
and .
AEBEAZB (7.10)

Since A believes that B controls A g B, it can use the the jurisdiction rule to
deduce:

AEAZB (7.11)
Thus, A is now in a position to believe that it shares the secret R, with B.

Message 3 (FINISH) is sent from A to B to transfer A’s session key component
R, to B:

R,
B<{{A= B, Ny, {D}g,,} i 11K, (7.12)
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Using the same reasoning as for the RESPOND message, and using N as freshness
identifier instead of N,, the following is derived:

R,
BEA=B (7.13)
Thus, at the end of the protocol run, both A and B are entitled to believe:

AZBadaZB (7.14)

Reasoning about the new session key. Further reasoning about the session key
components cannot be carried out using the original BAN logics. BAN has no rules
that can be used to reason about the the two session key components R, and Ry
and how they eventually will become the new session key.

To reason about the new session key, the following BAN-like postulate for
splicing secrets is introduced:

PEP2Q, PEP=2Q

pe=pY

where @ denotes a function of two arguments known to P and Q. Applying this
postulate the following is obtained:

R.®Rs

ApatEp
BeEA™2"p

If K, (session key) is defined as: K5 = R, ® Ry and K s is subsequently used as
a shared key, and thus:

AEA™B

BEA®™B
Thus, both A and B are entitled to believe that they possess the new session key,
and can use it to encrypt further communication between the two of them.

The result of a successful execution of the SCIP protocol is that both hosts
believe they have a new session key that can be used to communicate with the
remote host. A property that the current protocol achieves partially, is that each
host believes that the other host also believes in the new key. The following:

AEBEA®B

BEAEA®B
is not established immediately. The last two statements are established as soon as
an IP datagram, encrypted with the new session key has been decrypted successfully
by both parties. By decrypting D with the session key, B can establish A’s belief in
the new session key, but A is not in the same position. In the current design, this
is considered acceptable—simply because, in the implementation, no datagrams

will be handed over to the higher level protocols before they have been decrypted
successtully.
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7.6. Discussion

This section discusses some of the design choices made during the development
of the SCIP system. The discussion focuses on the architecture, the use of a fail-stop
methodology to develop the SCIP protocol, and compares SCIP with swIPe.

The use of a user-space process to implement the policy engine reduced the com-
plexity of debugging the system significantly. It is also relatively easy to experiment
with different algorithms and protocols. The initial prototype is still inefficient—
simply because all communication using the SCIP protocol passes through scipd.
Consequently, all IP datagrams are copied across the kernel/user space boundary
twice both upon reception and transmission. However, a kernel implementation
of the encryption engine eliminates most of the overhead. More tasks are then be
carried out in the kernel, and the need for data copying is reduced.

As shown Chapter 3, security functions can be added to a networked system in
two different ways. The first approach is application-aware and provides end-to-end
security at the application level. The other approach is not application aware and
provides security functions at the network-level.

The advantage of network-level security is that it can be added to a system and
be used without any modifications to the applications at all. The disadvantage is
that security arguments appear at the host level and not on a per application basis.
This means that the granularity is significantly reduced. The Taos operating sys-
tem [Wobber et al., 1994] contains a novel way to multiplex a link-level encryption
channel between several applications. However, the granularity is still at the host
level, and the operating system must, of course, always be trusted to authenticate
local inter-process channels properly.

The single most difficult problem of applying a fail-stop approach to secure
protocol design is to reason about the freshness of messages. Indeed, this was
what fail-stop protocol design should solve in the first place by always require
that messages contain sufficient information to be bound together in a protocol
execution.

In pure nonce based protocols there is nothing that the recipient of the first
message can determine as fresh unless it has provided the sender with something
in advance. When time-stamps are used, a recipient will not be able to distinguish
between an authentic message and a replay that occurs within the time interval
in which the message, according to a protocol specification, should be considered
fresh.

Although the fail-stop approach to secure protocol design seems good in theory,
most protocols developed using this approach will be fail-safe. It can be argued that
the delegation certificate embedded in the first message of the SCIP protocol should
be considered a time-stamp freshness identifier, and that due to this, the protocol
should also satisfy the fail-stop condition. However, it is obvious that the recipient
of this message needs to apply knowledge about the sender in order to do any
reasoning about the freshness of the message. The delegation only says that the
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sender was booted correctly recently. Another solution is, as it was noted on in
Section 3.7.3, to rely on a trusted third party providing a beacon.

In comparison to swIPe, both performance and functionality of SCIP differ
from that of swIPe. SwIPe mainly implements a mechanism for tunnelling of TP
traffic and a minimal implementation of policies. The main goal of SCIP is on
implementation of policies, in particular on authentication and key negotiation and
access control. These issues are not solved in the original swIPe implementation,
but solutions have been incorporated into other systems, such as, SKIP and the
IP Next Generation framework.

Since swIPe implements encryption functions in the kernel, its design is inher-
ently more efficient than that of SCIP. However, since SCIP facilitates the use
of a faster encryption algorithm, the actual performance difference is minimal. A
speed-up similar to that of swIPE would also be achieved with SCIP when the
encryption functions are moved into the kernel.

7.7. Summary

In this chapter, the design and implementation of SCIP, a secure network layer
under Unix is described and some of the performance penalties of using the system
are discussed. SCIP is a network level authentication and key distribution system
that authenticates two communicating parties mutually, and exchange session key
components that both parties use to build a new session key.

SCIP is still a prototype implementation and performance is expected to in-
crease significantly when the encryption engine is migrated into the Unix kernel.
The authentication and key negotiation protocol protocol satisfies the fail-safe prop-
erty and is acceptable for its intended usage. The use of a fail-stop design for secure
protocol simplified the protocol development and its verification.






_8_
Summary and Concluding Remarks

This chapter summarises the results and findings of this dissertation and presents
its conclusions. Directions of future research are also outlined.

8.1. Summary

In this dissertation, the security of end systems hosting electronic-commerce ap-
plications has been investigated and a system architecture for secure user-controlled
electronic transactions has been proposed. The primary goal of the research has
been to determine the factors affecting security in such systems, and to derive a
system architecture for new generations of personal computers.

Chapter 2 surveyed the field of cryptography and described the most com-
monly used cryptographic techniques. The legal aspects of applying cryptography
in civilian appliances were also discussed.

Chapter 3 surveyed the fundamentals of computer and network security and
focused on security models and design methodologies underlying secure computer
systems. The chapter introduced the basics of computer security and defined the
terms that were used in the remainder of this dissertation.

Chapter 4 presented the Trust architecture for end systems targeted at hosting
electronic-commerce applications. The Trust architecture provides a trusted path
between user and their signing keys, and incorporates security functions into the
human-visible computer interface. The architecture supports interaction between
the user and a device that enables a transaction to be conducted securely between
that device and another system. The transaction is not conducted by the device
unless it is explicitly authorized by the user to do so. The operating system and
untrusted helper applications that communicate with remote computer systems are
not part of the system’s TCB.

Chapter 5 discussed the use of transaction protocols and logging facilities in
electronic-commerce applications with the main focus on protocol requirements and
specification. An example protocol for contract signing was also presented.

Chapter 6 described how authorisation and access control is achieved in u-
CAP. The u-CAP architecture has been designed to enable users to define their
own access control policies and have them enforced by remote servers. In u-CAP,
access rights can be propagated between users and exercised by the server without
any communication with the object server prior to access requests.

117



118 8. SUMMARY AND CONCLUDING REMARKS

Chapter 7 described the design and implementation of a network-level security
system, and how this system protects communicating end systems against active
and passive attacks from a third party.

8.2. Concluding Remarks

In other disciplines of computer science, terms such as optimal and lower bound,
have been used to express the efficiency of a solution when being compared to known
theoretical limits (see, e.g., [Knuth, 1973]). The level of security in a system,
however, is related more to robustness than to performance.

In secure system design, there are many tradeoffs to take into account [Mead-
ows, 1994]: different requirements must be traded off against each other. In this
respect, secure-systems engineering is no different from other engineering processes.

The system architecture described in this dissertation can be used to increase
the level of security in a personal computing environment. In this respect, the
results and findings of this dissertation represent information that can be used to
increase the security of electronic commerce systems.

A personal computer is more than just a small computer used by one person
at a time. Small, portable machines are like traditional personal organizers and
they contain a wealth of private information. If users are to incorporate them into
accessing distributed services in the Internet, they must be confident that their
computers can be trusted to act on their behalf and not compromise any private
information.

Small, personal machines will contain more and more personal information, and
they will be seen as the manifestation of the user in security-demanding applications
such as electronic commerce. Privacy and security of communication and storage
are therefore paramount. In addition, the confidentiality of signing keys and the
integrity of the information presented to the user are equally important factors.

A user’s security depends on the proper functioning of a personal computer to
protect critical information (for example, signing keys used for digital signatures).
The user is the principal figure, and access to information in the personal computer
must not be possible without its owner’s permission. The personal computer is the
tool used to engage in electronic transactions securely.

Any tool can be difficult to use, computers especially so, and cryptography has
been very badly used even by experienced computer scientists. Roger Needham
remarked that “Whenever anyone says that a problem is easily solved by cryptog-
raphy, it shows that he doesn’t understand it” [Needham, 1993]. However, secure
communication and transaction processing depend heavily on both trusted systems
and users who make “the right” decisions. Unless a computer system is trustwor-
thy it is questionable whether it can mediate information precisely to the user. If
information is not presented correctly to the human user, the user makes wrong
decisions.

[Brooks, 1996] argued that getting information from a machine into a human’s
head is the central task of computer graphics. A personal computer conducting
transactions with remote services on behalf of the user can be considered a joint
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human-computer controlled system. Therefore, the interface between the user and
the computer plays a vital réle. After all, it is the human user who must make the
final decision of whether to authorise a transaction, and it is important that valid
information is presented to the user.

One of the most problematic threats is nonrepudiation. In communication
with a remote service, a user must be able to trust that the owner/organisation of
the remote machine cannot successfully claim that his system was compromised.
For this reason, it is not only important that the user’s own key management is
secure, but also that that the other principal must have key management that is
trustworthy enough that, if his keys would have been compromised, it could only
have happened through gross negligence. In non-electronic commerce, negligence
is something that a party can be held accountable for. If a bank makes a mistake,
it should be held liable, and the same should hold for an opponent in a disputed
transaction.

[Thompson, 1984] points out that code written by others cannot be trusted.
A well-installed Trojan horse will be almost impossible to detect even with source-
level verification and scrutiny. This is bad news for security and for users who want
to establish trust in their personal computers. However, in the presented design,
this does not matter fundamentally. The main issue is the integrity of information
presented to the user and a relatively simple hardware mechanism to enforce this
functionality. No assumptions are made — or need to be made — about the security
of other helper applications that the user might use (including word processors, file
systems, compilers, WWW browser, etc.).

Untrusted helper applications that either implement some security functions
on their own (for example, WWW browsers) or rely on the system to provide such
services will be commonplace. In this dissertation, two such helper applications have
been designed: the u-CAP authorisation and access control architecture, and the
SCIP architecture for secure network-level communication. Both these applications
implement security functions that in other systems are typically located inside the
TCB of the system in question.

In the days when centralized non-networked mainframe computers were com-
monly in use, an approach to security was to lock up the mainframe computer and
its terminals inside a physically secure area that could only be accessed by autho-
rised personnel. By using the system architecture described in this dissertation, a
similar advantage is achieved for personal computers in networked environments.
Vital information is protected against unauthorised access from networked princi-
pals.

In this dissertation, a computer system that provides a trusted path between
a user and his signing keys, and incorporates security functions into the human-
computer interface has been presented. The architecture supports interaction be-
tween the user and a device that enables a transaction to be conducted securely
between that device and another system. The transaction is not conducted by the
device unless it is explicitly authorized by the user to do so.
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The fundamental property of the Trust architecture is the division between
a secure subsystem consisting of a smart card and terminal I/O system, and an
untrusted component consisting of the main CPU, memory and other devices.

For the correct operation of the security module, it is essential that the security
module can gain exclusive control over the communication of the input/output
device, the interaction with the (optional) smart card, and the communication with
the local operating system. Controlling the transition between secure and insecure
mode of operation is also essential to the operational behaviour of the system.

The main conclusion of this dissertation is that the security of end systems
hosting electronic-commerce applications, crucially depends on the presence of a
trusted path between the user of the system and the signing keys used to authorise
statements on behalf of that user. One way to achieve this, is by incorporating the
input and output devices of the human-visible computer interface into the trusted
computing base of the system.

However, a trusted path between the users and their signing keys is not sufficient
to safeguard against all kinds of attacks on the integrity of information presented
to them. The human-computer interfaces would also have to be resistant against
integrity threats, and safeguard the procedure under which the human user can issue
authorisation statements. Both these properties are essential in order to prevent
nonrepudiation.

Authorisation and access control decision should eventually be taken by a hu-
man user. The user constitutes the true end point of communication. It is fun-
damentally important for electronic-commerce systems to keep users in the control
loop. Application programs and computer systems are merely proxies acting on
behalf of users. The fundamental issues are to bind humans to signing keys, and
provide adequate protection for these keys.

A secure end system enables a human user to respond more securely to in-
formation presented to him via the human-computer interface. By requiring that
authorisations should be explicit by prompting for them, and by ensuring that the
implementation of the underlying authorisation mechanisms cannot be subverted,
increased confidence in the operational functionality of the system is obtained.

The system architecture described in Chapter 4 is designed to provide a trusted
path between a user and his signing keys, and to preserve the integrity of the human-
visible user interface.

Untrusted “helper applications” with security requirements executing outside
the TCB (such as those mentioned in Chapter 6 and Chapter 7) can be used in
conjunction with the proposed system design. In this dissertation, two such ap-
plications have been designed and analysed: the u-CAP authorisation and access
control system, and the SCIP architecture and network-level authentication and key
distribution protocol. u-CAP’s functionality can be used to transfer trust between
principals in the system. SCIP can be used to establish secure communication
channels between pairs of end systems at the network level.

During the initial design phase of the Trust architecture, it was suspected
that secure hardware would have to play an important réle in the final system
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architecture, but it was not clear what system functionality would require such
hardware support. Studies in the area of system safety and computers indicated
that the use of hardware mechanism that can not be overridden by software have
been used with much success in that area to provide safer user interfaces. In a wider
context, the conclusions of this dissertation indicate that it is doubtful whether a
secure personal computer can be built without using such functionality. In addition,
the use of smart-card related technologies without other mechanisms to provide a
trusted path between human users and their signing keys, will at best only be able
to protect the signing keys from being disclosed, but will not be able to protect
against malicious software attacking other vital functions of a transaction system.

8.3. Future research

In this dissertation, several simplifications have been made in modelling human
users. In particular, not much attention has been paid to cognitive-ergonomic
design issues. An interesting issue is to investigate what characteristics a good
human-computer interface for electronic commerce has. Clearly, and as it has been
constantly pointed out in this dissertation, it is essential to keep the human user
in the control loop of authorisation. Further research would benefit from studies of
tasks/scenarios with human users participating in electronic transactions.

Research and development of transaction protocols, arbitration, and secure
user interfaces will be continued in the Moby Dick project, and in particular, in the
design and implementation of a portable handheld computer with wireless commu-
nication facilities. Issues involved in the integration of the proposed design with
existing payment protocols is also a subject for further investigation.

In a joint project with the University of Tromsg, Norway, the design of the
#-CAP authorisation and access control architecture for personal computing envi-
ronments is continued. Although there are other issues of concern for that research,
it is expected that the u-CAP protocols will be used in the project.
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